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An analysis of the blockchain ecosystem in the Western
Balkans countries
Edlira Martiri1, Gentjana Muça2
Blockchain architect: University of Tirana, Albania
Blockchain developer/Lecturer: Ambrogio Company, Tirana, Albania
edlira.martiri@unitir.edu.al gentjanamuca@yahoo.com

Abstract. In the same way that billions of people all over the world are currently connected to
the Internet, millions and billions of people in the world will be connected via blockchains in the
near-coming future. Every day, more countries embrace this technology and introduce it to many
domains, and we ask how the Western Balkan countries are doing to this regard. To answer this,
in this paper we present a generic overview of the blockchain technology and then offer a generic
view of its ecosystem in Europe. We focused on the Western Balkan countries and analyzed it in
respect to the economic benefits of this technology and considered as a case study Albania.
Keywords: Blockchain, Western Balkans, ICO, Albania

Introduction
For the last few years, blockchain technology has had a significant impact on the societies
worldwide. It is considered as a recent milestone in the technology evolution of democratic and
developed countries; a powerful medium shaping the future economies offering them a
decentralized medium; and a great impact for developing countries, their governments, and
individuals. Since the classical server-client architecture, other solutions continuously emerged
in the world-wide-web, but nevertheless, in most of them, there always was a central entity
controlling and storing information and their processes. This is what the internet brought, some
important revolutions such as electronic communication, online media publishing, personal
interaction, electronic commerce, and so on. These were all, and still are, important systems that
greatly influenced individuals and societies and still do.
Blockchain is a public ledger, storing data in a decentralized manner, and in a given format that
exists in a peer-to-peer network [1]. No one owns it, or everyone does, and there is no central
processing/storing/managing. In its beginning, there was a lot of debate on the future of this
technology. There were parties relating blockchain with cryptocurrencies that would consider it
as a phenomenon bringing instability to their economies [2]. Cryptocurrencies do not belong to
any specific entity and are still unregulated by most of the institutions worldwide. They cannot
be controlled by any government. But even seemingly this could be a refraining characteristic, it
has shown to be the main reason for their raised popularity in less than a decade.
In this paper, we will give an overview of the situation in developing countries from SouthEastern Europe, precisely in Balkan countries and how they are using the possibilities that
blockchain might offer to their economies and situation in general. We will focus on the
development of ICO (Initial Coin Offering) in these countries and will provide a legal framework
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of ICOs in Albania. This is the result of an interview with specialists of the Financial Surveillance
Authority of Albania. In section 2 we will provide a generic presentation of the mechanism on
which blockchain relies, in section 3 is discussed its impact in European societies, and in section
4 are brought some legal and economic considerations of ICO development.

A technical presentation of blockchain

As we mentioned, the blockchain technology plays an important standing platform for the
creation of the new asset: cryptocurrencies, an entity created as the result of combining
mathematics and cryptography. It is a distributed ledger, or a database, containing a list of
continuous records, called blocks, connected as a tree structure and secured by cryptographic
algorithms (hash functions) [3]. The underlying mechanisms of the blockchain strongly rely on
cryptographic apparatus and mathematical mechanisms. A hash function (H) is a mathematical
function that has three attributes
It can take any string as input and produces a fixed-size output. Secondly, it must be efficiently
computable, meaning given a string, in a reasonable length of time, one can figure out what the
output is. In practice, we need hash functions that are cryptographically secure. The cryptographic
properties of hash functions are many, but we will mention some in particular [5], [6]: (i) the
function is collision-free; (ii) has the hiding property; and (iii) it is puzzle-friendly.
A hash pointer is a data structure used a lot in the systems implemented on blockchain. It is
basically a simple structure where except the fact that it contains the address where it points, it
also stores this information in a hashed form. Whereas a regular pointer gives a way to retrieve
the information, a hash pointer is going to ask to get the information back and verify that the
information hasn’t changed. So, a hash pointer tells us where something is and what its value was
[7]. With hash pointers can be built all kinds of data structures, from linked lists to binary trees,
if they don’t have cycles. It suffices to substitute the regular pointers with hash pointers. This is
the data structure called “blockchain”, a tree using hash pointers [8].
There are some important characteristics of the blockchain technology, showing its importance
and future perspective. Some definitions of the characteristics are [1]: (1). Distribution: the design
allows distribution of blocks and synchronization in the network; (2) Smart contracts: are pieces
of code executed on the blockchain, consisting of complex instructions written in a programming
language and determines the rights of each party in the network, (3) Consensus: prior to executing
a transaction there exists a consensus between parties, verifying that the transaction is valid, (4)
Data unchangeability: after a transaction is recorded it cannot change afterword, (5)
Transparency: in the internet stack, blockchain has added a new layer, the layer of trust, which is
a characteristic able to be coded and included in the algorithms of this technology, (6) Integrity:
file or data integrity is a very important security principle and in the blockchain world it allows
its users to verify data is unchanged.
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Blockchain impact in European societies
In 2014 blockchain developers made possible the arise of a new network where everyone could
enter the global economy allowing them to exchange without intermediaries. Since then the
interest in blockchain became important at the government level, starting with Next in 2016 from
the Russian Federation, Singapore in 2016 in collaboration with IBM, World Economic Forum
in November 2016 to discuss government models developed in blockchain, in 2017 Harvard
suggested blockchain as a groundbreaking technology, etc.
At European level, one of the most important initiatives is the European Blockchain Partnership
(EBP), established on April 10th, 2018, Brussels, Belgium [9]. Here 21 countries signed a
declaration for cooperation between member states during Digital Day 2018. Countries include
Austria, Belgium, Bulgaria, Czech Republic, Estonia, Finland, France, Germany, Ireland, Latvia,
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Slovakia, Slovenia, Spain, Sweden,
UK, and three more countries were added later, Greece and Romania in May 2018, and Denmark
in June 2018. This important event was preceded by the creation of EU blockchain Observatory
and Forum in February 2018, investing more than EUR 300 million in projects supported by
blockchain by 2020.
As recommended by the European Commission, they encourage other countries from the EU and
the European Economic Area to join the blockchain partnership. In this partnership, there actually
are five countries from the Balkan area, Bulgaria, Slovakia, Slovenia, Greece and Romania, all
EU member states. This is a positive implication to the region since there are many organizations,
collaborative institutions, governmental partnerships, which may include and force participation
of non-EU countries.

Indicators in defining the ecosystem in Western Balkan countries
As according to the European Commission there are 6 countries part of the Western Balkans
region: Albania, Bosnia and Herzegovina, the former Yugoslav Republic of Macedonia,
Montenegro, Serbia, Kosovo. To better assess the blockchain ecosystem in these countries we
decided to check the number of ICOs launched in each one of them. There were checked different
sites for the ICO allocation, but only in ICO Bench [10] we could filter the information we
needed. In Serbia, we could see 5 ICOs with an average rate 3/5. If we compare this result with
other neighboring countries from the Balkan area in general, we see the situation is much
different. The chart below summarizes the number of ICOs in the respective countries.
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The country with the highest number of ICOs is Slovenia. In fact, this country has a very good
ecosystem in terms of acceptance of blockchains applications and ICOs. The graph in Fig. 1
shows the ICO distribution in EBP country signers.

Fig. 1. Number of ICOs in Balkan countries signers of EBP.

Legal and economic considerations of ICO development:
Case of Albania
To have a legal response regarding the legal regulations of ICOs in Albania, we conducted an
interview with the Financial Surveillance Authority (FSA) in the country. The interview was
realized via e-mail communication and the main question was: what the stand of the Albanian
financial institution regarding the allowance of ICOs is now and in the near future. FSA, in the
framework of investor protection, and in line with other counterparty authorities, has warned
investors, through a notice published on November 16, 2017, about the risks associated with the
initial coin offerings. This phenomenon, according to them, has recently become a concern for
many countries, for the fact that it is not subject to any form of regulation or supervision.
However, to answer our question, if it is legally forbidden to set up the ICO in Albania, they
consulted the Law "On Securities" No. 9879 and by-laws issued by the Financial Supervisory
Authority. This law recognizes only two types of money-making instruments for funding
purposes, the bonds (as debt securities), and the share (as a title of ownership), as well as two
ways of issuing these instruments: a) through private offering, and b) through the Initial Public
Offer or otherwise called IPO. In both cases, the issuer (the company which has decided to create
the title and sells it to the investors) is obliged to submit a document called "Prospectus", whereby
other investment risks are disclosed in such instrument. Consequently, the issue of ICOs (which
involves the process of creating a virtual currency and selling it to the public) is not recognized
by the law on securities as a way for companies to go public and demand money. ICO issuance
is still at a discussion level in the Albanian supervisory authorities.
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Earlier, all the European Supervisory Authorities acknowledge that these investments carry a
high risk to potential investors, and especially individual investors who are not considered as
professional investments under the European MIFID II
Directive. These schemes may result in fraudulent schemes and for this reason, the FSA and other
authorities have warned investors to become aware of the risks of such investment disclosed in
the AMF's warning on the website. Even in the near future, the institution sees the situation in
regress. This is tied to the delicate situation the country is facing regarding organized crime,
money laundering and trafficking.

What is the cryptocurrencies’ impact in developing countries
Blockchain and cryptocurrencies give to developing countries a great opportunity to advance
their economy. It would be a great opportunity for Balkan countries too, even though by now
blockchain is not seriously considered by governments of these countries. With blockchains,
developing countries can compete on the same field as developed nations [11]. Some of the
Balkan Peninsula countries are becoming aware of the big potential that cryptocurrencies can
bring to the economy. Kosovo is one of these countries that is getting involved in the realm of
blockchain mostly in the realm of cryptocurrencies. Today the number of miners and
cryptocurrency investors in Kosovo has increased – mining either Ethereum or alternative coins
[12]. In Albania, the situation looks a bit different as people are aware of the 1997’ crisis led by
pyramid schemes and due to legacy restrictions.
An interesting case study involved in cryptocurrencies and ICOs is Bulgaria. After the Bulgarian
authorities revealed illegal activities and payments done through bitcoin they decided to collect
all the bitcoins used in these illegal transactions. They collected a huge amount of 213,519
bitcoins becoming this way the Second-Largest Bitcoin Stash in the world. If the state will decide
to use these bitcoins it can pay off 25% of its national debt [13]. We can imagine how profitable
for the developing countries would be if they start to consider and regulate cryptocurrencies. In
this way, the citizens will be more confident on cryptocurrencies and the countries can optimize
their national economies.
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Conclusions
Blockchains will not be a product that you simply ignite and use. Blockchains will also enable
the use of other products, while you will most likely not know that there is a blockchain behind
them. In the same way that billions of people all over the world are currently connected to the
Internet, millions and billions of people in the world will be connected via blockchains. We
should not be surprised when the speed of usage exceeds the historical growth of web users. The
world is evolving towards a valuable economy, where, if it does not add value to the whole, it
will not be needed anymore. And all is just a matter of time.
In this paper, we presented a generic overview of the blockchain technology. First, we considered
some technical mechanisms to understand the grounds on which it stands. Then we offered a
generic situation of this technology ecosystem in Europe. We focused on the Western Balkan
countries and analyzed how the situation in these countries is lacking behind. To estimate this,
we considered the number of ICOs launched in each country and compared that to other
neighboring countries in the region
We believe that despite other factors, the main reason for the situation in the Western Balkans is
the legal restrictions that exist. We considered as a case study Albania, where we could interview
the financial authority responsible in this issue, FSA. According to their response, it is still illegal
to launch ICOs in Albania, but they will reconsider their stand according to what future directives
will bring. Also, we gave a short overview of how blockchain can change the existing economic
structure and how it can help small countries to overcome economic difficulties.
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Application of artificial neural network for categorization
of mobile bills
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Abstract. Businesses and organizations in general, are constantly trying to make improvements
regarding effective costs management, by planning their costs efficiently.
The aim of this study is to determine the utility of artificial neural network in making the
categorization of mobile phone users based on their mobile bills.
Data for the year 2015-2017 are transformed into two datasets; one dataset for training the model,
and the other for testing the model. Neural network model is initiated, starting from less complex
model, consisting of less layers and nodes, and is scaled-up on complexity by being tested
continuously, until the best results are retrieved. On this basis, it is recommended that data from
the datasets are as much evenly distributed as possible, when used for training the neural network
model.
The neural network model consists of 23 nodes on input layer, 230 nodes in first hidden layer,
23 nodes in second hidden layer, and 6 nodes in the output layer. After training with 500 epochs,
the model produces these results: 81.3% for validation, 74.5% for testing, and 0.068% overfitting.
Neural network model can be successfully implemented for categorization of mobile users based
on mobile billing system. The results produced by the neural network model can be used for
planning, reporting, and other organizational re- quirements.
Keywords: neural network, machine learning, artificial intelligence

Introduction
Machine learning is considered as subfield of computer science and part of artificial intelligence.
In comparison to programming, machine learning is the field of study that gives the computer
ability to learn without being explicitly programmed. Among many methods used to achieve
machine learning, neural network is one of the most known. Neural network is inspired by how
the brain neural system functions, consist- ing of nodes (analogy to synapses) and layers. There
are several algorithms and func- tions that implement and activate the actual neural network
which will be explained below. Initially the model is trained by passing on what are known as
training da- tasets. The model learns by the concept of back-propagation, which is the passing
the input data through other layers down to the output layer, and then calculating and correcting
the error recursively. One process of passing entire dataset is called one epoch. After the training
with particular number of epochs, it is expected that the model can predict the results for new
given cases.
Phone billing system deals with providing services and reporting regarding VoIP, landline and
mobile data. In the research topic of this paper will be included only mobile data.
Calls done by mobile users of the organization using officially registered mobile numbers are
provided by the mobile service provider at the end of each month; these calls are parsed and
inserted into the billing system. Billing system allows the callers to view calls’ details they made,
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and if necessary they are able to declare whether the calls were intended for private or official
purposes. In the other hand, the system pro- vides reports for the billing management to assist
them in order to proceed with finan- cial processes for payments and/or salary deductions for
users’ private calls. Also, from these data there are monthly and annual reports generated by the
billing system in order to summarize the expenses, and make predictions for the budgetary
planning.
The problem with predicting the mobile calls expenses in the organization is staff turnover. Staff
members change within the period of year therefore, it is difficult to predict their potential
monthly call expenses. The intended output of this research is to build a mechanism which helps
the prediction of mobile calls’ expenses based on certain users’ attributes at an early stage. The
system will take advantage of machine learning techniques, more specifically the use of neural
networks.
Primary data of the research that will be used to train the neural network model are collected
from phone billing system. Mobile calls and the respective costs, companied by other users’ and
calls’ attributes for the period from 2015 through 2017 are select- ed and transformed. Users are
categorized in six (from 0 to 5) categories based on the average per monthly expenses. The trained
model is expected to predict the category of the caller, based on certain given attributes.
In order to focus the study and define it more specifically, the following are the re- search
questions that serve as the guide for the research:
Which attributes have to be included in the input layer of the neural network mod- el?
In order for the neural network model to be more effective, how many layers and nodes should it
consist?
Which is the appropriate dataset configuration to train, validate and test the model?

Related Works
Artificial neural networks (ANN) are used successfully in researches in medicine, sign language
recognition, prosthetic modeling, image classification, and other appli- cations.
ANN approach has been used in predicting outcomes in heart failure using cardio- pulmonary
exercise test. The objective of this research was to determine the utility of an artificial neural
network in predicting cardiovascular death in patients with heart failure. Results were in favor of
ANN compared to two other conventional methods with 72%; other methods: LR with 70% and
PH with 69%. It turned out that ANN model slightly improves upon conventional methods for
estimating cardiovascular mortality risk. (1)
Besides the previous case of application of ANN and Accord.NET framework in medicine, there
is comparison research of support vector machines with ANN for fingerspelling recognition of
the Brazilian Sign Language. (2)
Other researches that use Accord.NET framework include: probabilistic models towards
controlling smart environments, which uses state machines instead of ANN (3); multichannel
image classification algorithm using hierarchical histogram repre- sentation (4).

Methodology
During the data preparation phase, raw data that will be used for training the neural network
model are stored in Oracle database. Data exists into several different tables from two different
schemas. The SQL query is created to select data from human resources schema, in order to
retrieve data about the user, joining phone billing sche- ma to retrieve data about mobile billing
details. During selection the data are trans- formed, pruned, and represented in a format suitable
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for neural network training, vali- dation, and testing. Oracle SQL Developer is used as a tool to
manage SQL queries, and export data in comma separated files (csv).
The prepared dataset will be split into two parts, one part will be used for training the neural
network model, and the other part will be used for testing the model. The splitting will be random
but even, in order for the data to be spread evenly across training and testing datasets. From
training dataset there will be extracted a smaller subset of data, randomly and evenly selected,
which will be used for neural network validation.
For the implementation of neural network model, among other tools that will be used in the
process, the most important is Visual Studio, by which an F# project is created.
Additional to .NET framework infrastructure, Accord.NET packages must be im- ported in the
project. Accord.NET framework contains the implementation of ma- chine learning and neural
network algorithms and other necessary coding functions for the implementation of the project.
The following libraries from Accord.NET are required for the project: Accord,Accord.Math,
Accord.Neuro, Accord.Statistics
F# comes with a feature, called F# interactive, in Visual Studio. F# Interactive is a REPL (ReadEvaluate-Print Loop), basically a live-scripting environment where the code can be changed
without having to go through the whole cycle of rebuild-run, reload the data, and compute (5).
Neural network model will be initiated from what is considered “rule of the thumb” in neural
networks, consisting of: input layer, hidden layer with the same number of nodes as the input
layer plus one extra node for parity, and the output lay- er. If that does not give reasonable results,
the model is transformed into: input layer, two hidden layers, and the output layer. The model
complexity is modified as further as necessary, until there is a reasonable result from validation
and testing is produced. During this process there will be several experiments with training the
model, valida- tion and testing. Validation and testing of the model will be conducted after every
100 epochs of training.
The overall process explained up to this point consists of the following phases: da- taset
preparation, neural network model creation, neural network model cross- validated results
(training-validation-testing).

Implementation of neural network for billing categorization
Categorization
Categorization of mobile users is defined by calculating the average cost of the us- er who has
not less than six months of expenses. In order to avoid non consistent billings, mobile users with
less than six months in billing system are excluded from the datasets. Therefore, categorization
is considered as attribute of the user based on mobile calling habits, not determined by eventual
changes for any particular month.
Although based on data used to feed the neural network model the categories are defined as per
the values represented in the table, in theory categories are expected to be defined by the
boundaries as below:
Category 0 is for users having avarrage monthly expenses from 0.0001 to 4.9999. Category 1 is
for users having avarrage monthly expenses from 5.0000 to 14.9999. Category 2 is for users
having avarrage monthly expenses from 15.0000 to
24.9999.
Category 3 is for users having avarrage monthly expanses from 25.0000 to 34.9999.
Category 4 is for users having avarrage monthly expenses from 35.0000 to 44.9999.
Category 5 is for users having avarrage monthly expenses from 45.0000 and above
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Table 1. Bills categorization based on monthly costs
Mean Category

Minimum Cost

Maximum Cost

0

0.1286

4.9432

1

5.0393

14.9946

2

15.0092

24.9973

3

25.5357

34.8024

4

35.6342

43.5486

5

46.2918

106.396

As seen from the Table 1, the real data retrieved from the database show some tol- erance between
category boundaries. Category 0 does not end at exactly 4.9999 rather it ends at 4.9432, category
1 starts from 5.0393 and not 5.0000, leaving some gap in between two categories. The same is
valid for other categories as seen from the given table.

Attributes of the dataset
The following are the listed attributes and their description which serve as the input for the neural
network model. Based on these attributes the neural network model learns and then predicts the
category in which the user belongs for new cases

Attribute

Data Type

Description

Value Range

Bill year

Numerical

Year, in which the billing of
the mobile calls was performed, represented as the
number.

2015 to 2017

Bill month

Numerical

1 to 12

Bill cost

Numerical

Number of private calls

Numerical

Percentage of private calls

Numerical

Number of official calls

Numerical

Percentage of official calls

Numerical

Number of calls with no
cost

Numerical

Percentage of calls with no
cost

Numerical

Month, in which the billing
of the mobile calls was
made, represented in numeric form.
Monthly cost of mobile calls
represented on decimal
format
Number of private calls for
particular month
Percentage of private calls
for particular month
Number of official calls for
particular month
Percentage of official calls
for particular month
Number of calls with zero
cost for particular month
Percentage of calls with zero
cost for particular month

0.1286 to 106.396

1 to 1000
0 to 100
1 to 1000
0 to 100
1 to 1000
0 to 100
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Number of costly calls

Numerical

Percentage of costly calls

Numerical

Number of calls

Numerical

Club XL

Categorical

GPRS type

Categorical

Contract type

Categorical

Age

Numerical

Category

Categorical

Country

Categorical

Gender

Categorical

Number of non-zero cost
calls.
Percentage of non-zero cost
calls.
Number of all calls per
respective month.
Category attribute of the user
indicating the assigned club
for monthly allowance
expenses.
Category attribute of the user
indicating the mobile
network type.
Contract type of the mobile
user.
Age of the mobile user for
the time the billing was
applied.
Category of the mobile user
whether international or
local.
Country codes as taken from
database.
Mobile user gender.

1 to 1000

Grade

Categorical

Post grade of the mobile user. 0, 101 to 404

Step

Categorical

Step of the mobile user.

0 to 15

Location

Categorical

4 to 50

Deployment type

Categorical

Work location, codes taken
from the database.
Deployment type, similar to
contract type, but more
generalised.

0 to 100
1 to 1000
1 to 3

1 to 4

1 to 13
24 to 89

0,1

1 to 1002
0,1

0 to 3

There are 23 attributes from which 10 are of categorical data type and 13 are of numerical data
type

Training, validating and testing datasets
The data is extracted from the Oracle Database using SQL queries and then export- ed into CSV
(Comma-separated) format. On Table 3 there are shown the number of records and their
description. The dataset consists of three subsets: training dataset, validation dataset, and testing
dataset. Rows for the training are spread randomly and evenly within the file. Labels/categories
which appear more in the real environment have more records and those who appear less have
less rows for training and/or test- ing. From total 23549 rows the data have been split into two
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sets: 10500 rows for training dataset and 13049 for testing. From the training dataset there has
been ex- tracted a subset of 2000 evenly chosen rows which are used to validate the model against
part of the data belonging to training dataset

Dataset

Table 3. Datasets and number of rows
Label/Category

Number of rows

Training 0

0

2000

Training 1

1

5500

Training 2

2

1600

Training 3

3

700

Training 4

4

300

Training 5

5

400

Training All

All

10500

Validation 0

0

400

Validation 1

1

1100

Validation 2

2

320

Validation 3

3

80

Validation 4

4

40

Validation 5

5

60

Validation All

All

2000

Testing 0

0

2122

Testing 1

1

9066

Testing 2

2

1712

Testing 3

3

93

Testing 4

4

30

Testing 5

5

26

Testing All

All

13049

Neural Network Model
The approach to designing the neural network model is experimental, by trying dif- ferent
configurations until the more effective and efficient model is reached. The model is initially
started with less complex structure, containing of one hidden layer with the same number of
nodes as the input (23 nodes). Model is initially trained by running 100 epochs, then the model
is validated and tested, and the difference in pro- duced results between these two indicates model
overfitting. Overfitting is the inabil- ity of the model to generalize the learning, instead the model
learns well the training dataset, and produces less accurate results for new data from testing
dataset.
There must be a function used to activate the neural network. Accord framework supports
sigmoid function as activation function for the neural network; therefore this function will be
applied for the actual neural network model. Sigmoid function in mathematical form is
represented as below.
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𝑓(𝑥) =

1
1+𝑒 −𝑥

(1)

Activation network is a base for multi-layer neural network with activation func- tions. It consists
of activation layers, which is a layer of activation of the neurons.
After the network is instantiated the weights of neural network are assigned to the nodes using
Nguyen Window initialization algorithm. This algorithm chooses values in order to distribute the
active region of each neuron in the layer approximately even- ly across the layers’ input space.
The values contain a degree of randomness, so they are not the same each time this function is
called (6).
For the weights of the neural network nodes to be updated for every running epoch, the Parallel
Resilient Back Propagation Learning algorithm is used. Resilient back propagation is an
algorithm which is used to train a neural network. It has two ad- vantages over common back
propagation algorithm: it is faster then back propagation, and doesn’t require the specifying of
free parameter values as opposed to back propa- gation which needs values for the learning rate
(7).

Fig. 1. One-hot vector matrix mapping
Parallel resilient back propagation algorithm requires that labels (output) should be transformed
into a matrix of one-hot vectors. OneHot function of Ac- cord.Math.Jagged
namespace transforms one dimensional integer arrays into two dimensional float arrays as
illustrated in Fig. 1. Matrixes shown in the illustration
are mapped by row, for example: [0] → [1.0 0.0 0.0
0.0 0.0 0.0], [1] →
[0.0
1.0
0.0 0.0 0.0
0.0], and so one.
After the neural network is trained, it is serialized and stored as binary file in order to preserve
the actual trained network. It undergoes the serialization process again from binary file when
required to be loaded on memory. This process is handled by Accord.IO namespace.

Results

Results from neural network model validation and testing
An epoch is the process of training the neural network model by giving the entire training dataset
and the backward process of back propagation for error correction.
Initially the model is instantiated with three layers: input layer consisting of 23 nodes, hidden
layer consisting of 23 nodes, and the output layer with 6 nodes. After running the training process
with 500 epochs to the neural network, the validation and the testing results are generated for
every 100 epochs, to see the progress of neural network learning.
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The network configuration is modified constantly by adding more complexity in terms of nodes
and layers, applying the training epochs, then producing validation and testing results for each
configuration.
The models that are taken for this experimental approach are as shown in Table 4.
Neural network configuration

Validation result
(%)

Testing result
(%)

Overfitting

[23 23 6]

70.75

76.73

-0.0598

[23 230 6]

71.35

70.64

0.0374

[23 230 23 6]

81.3

74.5

0.068

[23 230 80 6]

85.5

75.88

0.0962

[23 230 230 6]

87.9

73.55

0.1435

First model consists of 23 nodes in input layer, 23 nodes in hidden layer, and 6 nodes in output
layer.
Second model consists of 23 nodes in input layer, 230 nodes in hidden layer, and 6 nodes in
output layer.
Third model has another hidden layer added; consists of 23 nodes in input layer, 230 nodes in
first hidden layer, 23 nodes in second hidden layer, and 6 nodes in out- put layer.
Forth model consists of 23 nodes in input layer, 230 nodes in first hidden layer, 80 nodes in
second hidden layer, and 6 nodes in output layer.
Fifth model (the last from the list) consists of 23 nodes in input layer, 230 nodes in first hidden
layer, 230 nodes in second hidden layer, and 6 nodes in output layer.
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Fig. 2. Learning progress of neural network model [23 23 6]

Fig. 3. Learning progress of neural network model [23 230 6]

Fig. 4. Learning progress of neural network model [23 230 23 6]
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Fig. 5. Learning progress of neural network model [23 230 80 6]

Fig. 6. Learning progress of neural network model [23 230 230 6]

From Fig. 2 to Fig. 6 there are displayed in graphical form a series of diagrams for each neural
network model mentioned in Table 4 showing the learning progress in matters of validation and
testing, after 500 epochs. Measurements are taken after eve- ry 100 epochs.
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Testing single cases
To see the neural network model working after it has been trained, below there are represented
the results for given single cases of input.
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Table 5. Results from testing neural network model with single cases
Input values

Computed

Expected

Outcome

2016; 1; 3.5588; 73; 100; 0; 0; 31; 42.47; 42;
57.53; 73; 3; 3; 9; 43; 1; 48; 1; 106; 12; 9; 1

0

0

True

2017; 1; 6.6914; 182; 100; 0; 0; 104; 57.14; 78;
42.86; 182; 3; 3; 3; 44; 1; 48; 1; 103; 12; 9; 1

1

1

True

2015; 9; 37.1209; 483; 100; 0; 0; 61; 12.63;
422; 87.37; 483; 3; 3; 3; 53; 1; 48; 1; 102; 12;
9; 1

2

2

True

2015; 12; 23.8367; 186; 29.76; 439; 70.24;
186; 29.76; 439; 70.24; 625; 1; 4; 3; 42; 1; 48;
1; 103; 12; 9; 1

3

3

True

2015; 12; 151.5382; 455; 100; 0; 0; 179; 39.34;
276; 60.66; 455; 2; 4; 3; 37; 1; 48; 1; 201; 5; 9;
1

4

4

True

2016; 4; 79.0389; 133; 100; 0; 0; 77; 57.89; 56;

5

5

True

1

0

False

1

1

True

1

2

False

1

3

False

4

4

True

1

5

False

42.11; 133; 2; 4; 1; 62; 0; 88; 1; 0; 0; 8; 2
2016; 12; 8.9046; 38; 100; 0; 0; 27; 71.05; 11;
28.95; 38; 1; 3; 6; 52; 0; 11; 1; 402; 0; 35; 3
2015; 11; 3; 11; 100; 0; 0; 11; 100; 0; 0; 11; 2;
3; 3; 45; 1; 48; 1; 104; 12; 9; 1
2015; 5; 5.9966; 141; 100; 0; 0; 119; 84.4; 22;
15.6; 141; 1; 4; 2; 42; 0; 19; 0; 304; 7; 9; 1
2016; 12; 14.3489; 253; 100; 0; 0; 117; 46.25;
136; 53.75; 253; 3; 4; 3; 36; 1; 48; 1; 105; 8; 9;
1
2017; 6; 29.6572; 302; 100; 0; 0; 116; 38.41;
186; 61.59; 302; 2; 4; 3; 39; 1; 48; 1; 201; 5; 9;
1
2017; 7; 4.5061; 6; 100; 0; 0; 4; 66.67; 2;
33.33; 6; 2; 4; 1; 42; 0; 41; 1; 0; 0; 13; 2

Input values in Table 5 are values of the attributes of the dataset, that are passed to neural network
model input layer. These values are represented as an array of values separated by semi-colon (;),
starting with bill year, bill month, up to the last attribute (following the order as described in
Table 2).
Computed value is the actual result that is generated by the neural network model after giving
the respective input values as described in previous paragraph.
Expected value is the category taken from testing dataset, corresponding to the at- tributes given
as an input.
When computed value matches the expected value the outcome is considered to be true, otherwise
the outcome is considered to be false
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Discussion
Referring to the diagrams the best model would be considered the neural network model [23 230
23 6] since it has less overfitting and produces more accurate results then the rest of models.
The problem with the first model [23 23 6] is under fitting, after 500 epochs of training the model
gives better results for testing data sets then for the validation da- tasets. When the model is
validated, it gives 70.75%, when tested gives 76.73%. This indicates that the number of
complexity (layers and nodes) should be increased.
As seen from the results, trained neural network gives more accurate predictions for some labels
then from others. This is due to the fact that some of the labels appear more rarely then others.
This is just the fact of the nature of the mobile calls and the behavior of the user. Majority of the
mobile calls users’ fall into category 1, with expenses between 5.0000 and 14.9999.
For single case tests, 4 from 12 cases appeared to produce false results. For each category there
have been taken two test cases and deterministic appears to be the bill price compared to other
attributes.

Conclusion
One of the most crucial components of the entire process of machine learning, which impacts all
later aspects which follow in building the solution implementing neural network model, is the
dataset composition. Dataset composition includes the data understanding and data preparation
in form of datasets. While composing the dataset that is used to feed the neural network model,
the attributes or features should be properly selected. There should be selected as many attributes
that are related to, or has an impact on the end result of the categorization sample. In this research
there were data of two major types selected to form the dataset, one type were attributes related
to the user who makes mobile calls, and the other type were attributes related to the mobile calls.
Categorizations of the samples is included in the dataset, referred to as labels, are inserted in line
with the selected attributes, and are done as per busi- ness understanding and respective
requirements.
Using the experiment method for establishing the neural network model, the pro- cess starts from
less complex structure, the model undergoes training procedures, and there are validation and
tests conducted periodically for each generated model. At the end of the model training process,
the testing results and model overfitting is calculat- ed for each respective model. The model
which gives better results and lower overfit- ting is chosen as appropriate solution. Some neural
network frameworks offer algo- rithms that automate this entire process, therefore the best model
is chosen by the system. If the framework (like Accord.NET in this case), does not have an
automated scaling-up algorithm for handling the neural network complexity, then this process
should be done by experimenting as explained in this material.
While training the neural network, the training dataset is important to cover as much evenly as
possible the label examples. The fewer records for particular label, the less accurate results the
network produces. Therefore, it is important that the train- ing dataset is well defined and
randomized so it covers as much diverse records as possible. If the training dataset is properly
defined, the neural network is more capa- ble to generalize more accurately.
Neural network model can be successfully implemented for categorization of the mobile users
from the mobile billing system, if the data are used for budgetary plan- ning and the error
tolerance can be acceptable for the organization.
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Recommendations
The study has shown that categorization is not much evenly distributed, consisting of more rows
for categories 0-2 and less rows for categories 3-5. This fact contributes to better results for
categories 0-2 and less accurate results for categories 3-5. It is therefore recommended that
categorization should be reviewed in a way that records are distributed more evenly.
Further research could be undertaken for using automated system for tuning the complexity of
neural network model. In Accord.NET framework, for the time this research has been conducted,
there was no such algorithm available, and the complex-ity scaling should have been done
manually by testing the models continuously in order to reach the best results model, and
therefore deciding that model as the most adequate for the research.
If the labelling categorization of the data would have been made differently, the da- ta would
have been spread more evenly within datasets. Therefore, the end results in training, validation,
and testing of the neural network model would have been more evenly for all the categories. The
advice is that initially the labelling categorization thresholds to be re-established in relation to
the actual data, so that datasets consist of as even rows per category as possible
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Abstract. In this Millennium the improvement of ICT (Information and Communications
Technology) strongly helps to provide better quality of healthcare, wired and wireless
communications technologies, real-time data processing, interactive interfaces. In a hospital
health care monitoring system it is necessary to constantly monitor the patient’s physiological
parameters. For example a patients parameters such as blood pressure (BP) and heart rate of the
woman and heart rate and movements of fetal to control their health condition. This paper
presents a monitoring system that has the capability to monitor physiological parameters from
multiple patient bodies. Wireless BSN technology is emerging as a significant element of next
generation healthcare services. In this paper we elaborate a mobile physiological monitoring
system, which is able to continuously monitor the patient’s heart beat, blood pressure and other
critical parameters in the hospital.
Keywords: ICT, WSN , Network , Wireless Bsn,Sensors ,eHealthcare.

Introduction

We are witnessing one of the greatest technological shifts in every area of life, especially in daily
life activities and healthcare delivery. Health monitoring systems have rapidly evolved during
the past two decades and have the potential to change the way healthcare is currently delivered.
Smart monitoring systems automate patient monitoring tasks and thereby improve the patient
workflow management. Vital signs monitoring systems are rapidly becoming the core of today’s
healthcare deliveries. The paradigm has shifted from traditional and manual recording to
computer based electronic records and further to handheld devices as versatile and innovative
healthcare monitoring systems. Advanced information technology and communication devices
enable healthcare providers to facilitate complex medical problems, minimize errors and reduce
the overall healthcare costs.[15,12]
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2 State of the art eHealth care System
Recent research is highly focused on the area of remote/mobile and wireless patient monitoring
using body sensors, wireless devices and/or wearable systems. Patient monitoring systems are
playing a critical role in decision support, early diagnosis and knowledge-based support to the
healthcare professionals. Such systems have been established as expanding areas of research
using their advanced features and capabilities to turn ‘data’ into ‘useful information. Although
the technology is becoming more sophisticated and advanced, still there are some concerns with
quality of medical data, security of patient medical information, stability of complex monitoring
systems, acceptability by the medical staff, usability, comfort and the frequency of false alarms
being generated. However, a number of studies have been conducted in the last two decades to
address these concerns. For instance, Imhoff and Kuhls [2] have identified that up to 90% of all
alarms in critical care monitoring, are false positives. Others researchers have proposed further
measures to reduce these false alarms, which include; modifying the range of parameters. [11,19]

Fig 1: health monitoring systems

The position Infrastructure of patient monitoring within ICT in healthcare
Electronic Health (e-Health) has been with us for many years and has been defined as the use of
Information and Communication Technology (ICT) in the healthcare sector. With the emergence
of mobile communications and advanced networking technologies, a specific field within eHealth, namely Mobile Health (m-Health), has emerged.[16] Mobile patient monitoring is one of
the m-Health ser- vices for the continuous or periodic measurement and analysis of a mobile
patient’s bio signals. [5]The delivery of health care services, where distance is a critical fac- tor,
by health care professionals using ICT for the exchange ofvalid information for diagnosis,
treatment and prevention ofdisease and injuries, research and evaluation, and for the
continuing education of health care providers, all in the interest of advancing the health of
individuals and their communities.[1,6] E-health is an emerging field in the intersection of
medical informatics, public health and business, referring to health services and information
delivered or enhanced through the Internet and related technologies. In a broader sense, the term
characterizes not only a technical development, but also a state-of-mind, a way of thinking, an
attitude, and a commitment for networked, global thinking, to improve health care locally,
regionally, and worldwide by using information and communication technology
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Fig2 :eHealth ecosystem []
The Personal Health Monitor (PHM) system [9,10] is designed for patients who have a suspected
cardiovascular disease and need to be monitored around the clock. The PHM system proposes
use of off-the-shelf sensor systems which incorporate a built-in sensor front end. This approach
allows a PHM system user to use their own mobile phone running Microsoft Windows and to
buy or rent the required sensors. The patient downloads the PHM application onto the mobile
phone and uses it like any other mobile application.
Health Smart Homes (HSH) and Healthcare Monitoring Systems(HMS) are an integration of
ubiquitous computing and communication technologies. These systems have emerged as a
promising solution to provide e-health services that match the context and real needs of subjects.
In this realm, several studies and solutions have been proposed to address diverse aspects of these
systems. In general, these solutions share common goals and properties. Their main objective is
to provide a smart environment where the system monitors and evaluates the health conditions
of subjects and pro- vides them with timely e-health services. These solutions include three main
components: sensing, communication, and the processing system. Most existing pervasive health
systems have the ability to interact with different categories of subjects (e.g. patients, elderly, and
disabled) using one or more types of sensors. Sensors are responsible for data acquisition and are
either stationary sensors deployed in domestic settings or wearable sensors carried by the subject.
Both of these two catgoeries of sensors collect the subject's contextual information in a constant
or periodic way. Sensors relay data through, for instance, an access point or a base station to a
home server or portable de- vices via available network technologies. Home servers and/or
portable devices act as gateways. A gateway is a common element used in HSH and is usually
seen as the network coordinator that provides remote access control and acts as the bridge
between the local area network (LAN) and the wide area network (WAN) such as the Internet,
cellular or fixed telephony networks. [7,13]

27

Fig 3 Network communications eHealth care system
A gateway is a key component for HSH and HMS systems. Its main functionalities include
network interconnection, network management, and application management. Gateways are
responsible for the coordination between heterogeneous sensors and their connection to the Wide
Area Network (WAN). Wi-Fi technology (IEEE 802.11): Wireless fidelity (Wi-Fi) is a popular
wireless communication and data transfer technology. It is based on the IEEE 802.11 series of
standards used for wireless communications in a local area network (LAN). Bluetooth technology
(IEEE 802.15.1): Bluetooth (BT) is designed for short-range wireless communications. BT is an
open wireless communication technology based on the IEEE 802.15.1 standard. It is used for
connecting a variety of devices for data and voice transmissions in WPAN. The correct selection
and integration of communication technologies is still an open issue and needs to be addressed
in the context of health smart home applications. Basically, energy consumption, reliability,
interoperability, low cost, communication rate and distance are the main required aspects in the
overall ecosystem for health monitoring, healthcare, and welfare services

Systems and Healthcare Applications
In recent decades, many systems and applications have been developed for monitoring the
elderly and patients in smart environments. There is no single classification for these applications,
which generally aim to identify the subject's context and provide appropriate services. These
applications share the objective of compensating for cognitive decline, by enhancing the subject's
quality of life and state of health. [14,17]
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Fig 4 Application for EHealth

We can see from Table 1 that most of the BASN application reviews, for example [4,5] have
utilized inertial sensors that can measure acceleration, tilt, rotation, vibration and various degrees
of motions. This is because most applications of BASN such as rehabilitations, activity
monitoring, and posture detection. Require inertial sensors. Most of the applications, reviews in
this paper such as [10] have not implemented the network layer operations of data
aggregation/routing as most of these applications use single hope architecture of BASN (i.e. All
the sensor nodes are directly connected to the sink device).

Conclusion Ongoing challenges and open issues
The goal of improved health outcomes within the Triple Aim means the improvement of the
population’s overall health. A central question within this goal is: What can be done differently
to improve the health of a patient? This may be achieved in a variety of ways that go beyond
clinical services. For example, improved health outcomes can be achieved by better education of
patients or greater investment by patients in their own health Meta-Analysis Providing healthcare
and monitoring services in smart spaces is a huge domain, spanning several concepts and raising
multiple challenges and issues. The essential goal of these systems is to collect highly relevant
contextual data, to provide evaluations, diagnosis, treatments, quick decisions, and relevant
services. A lot of issues and challenges still exist. But improvements in software applications,
hardware, and network communications need to happen before they can be resolved. Based on
previous surveys, we discuss in this section the most important issues and challenges facing, One
important issue is the consideration of human factors such as human acceptability of a given
system and the degree to which human interactions are supported by the proposed system, In
HMS, security requirements are the same as those of traditional networks, such as availability,
confidentiality, integrity, access control, and authentication. [16,20]
Data transmission A common challenge in the development of monitoring systems, especially in
WBAN applications, is the selection method for transferring sensor data to back-end servers for
processing and analysis. Energy consumption is another important issue of sensor network
applications especially in BSN. The life cycle of HMS can be negatively affected by the limited
battery life of sensors. Battery replacement and charging in most existing BAN systems is
inefficient and cumbersome for monitored subjects especially in architectures with several
sensors. Availability Compared to traditional infrastructures, the number and complexity of
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sensors and employed methods in HMS is significantly higher. In addition, the heterogeneity of
data sources, as previously discussed, adds a greater level of complexity that must be considered
to ensure data, regardless of its source, is reliable. Existing sensors are still limited in terms of
hardware and software capabilities and, thus, are subject to failure at any time
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Abstract. A comparison of an application’s performance, when a program is executed through
multiple threads and only a thread to complete a specified task by using Java techniques. In this
paper will be expounded how a Java programmer can profit by technology facilities. How to
create a program that executes in a parallel way, that solves independent tasks not one after the
other, but all at the same time. The application that is developed(the environment used is Eclipse)
aims to speed up the time needed to download images from a specific website, but it is flexible
for downloading images also from different sites. We have generate downloading of 15 images
from a website.It will count the time needed in the two cases, will compare them and lead to the
conclusion of the increasement of time performance. It will reflect to a faster application for end
user. It’s quite obvious that the multithread version of the application is faster. The timing
performance is increased nearly by a factor of 6. This means, that building a nearly parallel
functional application, is very important and will have a great feedback from the user. Saying all
that, must be accepted that programming with threads is necessary, sometimes inevitable, but it
needs caution, because complexity increases and new problems should be prevented.
Keywords: Timing performance, process, recourse management, Java, single- threaded,
multiple-threaded.

Introduction
The earlier computers, could supported only one processor, as the heart of their system. This
means that the performance in executing programs and different applications was limited only by
the hardware capabilities of that CPU. So, if we had two programs that needed to run, the CPU
had to switch execution time between them, resulting to something that the user called
multitasking. But to have true multitasking or true parallelism, one single microprocessor isn’t
enough, two or more cores are needed. So, applications execution time is no more sliced by one
CPU, but different CPU execute different programs, all at the same time, in a parallel way. This
resource allocation is done all by the Operating System, using special algorithms.
Going deeper in this subject is not the intention of this paper, because here will be expounded
how a Java programmer can profit by these technology facilities. How to create a program that
executes in a parallel way, that solves independent tasks not one after the other, but all at the
same time. Here comes the concept of multithreading. One special task is done by one special
thread.
First, let’s explain some terms that are used in this work.
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Process–is a program in execution.
Thread – refers to a sequence of instructions executed inside the context of a process.

Application-level threads – threads which are manages by threads libraries in user’s
space.
Task – work that should be performed

Threads and multithread concept
As mentioned above, a process is a program in execution and it can be divided into a number of
individual or special parts that are called threads. So, a process may be thought as an only one
thread in the case of single-threading or as a group of threads in the case of multi-threading. This
concept is shown in figure 1:

Fig. 1

The beauty of programming in a multi-threaded way, is that thread-based multitasking has some
great advantages like:

1.
2.
3.

threads share the same address space, processes not.
inter-thread communication is inexpensive.
switching between threads in inexpensive.

At the end of the day, using multithreaded programming, we have this global results that are
obvious to the user of the application:

Improvement of performance.
Improvement of program structure.
Improvement of application responsiveness.
Improvement in processors efficiency.
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Treads in Java
Java is a powerful programming language, it is based upon processes as the architecture construct
of the application. Processes may include one thread or multiple threads that share the same
memory space, state and variables. In Java threads are objects and can be created in two different
manners: one way is by implementing the java.lang.Runnable interface and the other way is by
extending the java.lang.Thread class.
In the figures below, are represented these methods by them snippet code: importjava.lang.*;

importjava.lang.*;
class Example extends Thread {
publicvoidrun()
{
// body of execution
}
}
Fig.2. Extending Thread class
importjava.lang.*;

importjava.lang.*;
class Example implementsRunnable {
publicvoidrun()
{
// body of execution
}
}
Fig.3. Implementing Runnable interface
Each of these solutions has its own advantages.Applying the Runnable interface gives more
flexibility on extending other base classes, but extending the Thread class gives a full control
over the thread life cycle. Both of this use the run( ) method, which need to be overridden by the
code that the new thread, after creation, needs to execute.
By the way, it’s important to mention something about a thread life cycle in Java.
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Fig. 4. Thread life-cycle
Threads might be in five different states which are controlled by JVM.They are listed below:
1) New – this is a just born thread, the program hasn’t yet started the thread.
2) Runnable – in this state, the thread is considered to execute his task, after the program
has started the thread
3) Waiting – this is a transitory state, while the thread is waiting for another thread to
finish something.
4) Timed waiting – threads enter in this state for a specified amount of time from the
runnable state. When the time interval expires the thread goes back to the runnable
state.
5) Terminated – thread enters in this state after completing its task.
The developing process of this small app doesn’t make use of the extension of other Java classes,
but needs a little bit of thread control, so during coding is used extending the Thread class

Application’s theory
The application that is developed(the environment used is Eclipse) aims to speed up the time
needed to download images from a specific website, but it is flexible for downloading images
also from different sites. The site that’s chosen is an Albanian e- commerce website
http://www.123.al. A table of URLs is constructed for 15 images to be downloaded. Every table
element contains an image URL. Every download is conceived like a thread task.
The idea is that are created two Java classes, one that supports only one thread and one that
supports more than one thread (multi-threads). The first script when executes, creates a thread
which task is to iterate through the URLs table and download the image that addresses each URL.
Is measured the time when thread began running and the time it terminated, meaning that all
images were downloaded. Getting time is
done by the Java language method
System.currentTimeMillis().The second script, the multi-threaded one, creates 15 threads for 15
images to download. So each download is a different thread task, in this way are created 15
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parallel tasks (downloads). The time in milliseconds when the first thread began working and the
time when the last thread finished working are measured. Making the difference is taken the time
needed for this small multithreading app to end its job. Below is given an example of the
application output in the two cases
Getting 15 imgs by one thread
Application terminated in 5629ms
Fig.5. Single-thread application output

Getting 15 imgs by multiple threads
Application terminated in 900ms
Fig.6. Multi-thread application output
As it is clear by the screenshots, in the case of a multithreaded app, it produces a huge time profit
and a faster app. In the last situation it is used a barrier concept, which means that the main thread
creates and starts a number of processing threads and then waits for them to finish. The main
thread waits in a barrier. A public function is constructed in a file Lock.java, where are counted
all running threads. In the screenshot that follows arepresented the lines of code which create the
barrier

while (lkVar.getActiveTh() > 0)

synchronized (lkVar) { lkVar.wait();
}
Fig.7. The barrier concept
First, the main thread waits (stays inside the while loop, the barrier), for all thread to execute and
then terminates the program.Below is given the full multi-threaded source code in Java
publicclassmultipleTh {
publicstaticvoidmain(String[] args) { String[] imgs = newString[] {
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg",
"http://www.123.al/uploads/coupons/_06Xq.jpg"
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};
StringdestF = "C:\\Users\\user\\Desktop\\";
try{
intind= 0;
long time1= 0;
long time2= 0;
Lock lkVar = newLock();
System.out.println("Getting "+imgs.length+" imgs by multiple threads");
time1 = System.currentTimeMillis();
for (String address: imgs)
{ DownThthr = newDownTh(address, destF + "multi" +
(ind++) + ".jpg", lkVar);
thr.start();}
while (lkVar.getActiveTh() > 0)
synchronized (lkVar) {
lkVar.wait();
}
time2 = System.currentTimeMillis(); System.out.println("\tApplication terminated in: " +
(time2-time1)+" ms");
}
catch(Exception e){
}
}
}
Fig. 8. Multi-threaded source code in Java
It’s not necessary to show also the source code for the single-threaded application since it is
simpler. It doesn’t have a barrier concept etc
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Experiment statistics

After explaining some key things of the work and source code, is better to continue with the
statistics about the program execution and timing performance. Different downloads are done
with 15, 30, 45, 60, 75 and 90 images and measured their download time as shown in the table
Images number

Times in
milliseconds

15

5629 ms

30

10654 ms

45

15463 ms

60

27144 ms

75

33086 ms

90

39066 ms

Fig. 9. Download time of single-threaded app

Images number

Times in
milliseconds

15

900 ms

30

1407 ms

45

2141 ms

60

4059 ms

75

4510 ms

90

6203 ms

Fig. 10. Download time of multi-threaded app
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It’s important to be noted that sometimes, for example if the same download is executed (same
number of pictures and same code) more than once, download time may differ with a specific
amount of milliseconds. This is explained only by the fact of a changing network load in time,
that affect downloading speed and packets forwarding. To make the comparison between the two
tables more visible, let’s see the following chart:

Fig. 11. Time comparison Chart

In the chart above, in the X axis is presented the number of images to download and in the Y axis
is the time in milliseconds.

Conclusions
If only superficially analyzing the data from tables or if only looking at the presentation in the
chart, it’s quite obvious that the multithread version of the application is faster. The timing
performance is increased nearly by a factor of 6. This means, that building a nearly parallel
functional application, is very important and will have a great feedback from the user. Even that
programming with multithreads that run concurrently to make solve a specific task has this
massive time profit and an improved structural frame of the app, improved responsiveness etc,
here arises two problems that are typical for programs with more lines of code and more complex
that the one showed in this paper so far. One problem is the read/write problem and the second
one is the producer and consumer problem. The first, has to do with the fact that one thread tries
to update the data that one other thread is reading. This leads to an inconsistent state of the shared
data and the only solution is the synchronization of the thread access in the data. The second
problem with threads has to do with two threads, that put and read data from a buffer. What arises
here is that is must be provided a way that a thread can’t read an empty buffer and can’t write on
a full one. Saying all that, must be accepted that programming with threads is necessary,
sometimes inevitable, but it needs caution, because complexity increases and new problems
should be prevented.
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Abstract. Autonomous cars are top representative product of cyber-physical systems, Industry
4.0 and 5G communications. Besides vehicle producer companies (Audi, BMW, etc.), also
semiconductor device producers (Intel, NVIDIA, Xilinx, Qualcomm), ICT companies (Google,
Nokia, etc.) and Computer-aided design (CAD) tool provider companies (Mentor Graphics)
invest in development of devices for autonomous cars. They are on a search for the most
appropriate hardware platform and device for autonomous vehicle control system development.
Several contests were organized recently for design of control systems for autonomous cars with
different hardware platforms. Complex and time-consuming algorithms for detection, tracking
and localization, based on deep neural networks, evolutionary algorithms for artificial
intelligence (AI) and machine learning are embedded in autonomous cars. There are very strong
constraints for frame-rate and processing latency for reacting in real time, based on data collected
from sensors and this, with high safety. In the same time factors as power and fuel consumption,
thermal effects and system cooling, storage, electromagnetic compatibility and vibration effects
have to be considered when selecting the hardware solution. Most of the autonomous car
processing and control systems are based on multicore CPUs (in some cases on controllers and/or
System-on-Chips - SoCs), working in parallel with accelerators. Field-Programmable Gate Array
(FPGA) is one of the candidates for accelerator device, together with Graphics Processing Unit
(GPU) and Application Specific Integrated Circuits (ASICs). The paper makes an overview of
the existing applications of FPGAs for design of control systems in autonomous cars and analyses
the pros and cons for their role in this sector.
Keywords: Autonomous cars, FPGA, GPU, AI accelerators

Introduction
Autonomous cars are top representative product of cyber-physical systems, Industry
4.0 and 5G communications. Authors of [12] consider the car as a machine filled with sensors
and connectivity. Besides, modern cars are complex distributed cyber- physical systems [6].
Microsemi [4] considers Vehicle-to-Vehicle (V2V) ans
Vehicle-to-Everything (V2X) communication and connected cars as highly complex
communication networks.
Six levels of automation for vehicles are standardized – from Level 0 (no automation) to Level 5
(full automation). Levels 3 to 5 are called Highly Automated Vehicles (HAVs). Currently, the
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most advanced vehicle companies achieve at most Levels 2 or 3 of automation, proposing mainly
Advanced driver-assistance systems (ADAS).
Hungary is developing in Zalaegerszeg an automotive test track, unique proving ground
ecosystem for autonomous cars [20]. It gives motivation and inspiration in academic and research
institutions not only in Hungary but in whole Europe to intensify the efforts in study and
development of driverless vehicles. Authors in [19] enumerate research tasks for autonomous
cars development and testing as signal processing of sensor’s data and cybersecurity which
require development of sophisticated algorithms and optimized hardware platforms to meet
timing and efficiency constraints for real-time implementation.
The paper is focused on the role that Field-Programmable Gate Arrays (FPGAs) play and can
play further in autonomous car design. The rest of the paper is organized as follows: Section 2
makes an overview of hardware platforms with application in autonomous car control systems,
constraints and company alliances for autonomous cars, Section 3 considers algorithms and
architecture of hardware systems for autonomous car applications, as well as diverse FPGAbased implementations. Section 4 considers advantages and weaknesses of FPGAs as hardware
platforms for autonomous cars and Section 5 concludes the study

Hardware platforms, constraints and company alliances for
autonomous cars

Hardware platforms– candidates for autonomous car control system
design
Graphics Processing Units (GPUs), FPGAs and Application Specific Integrated Circuits (ASICs)
are the main candidates for accelerators to multi-core Central Processing Unit (CPU) platforms
for control systems in autonomous cars.
FPGA architectures are: Static random-access memory (SRAM)-based FPGAs, Anti-fuse based
FPGAs and Flash-based FPGAs. Telecom segment holds the highest share in the FPGA market.
FPGAs are implemented to control low emission and safety in autonomous cars [5].
Some characteristics of FPGAs are:
1. Performing fixed-point operations;
2. Interface flexibility;
3. Power efficiency;
Requirement of a team of design engineers and FPGA developers are difficult and expensive to
hire.
GPU is the dominant chip architecture for autonomous vehicles (AVs). GPUs [11] are optimized
for parallel processing of floating-point operation using thousands of small cores called Compute
Unified Device Architecture (CUDA) Cores. GPUs are the most cost effective solution for DeepNeural-Networks (DNN) and Artificial Intelligence (AI) algorithms used for autonomous cars.
Today many algorithms are designed directly for GPUs.
NVIDIA Tesla P100, featuring Pascal GP100 GPU described in [21] is built from 60 Streaming
Multiprocessors (SMs) and eight 512-bit memory controllers. An SM contains 64 CUDA cores,
representing parallel processors. Thus NVIDIA Tesla P100 contains 3840 single precision
CUDA cores. NVIDIA has developed an end-to-end Deep learning platform for autonomous cars
with NVIDIA DRIVE PX, DriveWorks and NVIDIA DriveNet.
GPUs are not implemented alone, they are combined as accelerators with CPUs.
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ASIC chip with a programmable interface for re-configurability seems a good solution for
autonomous cars. ASICs often achieve better efficiency than GPUs and FPGAs but Deep learning
algorithms for Real-Time Autonomous Vision (RTAV) and other AI algorithms have 6-9 months
evolving cycle, ASICs time-to-market is an year and more. The time when ASIC is produced, it
risks to be already obsolete, so risk-return analysis is needed.
Memristors are another candidate studied for Convolutional Neural Networks (CNN)
accelerators.

Constraints for a control system in autonomous car
Authors of [1] define the constraints for a control system in autonomous car, as follows:
•
Tail latency (or worst case latency) has to be used for estimation and it has to be lower
than 100ms. The average latency is found not to guarantee the safety, predictability and
reliability, necessary for autonomous driving cars.
•
The frame rate has to be more than 10 frames per second in order to process current
traffic conditions.
•
Thermal constraints are connected with the cooling system for the computing unit and
the recommendation is that the computing unit is located in the air- conditioned area of
the vehicle.
•
The power consumption of the computing system should not exceed 1.5kW.
•
The computing unit should not lead to more than 10% driving range reduction and a
good solution would be to reach less than 5% driving range reduction.
Cooperative sensing is advised as a solution for better reliability in decision making – from 3
sensing and processing units, by analogy with avionics.
Other constraints are related to vibrations and electromagnetic compatibility. Saponare in [7]
gives a definition for Electromagnetic Compatibility (EMC) performance for autonomous
vehicles and enumerates the regulations for low emission. Besides constraints for functional
safety as Electromagnetic Interference (EMI), thermal, electrical, ageing and vibrations are
defined

Company alliances for automotive car design
Authors in [5] indicate NVIDIA as the current market leader with drive series GPU platform and
development environment support as CUDA and CuDNN. NVIDIA is in alliance with Audi,
Tesla and Daimler from one side and is also part of alliance with Audi, ZF and Zenrin (Japanese
map publisher) from other side.
Another player - Intel acquired Mobileye and ALTERA and is part of alliance with BMW and
Delphi. Qualcomm, Intel, Infineon and Texas Instruments are working on ASIC-based Systemon-a-chip (SoC) for ADAS. Intel FPGA (former ALTERA) acquired ALTERA in 2015, planning
to develop server chips with FPGA, next to CPUs and to implement FPGAs for vehicle-related
algorithms [10].
Intel counts on the flexibility of FPGAs [13], developing CPU and FPGA hybrid chip for deep
learning inference on the cloud. For automotive grade Intel proposes Arria10 FPGA and Cyclone
V for automated breaking. Intel funded Chinese Horizon Robotics [11] which developed Journey
1.0 AI processor and Sunrise 1.0 for smart cameras that achieve 99% detection accuracy for
vehicles, pedestrians, lane lines and traffic signs.
Intel, Qualcomm, NVIDIA and Google invest in self-driving technology and AI chips [11].
Xilinx and Daimler are partners on AI implementations and in-car systems for Mercedes-Benz
models [8].
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Xilinx works on applications from ADAS to AV with the latency and high throughput of the
FPGAs, implementing the architecture built with ARM+ Cortex- A53/-R5 and Xilinx ZU2 to
ZU5. Xilinx FPGAs are widely applied with LIDARS.
Currently Xilinx develops adaptive compute acceleration platform (ACAP) to exceed CPU and
GPU in efficiency.
Xilinx automotive systems propose ZYNQ-7000 All programmable SoC for ADAS. Design
example are Front looking camera, Multi sensor fusion system, radar sensor processing. Xilinx
and Xylon propose Intellectual Property Blocks (IPs) for automotive.
Chinese start-up DeepPhi is funded by Xilinx to develop Deep-Learning Processing Units (DPU)
as a combination of FPGA and ASICs.
Mentor [16] has developed DRS360TM Autonomous Drive Platform as an environment for
centralized data fusion, neural networks for machine learning- compatible with hardware
platforms with FPGAs and SoCs. In this environment designers can create custom SoC and
FPGA based designs for ADAS, for example a flexible smart-mirror system.
Microsim [4] is integrated with Mentor Graphics, SYNOPSYS and Mathworks for design and
simulation of automotive applications

Algorithms and architecture of hardware systems for autonomous
car applications. FPGA-based implementations
Algorithms and architecture of hardware systems for autonomous car
applications

Authors of [1] study different hardware platforms for autonomous vehicles proposing the
architecture and algorithms from Fig.1.
Multicore CPUs cannot meet the timing constraints for tail latency for Detector, Tracker and
Localizer steps. Detection and tracking algorithms are based on DNN which are time consuming
and the Feature extraction (FE) algorithms used for localization, as well. The authors perform a
comparative study on 3 hardware accelerator platforms– GPUs, FPGAs and ASICs and they
consider also hybrid accelerators combining different hardware for each step. The FPGA
implementation studied is on Altera Statix V platform
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Fig. 1. Architecture and algorithms for autonomous car applications studied in [1]
The results of the study in [1] show that:
•
Implementation of DNN and FE algorithms on FPGA can be optimized for better
efficiency. For DNN algorithm, Multiplier-accumulators (MACs) and Digital signal
processing (DSP) elements are used in parallel. Values for trigonometric functions as
sine, cosine and arctangent, used for FE, are stored in Look-up tables (LUTs) for saving
time.
•
Implementation on FPGA meets the tail latency constraints only for Localization step,
but not for Detection and Tracking which are DNN-based. The limited number of DSPs
on the FPGA platform implemented, limits the performance of the FPGA for DNN
algorithm for Detection and Tracking.
•
None of the options including CPU for Detection, Tracking or Localization meets the
constraint for tail latency.
•
Hybrid platform with Localization on FPGA and Detection and Tracking on
ASICs/GPUs meet the tail latency constraint.Options including GPUs for Detection
and Tracking don’t meet the power consumption constraints and don’t achieve Driving
range reduction less than 5%
•
The hybrid platform with Localization on FPGA and Detection and Tracking on ASICs
meets both tail latency and power consumption constraints and achieves driving range
reduction of less than 5%.
•
The experience of platform scalability and compatibility with higher resolution
cameras show that some hybrid platforms reach compatibility rate with Full HD
resolution but none of them reach Quad HD resolution. None of the accelerators,
studies in [1], is good enough for processing results from higher resolution cameras.
The processing time is still too high in all studied configurations
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Diverse Implementations of FPGAs in autonomous car control system
design
Xilinx FPGA is used in automotive already for several years. Authors in [2] propose a control
system for autonomous vehicle on FPGA with partial reconfiguration, designed in Xilinx
platform studio tool with Microblaze processor and IPs. A specialized keyboard module is
described in VHDL. The embedded motion controller system is developed on Xilinx
development board with Spartan 3 FPGA, working on 50MHz. The control system designed is
for throttle, brakes, clutch, gear and wheel steering. Specific commands allow the maneuvering
of the car and automatic parking maneuvering.
Authors in [5] propose a heterogeneous platform for RTAV used in ADAS. FPGA- based designs
for CNN accelerators are used for RTAV. Then they are compared with ASICs and GPUs. The
paper describes a system called Aristotle on Xilinx ZU9 FPGA platform and the efficiency
estimated by the developers is 10 times better than NVIDIA TITAN GPUs. CNNs use mainly
MAC operations. The authors implement customizable logic through model compression, data
quantization and sparsity

Sensors:
Camera,
Radar
LIDAR, Ultrasonic
Detection of cars, pedestrians,
lane, traffic signs

4G(5G)

GPS

High Speed Bus
Processor

Fig. 2. The scheme of ADAS system, developed in [5]
The scheme of ADAS system developed in [5] is presented on Fig.2.
Xilinx FPGA Zynk 7000 is used for ADAS, as well as Cyclone V FPGA from Intel (Former
ALTERA) to perform CNN and FE by layers. The platform in [5] is tested again for YOLO
detection algorithm which takes the whole input image to train the model. FPGA-based system
Aristotle is developed for CNN-acceleration and implements model compression through
quantization, pruning and matrix transformation. Instead of 32-bit multipliers, 8-bit multipliers
are used. Pruning consists in ignoring connections with weigh coefficients, close to 0. Winograd
and Fast Fourier Transform (FFT) matrix transformations are used to reduce the number of
multiplications (multipliers) for the CNN, by targeting different sizes of filters. The architecture
proposed is CPU with FPGA accelerator. YOLO algorithm is used to evaluate the Aristotle
system. The results obtained are comparable or better that those obtained with NVIDIA GPUs.
Authors plan to develop further an ASIC.
Microsemi [4] proposes SmartFusion SoC FPGA and IGLO02 FPGA characterized with low
static power and low leakage. They propose a National Institute of Standards and Technology
(NIST) certified crypto-accelerator for hardware security: Cryptography Research Inc’s (CRI)
licensed Differential Power Analysis (DPA) resistance
Microsemi FPGAs can be implemented in ADAS for:
- Lane departure warning;
- Adaptive cruise control;
- Active park assist;
- Traffic sign recognition;
- Rear collision avoidance;
- Blind spot detection.
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Sensor and image processing are available as hardware or software IPs for V2V and V2X
communication, dedicated hardware engine for key authentication and hardware Public Key
Infrastructure (PKI) authentication.
IP cores for critical data acquisition and processing on FPGAs are available.
Advanced biometric signature-based, Physical Unclonable Function (PUF) for data protection is
implemented on Microsemi FPGA. Simulation of Microsemi FPGA- based designs is realized in
Mathworks, Mentor Graphics and Synopsys which are integrated with Microsemi.
The Hardware-Software (HW-SW) architecture of ADAS, proposed in [7] is with sensors,
multicore Cortex-A9 (x2, x4) software programmable processor, enhanced by hardware image
processing accelerators, developed on FPGAs, with high implementation of LUTs and external
memory.
Xilinx Artix-7 FPGA XA7A100T with 200MHz maximal clock frequency is used for image
tinning in traffic sign recognition.
The author of [3] presents an autonomous car with FPGA implementing machine learning and
image processing algorithms as semi-final design on Innovative FPGA competition. The scheme
is on Fig.3.
Author of [6] propose several solutions for enhancing automotive embedded systems with FPGA
and recommends FPGA as accelerator for ADAS.
DragonFly + [14] is a FPGA-based quad-camera visual Simultaneous Localization and Mapping
(SLAM) system for autonomous vehicles, developed by Perception. Instead of the expensive
LIDAR, 4 cameras are used for computer-vision based
sensor fusion to achieve reliable localization. FPGA-based real-time localization module is
implemented

Fig. 3. The scheme of autonomous car developed on FPGA from [3]

FPGA-based path planner for autonomous vehicles, rapidly exploring Random Tree styles
algorithms is proposed in [17] and an FPGA-based realization of evolutionary algorithm for
autonomous unmanned aerial vehicles for on-board path planning is described in [18].
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Advantages and weaknesses of FPGAs as hardware platforms for
automotive cars
Xilinx [8] points advantages of FPGAs compared to ASICs and chips as shown in Table 1
FPGA – programmable solution
Differentiation
“Open box”
Open solution
Image processing flexibility - depending
from where the FPGA has to be installed
Scalability – new requirement all the 1216 moths
Adaptability to changing requirement
Independent of batch-inference

Chip – Fixed solution
One-size fits all
“Black Box”
Close solution
Inflexible
Non scalable
Unadaptable
Depend from batch-inference

Table 1. Advantages of FPGAs pointed by Xilinx in [8]
The challenges in using FPGA, enumerated in [5], are:
1) Programming language gap – Hardware Description Languages (HDLs) as Verilog or
VHDL is needed
2) Limited on-chip resources;
3) Limited off-chip bandwidth in communication with Double Data rate (DDR)
memories; Bandwidth is limited by the clock frequency of the controller and the width
of the data wires.
FPGA are unique with their flexibility and adaptability, they are cheaper than ASICs and more
energy efficient than GPUs which will guarantee their place in control system design for
autonomous cars. Big players as INTEL FPGA and Xilinx are investing in development of
specialized FPGA series for artificial intelligence and autonomous car applications. This trend
requires more specialists in VHDL and Verilog for performing the design on FPGAs, so more
syllabus on FPGAs and HDLs should be provided in university curricula.

Conclusion
Thanks to its flexibility and adaptability FPGA is a promising candidate for a hardware
accelerator platform for autonomous car control system design. The diverse designs studied in
the paper prove the capabilities of FPGA in automotive applications. It needs still refinements to
reach tail latency constraints for DNN algorithms on which detection and tracking algorithms are
based. FPGA solutions are less power consuming than GPU solutions and the driving range
reduction of FPGA is better than the one achieved with GPUs.
One of the main obstacles for using FPGAs, pointed by adepts of chips – as-only- reliable solution
for autonomous cars, is the need of Hardware description language (HDL) VHDL or Verilog
knowledge, the lack of specialists in HDL and the cost related to hiring a team to develop AI,
DNN, CNN and other algorithms related to autonomous cars control systems on FPGAs. It’s a
good hint for educational institutions and students when proposing and selecting courses – to
emphasize on teaching and studying programmable logic and HDLs.
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Abstract. Network virtualisation is a concept that has been around for some time now, but the
concept of network slicing is more recent and only started to be mentioned in the context of 5G.
In essence, network slicing is a specific form of network virtualisation that enables sharing of
physical resources by multiple logical network slices used to serve different applications and use
cases. One such a use case would be to allocate network resources to small things, e.g. sensors
and very low power consumption objects. To allow these small objects access to network
resources or to a slice of such resource, a new technology known as NB-IoT is being developed
by different industry players.
This paper provides an overview of NB-IoT technology and Network Slicing concept and how this
concept is applied to allocate network resources to very tiny objects and things. Finally, this paper
will analyse the overall performance of NB-IoT in terms of power saving and battery life using
eDRX saving mechanism.
Keywords: Network Slicing, IoT, NB-IoT, 5G

Introduction
Network slicing is a virtual network architecture, built on the principles of NFV (Network
Functions Virtualization) and SDN (Software-Defined Networking). This technology enables
slicing of a single, physical network into multiple virtual networks, where a slice represents an
isolated and independent virtualized end-to- end network. The virtual networks are then
customized based on the specific applications and services and as such making this technology
play a very critical role in 5G [4].
Within a 5G system, the network slicing can offer connectivity for IoT devices, e.g. smart meters
and water meters, through a slice with high availability, a specified latency, data rate and security
and also through a different network slice with high throughput, fast data speeds and low latency.
The main benefit of the network slicing is to allow operators to provide networks as a service,
which results in lowering operational and capital expenses and at the same time improving
operational efficiency and time to market. Though network slicing is mainly applied to the core
network, it could also be applied in the RAN and transport network by logically abstracting
physical radio resources, such as spectrum and physical hardware.
While Network Slicing technology can interwork with a number of wireless technologies to
support the connectivity of IoT devices, such as WiFi, ZigBee, Bluetooth, a significant proportion
of IoT devices will be connected using low power wide area networks, such as LoRa, SigFox,
LTE-M and NB-IoT.
NB-IoT, as the key topic of this paper, is a new radio technology that is also known as a subset
of network slicing. NB-IoT can be treated as a pre-configured network slice with many different
tenants sharing the same NB-IoT network. This technology supports massive machine-type
communications with the focus on coverage improvement and power saving as well as
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deployment simplification. By coverage improvement in this case is meant the capability to
connect devices in deep and awkward locations where the signal penetration was not easy or was
not possible with other technologies.
This paper focuses on the limitations of eDRX (extended Discontinuous Reception), the power
saving mechanism for NB-IoT, and the proposals to overcome these limitations [3]. In addition,
this paper also analyses how eDRX power saving compares with the use of different clocking for
frequency synchronisation and data reporting by IoT devices

Network Slicing Technology
Network slicing is a form of virtual network
architecture using the same principles behind software
defined networking (SDN) and network functions
virtualisation (NFV) in fixed
networks that enable greater network flexibility by
allowing traditional network architectures to be
partitioned into virtual elements that can be linked
through software [4].
Network slicing allows multiple virtual networks to be
created on top of a common shared physical
infrastructure as shown in the figure 1. These slices
that comprise an independent set of logical network
functions are customised to meet the specific needs of applications, services, devices, customers
or operators. Functions such as speed, capacity, connectivity and coverage will be allocated to
meet the particular demands of each use case, but functional components
may also be shared across different network slices.
Figure 1, Network slicing concept
A specific network slice with an enhanced coverage capability can be allocated to massive IoT
and the most suitable technology to enable this enhanced coverage is NB-IoT [6].
In order to enhance the performance of each slice, network slices are completely isolated so that
no slice can interfere with the traffic in another slice. The isolation of slices reduces the risk of
introducing and running new services and as such impacting the performance and also helps
containing a potential cyber-attack on one slice and not affecting other slices.
Network slicing is part of the evolution towards 5G and will be added to 5G architecture given
that many 5G services will run as network slices and in particular those network slices used for
critical applications [5].
Network slices can be grouped into different types based on the abstraction of characteristics of
the services, though the methodology to define and categorize the slices can vary between the
network slice providers.
Abstraction of different characteristics can be roughly grouped into three categories:
performance, functional and operational. The categorization of Network Slices helps network
slicing users and providers have a common understanding of Network Slicing attributes and
requirements when using or providing the network slicing service
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Network Slicing Applications
Network slicing can apply to a wide range of industry sectors and vertical markets such as health
and wellness, industry internet, automation, financial etc., but the two main sectors where
network slicing have found wide application are smart city and utilities sector.
The requirements for these two sectors go beyond what LTE can provide and this is where NBIoT, as the main topic of this paper, fits and enhances the coverage to provide not only the
necessary support for the critical machine type communication (MTC) applications of energy
grid protection and control, but also to support the massive volume of MTC type applications of
the emerging smart metering [4].

NB-IoT Technology
NB-IoT is an IoT transmission technology that is being developed for low data rate services that
make over 67% of total IoT services [2]. This high percentage of low data rates was a clear
indication to the industry that something had to be done to develop a reliable cellular-based
technology for IoT data. This is also to say that NB-IoT belongs to the category of long-distance
transmission known as LPWAN (Low Power Wide Area network), as opposed to short-distance
transmission technologies, such as ZigBee, WiFi, Bluetooth etc., that mainly apply in smart homes.
Furthermore, NB-IoT belongs to categories of technologies that work in licensed spectrum as
opposed to LoRa and Sigfox that are also low power wide area networks, but operate in
unlicensed spectrum.
Main application of NB-IoT is smart metering and intelligent environment monitoring where
millions of different sensors collect and generate data which can be analysed and act upon
accordingly

NB-IoT architecture
NB-IoT is a very promising technology since is based on a reliable cellular communications
network and can support connections of billions of IoT devices with ultra-low power consumption
requirements and within a wide area coverage. NB-IoT architecture is based on LTE architecture,
as shown in figure 2, though it is not backward compatible with existing 3GPP devices. The
technology has some additional architecture elements and interfaces added to the EPC required
to support IoT low data rate and low power consumption devices. This architecture is designed
in such a way to support low data rate IoT IP and non-IP data [7].
While IoT Non-IP or small IP data can go over a control channel
and IoT IP data can go over a normal LTE data channel, for the
non-IP data, using the normal LTE data channels is considered to
be inefficient since it requires complex procedures for bearer setup
and underused for small infrequent data. Therefore, a new
functionality, SCEF (Service Capability Exposure Function) and a
couple of new interfaces, T6a and S6t are added to the NB-IoT
architecture just for IoT non-IP data [7].
SCEF provides a means to securely expose 3GPP services and
capabilities to IoT applications and serves as a bridge between
MME and IoT applications to allow transfer of non-IP IoT data
between
IoT
devices
andservice/application
servers
Figure 2, NB-IoT architecture
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NB-IoT Key Features
Specific capabilities of NB-IoT to address the main IoT requirements are as following:
Lower Power Consumption: This capability is achieved through two different power
consumption control mechanisms, PSM (Power Saving Mode) and eDRX that were added to
3GPP releases 12 and 13.
PSM is a battery saving mechanism that gives more control to UEs in terms of power
management required for its applications by allowing IoT devices to go idle without having to
re-join the network when they wake up [10].

Figure 3, PSM operation

Figure 4, eDRX operation

PSM allows UEs to adjust wake-up periods and offset them as much as possible. It is similar to
power-off but the devices remain registered on the network.
On the other side, eDRX that is another battery saving mechanism required for NB-IoT allows
IoT devices to remain inactive for longer periods. More on this mechanism in the next section on
eDRX with the focus on eDRX limitations and the proposed outcomes [10].
Enhanced Coverage: This is a feature that allows deep indoor coverage achieved through the
addition of new information elements over S1-AP protocol and information elements for paging
assistance to optimize the paging over S1-AP protocol. To achieve the enhanced coverage, NBIoT adopts two mechanisms, such as retransmission (200 times) and low frequency modulation.
Retransmission mechanism improves the coverage by exploiting time diversity and the
possibility to combine the replicated transmissions. NB-IoT can reach up to 164 dB coverage
power which is higher than current LTE and helps to reach more difficult locations.
Transmission Mode: Even though NB-IoT is a new radio technology, the development of it is
based on LTE. The actual NB-IoT physical layer radio bandwidth is 200 KHz, but like LTE on
the downlink it adopts QPSK modulation and OFDMA technology while on the uplink adopts
PSK or QPSK modulation and SC-FDMA technology [2]
Low Latency Sensitivity: Due to rare reporting and the need for retransmission of mass data, the
latency increases and make this technology tolerable to higher latencies. Currently the tolerable
latency in 3GPP IoT is 10 s, but 6 s for maximal coupling losses can be also supported. This
latency is much higher when compared with LTE latency that is in the range of 10 ms [8].
Other features supported by NB-IoT are Cell Reselection in idle mode, rate control and additional
power class, 14 dBm (class 6) in addition to classes 23 dBm and 20 dBm that are also supported
by LTE
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NB-IoT serving as a Network Slice
As indicated earlier, NB-IoT is a subset of Network Slicing or a pre-configured network slice
suitable for massive IoT devices. It is as an IoT connectivity technology that leverages the
network slicing to enhance the accuracy of service provision by allocating different slices to
specific use cases and to different IoT users. These different slices may have special charging
and control functions that would make the network management easier and can lead to faster
deployment.
An example could be to allocate a network
slice for just monitoring the real-time status
of public transport in a city and transmit
this information via NB-IoT to a data
analysis centre in order to enhance the
traffic efficiency and lower the cost of city
services. Other examples where NB-IoT
would leverage network slicing in smart
cities sector would be to enable smart parking,
smart waste management etc.
Figure 5, NB-IoT as a network slice
As for other examples in other sectors, e.g. utility sector, where network slicing could play a
critical role is smart meters and aggregator gateways to improve the power supply based on more
accurate power consumption maps and as such control the power production

eDRX Power Consumption Control
eDRX is an enhanced version of DRX (Discontinuous Reception), a well-known power control
mechanism in LTE that stops the receiver receiving any data during the sleeping mode. The
eDRX has also the similar purpose, to put the receiver in the sleeping mode, but the sleeping
period in eDRX gets longer, as shown in the figure 6, due to more rigorous power consumption
requirements for IoT. In essence, eDRX extends the
sleeping duration of both types of DRX modes, the idle
mode (Paging mode)
and connected mode (C-DRX) to further save energy as
shown in figure 6.
eDRX cycles are used to provide UEs with longer
inactive periods between reading, paging or controlling
channels and allows MME to page the device only at valid
paging occasions as opposed to unconditional paging of
UE that would happen normally. Paging occasions are
defined based on eDRX parameters, Paging Time
Window (PTW) and eDRX length duration. These two
parameters
are sent to the eNB by the MME during paging.
Figure 6, eDRX vs. DRX mechanism
During the idle mode the device just monitors the control channel for any paging message based
on eDRX cycle, and then goes to sleep, during which period everything in a device sleeps,
including the accurate crystal clock, except a low power clock. This low power clock stays on,
but is not an accurate clock and can lead to inaccuracies during the frequency synchronisation
period by waking up the device either too early and increase the power consumption or too late
and miss the scheduled paging
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NB-IoT Power Consumption Calculation
Reducing the power consumption is the main requirement for NB-IoT to ensure long battery life
of the IoT devices. In order to achieve more accurate calculation of power consumption, four
different operating states should be considered individually: transmission, receiving, idle and
sleeping states.
Transmitting state: During this state the IoT device can transmit reports, but certain events have
to happen beforehand in sequence; downlink synchronisation obtained by the device happens
during the synchronisation period, system information during the physical broadcast channel
(PBCH) period and the uplink synchronisation which is achieved during the random-access
period. Following the report transmission, the device can continue with the monitoring of the
control channel based on the eDRX parameters, or it can go to sleep.
Receiving state: During this state, the device has to be switched on for a period of time defined
by eDRX as the time during which the physical download control channel (PDCCH) is granted
to the device in order to check for the paging and after this can go to sleep.
Idle state: This state that is also known as Paging state, is the period during which the device has
to monitor whether the network is sending any paging message to it. The device has to spend
some battery to run in this state.
Sleeping state: This is the state that is also known as discontinuous reception during which the
device sleeps and the receiver of the device does not receive any data. In this state, most of the
device circuits are off to save battery, except a low power clock that not necessarily is very
accurate

eDRX Power Consumption Control analysis
To avoid inaccuracies during the synchronisation period resulting from inaccurate low power
clock, the receiver of the device wakes up and goes to sleep few times during the sleeping mode
based on the eDRX cycle. These wake ups are very short, but frequently and as such the accurate
crystal clock gets activated and it does not go to sleep when the receiver goes to sleep resulting
in increased power consumption. Accurate crystal clock is active only during the active time and
not during the sleeping time, but because the receiver wakes up frequently and stays on for a very
short time during the eDRX off period, the accurate clock has no chance to turn off and therefore
increases the power consumption. For the accurate crystal clock to go to sleep during the off
period, the sleeping periods of the receiver during the off time have to be longer in order to have
fewer wake ups and fewer active times as suggested in [3]. However, this is not easy to achieve
since the active time has to be proportional to the sleeping time during the off period of eDRX.
One possible solution as suggested in [3] is to change the duration of the sleeping periods, e.g.
having the first sleeping period longer, leaving less time for wake ups and less active periods
during the off period of eDRX. This suggested solution does not specify which sleeping period
performs better when extended. The suggested solution in [3] extends the time of the first sleeping
period, but it does show any result if the time of any other sleeping period was extended. This is
for further study
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Figure 7, battery life time under different eDRX values Fig. 8: Battery life time for under different
scenarios
Figure 7, shows the battery life for NB-IoT 164dB MCL (Maximum Coupling Loss) [3], as a
function of eDRX for a data report of 200 bytes with 24 hours interval using different clocks,
where it is seen that the lowest battery life is achieved with the unoptimized low power clock
Figure 8, shows the battery life as a function of a number of reports per day [3], where it is seen
that the best performance is when the number of transmitted reports per day is very low and the
size of the data to be transmitted is small. If the size of the report is 10 bytes and it is transmitted
once a day under poor coverage, the life battery can reach up to 8 years. In good coverage this
can go even over 20 years

Conclusion
In this paper I highlighted the key features and advantages of Network Slicing as a virtualisation
concept for different services and applications and NB-IoT as an underlying radio technology for
IoT network slices. The emphasise in this paper was put on the importance of NB-IoT and its
applicability for specific use cases and vertical sectors, such as utilities sector and smart cities,
and on the evaluation of NB-IoT performance in terms of power consumption and battery life
improvement as key IoT requirements.
In terms of the power saving for IoT devices, I analysed the ways to improve the eDRX
mechanism and I described the impact this improvement will have for different eDRX values.
Based on these analyses, I showed that the battery life time for NB-IoT varies based on the clocks
used for frequency synchronisation and how the battery life can reach up to 8 years in a poor
coverage.
My analysis also showed that NB-IoT’s best performance are when the length of data and the
number of messages sent are small and in this case NB-IoT performs better than any other
technology. Overall, the performance of NB-IoT depends on a number of factors, such as data
length, bandwidth, RF module, report frequency, maximal coupling loss and latency. NB-IoT is
not the best low-cost wide area network if very low latency and large data transmission is
required. However, given that IoT sensors most of the time are simple and support low-rate
applications in medium to poor coverage scenarios, this makes NB-IoT a good fit.
As for the future work, additional improvements to eDRX are needed and will continue working
on this and also will analyse the performance of PSM in conjunction with eDRX to further reduce
the IoT power consumption.
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Abstract. Paper presents the simulation models built within an airport ground crew scheduling
automatization project at a regional airport. Our goal was to develop robust ground crew task
scheduling and shift generation algorithms that would improve on existing heuristic rules. We
have utilized simulation modeling to develop and validate the algorithms, starting with a model
of the existing scheduling process coded and visualized in spreadsheet software and ending with
a hybrid Discrete Event and Agent Based model used for the visualization and verification of the
optimized processes. Explicit and tacit expert knowledge was recorded through meetings with
airport personnel managers and observation of the ground crew processes. Gathered knowledge
was combined with business rules, contractual limitations and labor legislation to develop the
final version of the algorithms.
Keywords: personnel scheduling, airport ground crews, simulation modelling, optimization

Introduction
In the last decade, global air traffic passenger demand has steadily increased. According to the
ACI Europe report [1] the fastest passenger traffic growth (8.5%) in 13 years was reported during
2017. On a global scale, passenger air travel is expected to maintain positive growth rates up to
2030, despite a number of challenges faced by the industry. Between 2017 and 2036, the number
of airline passengers is expected to grow at a compound annual growth rate (CAGR) of 4.7
percent [2].
Due to increased air traffic, airports as well as airlines are facing diverse challenges in ensuring
efficient, high quality services while generating profit [3–9].
While airlines cater to passenger, airports provide services to airlines as well. One of the
challenges that airports face is the optimization of labor and equipment of ground crews [10, 11].
Passengers expect comfort, efficiency and safety, while airlines seek to reduce costs and require
efficient and adaptable ground services.
Airports processes are complex and overlapping, with frequent changes due to changes in flight
schedules, making their optimization a mathematically and empirically difficult task. The
handling of an aircraft from the time it arrives at the gate, to the time of the departure for the next
flight, has to be performed quickly, efficiently and accurately to minimize flight delays and
provide a valuable service for the airline and the passengers [12–14], requiring efficient ground
crew management and training [15].
A comprehensive overview of scheduling and simulation modelling methods and tools for airport
and airline operations optimization is presented in [16] and [17]. Airport ground crew scheduling
solution mostly focus on partial scheduling solutions for individual task types, e.g. baggage
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handling [18], check-in [19, 20], runway scheduling and ground movement [14, 21, 22] or
security tasks [23].

Ground Crew Operations
Every flight arriving or departing from the airport requires the execution of a series of tasks.
Which tasks are required per flight, in what sequence, how many workers and what equipment is
required, etc. is defined by heuristics specified by the airlines and airport business rules. Tasks
can be performed only by groups of airport personnel (henceforth work groups), with suitable
skills. Further details on the heuristics are omitted in this paper due to space limitations, but can
be found in [24]

Literature review
Discrete Event Simulation (DES) is often combined with heuristic scheduling methods for ground
operations optimization [25]. However, the relative rigidity of DES model makes it less suitable
for modelling of complex socio-technical systems. Agent based modelling (ABM) is better suited
for modelling of complex systems, and is thus often used to supplement or replace DES in recent
research, [12, 26, 27]. Combining DES and ABM allows researchers to model stable, static
processes using DES, using ABM, which is more difficult to implement, only for the dynamic
processes, where a DES model would be too complex or infeasible to implement [6, 12, 16, 25–
30].

Methodology and Results
Airport Model
According to available data, we have identified the DES as the base method to model the aircraft
traffic simulation model, and decided to supplement it with ABM elements to model the
processes and movement of ground crews. Using ABM, we can lower the level of abstraction to
improve insight into the ground crew operations and making the simulation presentation more
transparent for the airport management.
The air traffic model (Figure 1) consists of two submodels: the Arrivals submodel, and the
Departures submodel. This reflects the airport business rules and available flight schedule data:
FIS does not track individual aircraft as they transition from “arrival” to “departure”.

Figure 1: Main view of the simulation model with DES air traffic model and airport
layout.
Figure 1: Main view of the simulation model with DES air traffic model and airport
layout.
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Figure 1: Main view of the simulation model with DES air traffic model and airport layout.
The arrivals submodel is linked with a spreadsheet containing the arrival schedule from FIS and
the scheduling heuristics database, which allows it to introduce (create) aircraft into the model at
modeled arrival time. Aircraft are modelled as agents that pass through the DES model, while the
aircraft’s graphical representation moves through the 2D model of the airport. Aircraft taxi to the
gates (moveToParkA and queueArr) or wait on the apron for gate assignment. The submodel of
arrivals ends with an element modeling transition to airport parking, which removes aircraft point
from the model. Conversely the Departures model introduces the aircraft into the model at the
exit from airport parking. We assume that the departing aircraft is present at the airport and
available to ground crews.
The departure tasks start times are based on the departure times given in the FIS schedule. The
modelled departure times depend on the execution of tasks and should not be delayed when
scheduling constraints are defined properly. In the Departures submodel an aircraft first has to
move to the gates (elements moveToParkD, queueDept and moveToGates), where it is serviced
(e.g. boarded by passengers, loaded with baggage, etc.), with the delay modelled with
ServiceDept element. Afterwards, the aircraft moves to the runway (moveToD, TakeOff). The
queues were modelled to enable the simulation of an aircraft waiting until a taxiway or a gate or
a parking area is available
FIS data is transferred from a spreadsheet into an internal (AnyLogic) database, and transferred
to the DES model initial elements arrivals and depts. The ground crew tasks requirements are
transferred to every aircraft agent at the moment of its entry in the model and stored in agent’s
internal data structure for easy accessibility. In turn, the aircraft forwards the relevant ground
crew task requirements to suitable work group in a service request message. Work group agents
maintain an internal queue of tasks, which are executed according to the FIFO (first-in first-out)
rule and specified service start time.

Ground Crew Model
Work groups are modelled as agents using the same internal state chart model of its task process
as shown in Figure 2, however each agent states and variables change independently, allowing
modelling of autonomous behavior and making each agent a submodel within the airport model.
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After creation of an agent, its initial state is Waiting: agent waits for a message containing a
service request and specifying tasks to be executed (i.e. number of personnel, desired start of
service, desired end of service). Service requests are stored in an agent’s internal queue and
processed according to FIFO rule. If an agent is in the Waiting state (i.e. free), a request is queued,
and model time equals the specified task start time, the work group agent moves to the aircraft,
begins the requested task, and performs it until specified task end time. After the task is complete,
the work group agent sends a message to the aircraft and proceeds to the next aircraft in its
internal queue or returns to the waiting area

Figure 2: State chart of the ABM of a ground crew group.

CONCLUSION
Our goal was to develop robust ground crew scheduling and shift generation algorithms that
would improve on existing heuristic rules developed gradually by the company experts, and
implement them in an application that would be integrated with the airport’s human resource
management software. Simulation and modelling was used develop and verify the algorithms,
starting with an existing scheduling process model coded and visualized in a spreadsheet and
ending with a hybrid DES and ABM model used for the visualization and verification of the
optimized processes. Gathered knowledge was combined with business rules, contractual
limitations and labor legislation to develop the final version of the algorithms.
We can conclude from our experience in this project that scheduling problems in the air transport
industry are significantly different from traditional machine scheduling problems, as the
mathematical scheduling models from previous research could not be utilized, and heuristic
algorithms had to be developed instead.
As the heuristic rules are largely recorded in the database, the developed scheduling
automatization solution is flexible, and can be adapted as the airport is enlarged, carriers and their
requirements change, etc., as long as the changes affect only the data that the algorithms use: the
criteria, their priorities, and their values.The optimization implemented in the algorithms is
limited by the possibilities for transition of workers between tasks and the criteria defining the
workforce requirements per tasks. A more detailed task and skill categorization, and a more
detailed differentiation between the requirements of different aircraft types and airlines would
allow a more precise workforce requirement and task timing criteria and thus a better
optimization of workforce requirements.
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Abstract. There are so many applications and data that flow during our daily activities, either
personal or institutional ones. Also the companies and business do transactions or their real
operations through the Web and other Internet facilities. Security breaches are costing individuals
or companies millions so information security has to be a major priority. There are several forms
of security technology available, but encryption is one that everyday computer users should know
about. Encryption and the performance of cryptographic algorithms are variable according to
implemented platforms, software and hardware components or application scenarios. According
to specific security metrics and requirements we have to use algorithms even in a combined
manner that should be more efficient and best suited. Multi-level encryption and hybrid
encryption should be a fine solution to protect our data. In this paper we specify the security
musts according to Alfa software using cryptographic algorithms.
Keywords: Information Security, Encryption, Security breach, Alpha software.

Introduction

Information security is a common subject to many companies, institutions and nowadays more
and more to individuals. Cryptography plays a crucial role for protecting data and minimizing
security problems that we face every day. Cryptographic techniques are of two types-Symmetric
and Asymmetric. Symmetric, if both the sender and the receiver of information are using the
same private key. Cryptographic technique is asymmetric, if sender and receiver are using
different keys, typically a ¯public for encryption and a ¯private for decryption. The security level
of the encryption algorithm should depend on the size of the key space, secrecy of the key, length
of the key, initialization vector and how they all work together. According to [1] there are three
main criteria should be considered at the same level of importance to evaluate new
cryptosystems: how much it eases implementation, level of security, and efficiency.
Cryptography provides a number of security goals to ensure the privacy of data, non - alteration
of data and so on. Following are the various goals of cryptography [2]: Confidentiality,
Authentication, Integrity, Non Repudiation and Access Control. The encryption techniques are
changing rapidly as computer technology has such a tremendous increase. Security products are
being developed to address the security needs of an information intensive society and according
to [3] there are many security objectives related to information security that can be achieved using
different cryptographic algorithms and schemes. Symmetric or asymmetric they vary according
to their characteristics and general performance and security measured experimentally or given
from cryptographic literature dealing with vulnerabilities or several cryptographic attacks.
Encryption can apply a level of security virtually impossible when it is implemented correctly.
In practice, most failures in cryptographic systems derive not from weaknesses in the algorithms
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used but rather from the exploitation of subtle flaws in the way the algorithms are implemented
or through the exploitation of interactions between algorithm implementations and the
environments in which they operate.

Cryptographic Algorithms and Security Assumptions
Technology and the tremendous changes about computers have a high impact in the way a
cryptographic algorithm is implemented and in its performance. There are many advantages and
disadvantages of both categories of encryption; however encryption according to NIST is one of
the core security technologies that build guidelines around. The standard implementation process
of a cryptographic standard revolves around nine key values, which include usability, integrity,
transparency, and global acceptability. There are new forms of encryption nowadays such as
hybrid encryption where we use the best features of a specific algorithm such as scalability, speed
of encryption or decryption, throughput, power etc. Another form of encryption has to do with
format preserving which makes long strings of numbers indecipherable in both binary and
decimal formats; and instead of fitting the data to the environment, the new format adapts the
data into the environment. Heartland Payments Systems switched to format-preserving
encryption after a 2009 hack, which saw more than 130 million credit and debit card numbers
compromised [4].
According to their structure and use scenario cryptographic algorithms behave differently and
have specific performance metrics on various applications. Asymmetric encryption is the natural
tool to use when we want to allow for confidential transmissions between any two users among
a big population. Symmetric algorithms are very fast in nature and they run faster than
asymmetric key algorithms such as RSA etc. and the memory requirement of symmetric
algorithms is lesser than asymmetric encryption algorithms. However, combining cryptographic
primitives has been resulted to be the most efficient scheme to protect sensitive data.
Security assumptions about using cryptographic algorithms and protocols deal with developing
robust security definitions that reflect reality as accurately as possibleWe need to rely on different
cryptographic assumptions such as the assumption that factoring a number n into its two prime
factors p and q is difficult.
There are several constraints according to specific algorithms that direct their use on specific
application scenarios. RSA has some operational constraints. Due to these constraints, we do not
usually encrypt data directly with RSA; instead, we select a small sequence of random bytes,
which we call session key. We encrypt the session key with RSA; and then we use the session
key with a symmetric encryption algorithm to process the whole message. This is called hybrid
encryption. Some recent variants of RSA (with the 'OAEP padding' from PKCS#1 v2.0)
internally use hash functions. Hash functions are good "randomizers" and this makes them
appropriate for building more elaborate cryptographic algorithms with good security features [5].

Hardware versus Software Implementing of Algorithms
However, for all practical applications, performance and the cost of implementation are also
important concerns. A data encryption algorithm would not be of much use if it is secure enough
but slow in performance because it is a common practice to embed encryption algorithms in other
applications such as e-commerce, banking, and online transaction processing applications. A
software implementation of a cryptography scheme provides the benefits of flexibility, speed of
implementation, and lower cost over time. Competitive hardware encryption cannot be updated
without replacing the microcontroller, which is costly and complicated [6]. Speed of encryption,
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throughput, cost of implementation, energy consumption etc. are the main concerns on
evaluating efficient and proper encryption scheme.
There is a trade-off between efficiency and protection cost of a software based encryption versus
a hardware based encryption. Software- based encryption solutions use a distributed key storage
mechanism: keys are stored on the application and database servers on which the data to be
encrypted resides.
For large organizations as key management complexity increases the risk of not- backing up a
key or losing a key increases exponentially; furthermore this approach poses security
vulnerabilities because of incorrect configuration of application and database servers. There are
several security platforms that manage key operations that use robust cryptographic algorithms
such as RSA, AES, 3-DES that can be used by different application and database servers.
Furthermore we can add an extra security level with hardware security compliant module.
Software-based encryption solutions generally provide one implementation option: deploying
encryption at the database layer although sometimes it can change according to infrastructure
requirements or security objectives. All cryptographic operations are performed on the
application or the database server’s CPU and this doesn’t effect on scalability. Generally SW
based solutions require a smaller initial investment than HW based solutions but this doesn’t
mean that the overall cost is not changing especially in complex enterprise environments. If we
have a smaller enterprise the requirements, security objectives and main data security threats are
easier to specify

Business Data, SQL Vulnerabilities and System Attacks
Nowadays our life and business operations are evolving tightly with different web applications
and in a continuous manner we are using several of them to fulfill our daily needs such as
shopping, banking, ticket booking etc.
The WWW has evolved from a system that delivers static pages to a platform that supports
distributed applications, referred to as web applications, and has become one amongst the
foremost rife technologies for data and service delivery. Multiple services are available via single
click through various web applications; there is no need to stand in long queues at the banks or
market to buy for the modern trends. As web applications are increasingly used to deliver
essential services, they become a valuable target for security attacks. Many web applications
interact with back-end database systems, which may store sensitive or confidential information
such as related to finance, health etc. [7].
One of the most serious attacks on web applications is known as SQLIA (SQL injection attack)
(OWASP Top 10 2013). SQLIA is considered a severe of attack affecting confidentiality,
integrity and availability of information. The best way to find out if an application is vulnerable
to injection is to verify that all use of interpreters clearly separates untrusted data from the
command or query. For SQL calls, this means using bind variables in all prepared statements and
stored procedures, and avoiding dynamic queries. SQL injections are attacks by which an attacker
changes the structure of the original SQL query by injecting SQL code in the input fields of the
web form in order to obtain unauthorized access to the database.
SQL injection allows attacker to create, read, update, modify or delete data stored within the
back-end database; and the malicious user injects SQL commands into SQL statements through
the input of online webpage. This kind of attack against Card Systems on June 2005 put out of
business these credit card payment processing companies and a great number of unencrypted
credit cards were stolen or exposed. The countermeasures techniques to detect and prevent these
attacks are static, dynamic and hybrid. There are so many different attacks against data that are
either in storage or in transmission therefore effective security mechanisms seem to be very
important. Man in the Middle attack is another kind of network attacks that is very common
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nowadays on communications between two parties, often client/server situations. In this attack,
a third party pretends to be the server that a client is trying to connect to, and when the client
connects, sends its request to the actual server it wants to connect to. It takes the response the
actual server sent back to it and sends it back to the client. In this paper we describe the
vulnerabilities that exist in our system with Alpha software and SQL Server and the main attacks
(MITM) that may occur in this scenario.

Crypto in Practice and Hybrid Encryption
Alpha Software Analysis
There are a large number of electronic transactions, including e-commerce; e-banking, e-voting,
e-learning and e-health among others can be conducted online at any time and from anywhere
All these applications are exposed to hacking attempts and security-related problems. We are
simulating an MITM attack against a system that uses “Kontabiliteti Alfa” software and there are
several SQL vulnerabilities that are present. We have to prevent the disclosure of our sensitive
transactional data using cryptographic algorithms in a dual operation and the database attacks can
be prevented applying encryption techniques in a hybrid integrated approach.
There are many tools that help us to do the prevention and encryption of data communication
link or data encryption in database and generally protocols include some form of endpoint
authentication specifically to prevent attacks. We have a LAN with computers that operate with
the software Alpha. After we have worked with this program we noticed that there are some
vulnerabilities when execute several queries. The program and the SQL server operate together
and the data is in open during linking and in storage. That is why we have to protect these data.
The SQL statements can be executed with encrypted connection string but we try to do that
without encryption to understand the vulnerabilities. From the client computer we execute a

.NET script for executing some queries such as: ("SELECT pike_shitje, ref, nr_dok,
date_in, date_out, kursi, klienti_kodi, klienti_emertimi, klienti_detyrimi, menyre_pag,
zbritje, monedha_baze, shuma, totali FROM a_reg_shitje WHERE ref_id>0 and
ref_active=true", con)). To demonstrate these vulnerabilities we simulate the MITM
attack and after that we proceed with use of algorithms

Simulation of MITM Attack and Use of Encryption
The most widely used forms of MITM attacks include ARP cache poisoning, DNS spoofing,
HTTP session hijacking, passing the hash, and more; and from the real practice most of the victim
machines are Windows-based hosts. One of the oldest forms of modern MITM attack, ARP cache
poisoning allows an attacker on the same subnet as its victims to eavesdrop on all network traffic
between the victims and it takes advantage of the insecure nature of the ARP protocol.
This is a real threat on modern networks and furthermore very difficult to detect and defend
against [8]. There are three laptops in our experiment that perform MITM attack and some tools
such as Ettercap, which has both Windows and Linux versions and a great deal of functionality
in many types of MITM attacks. Intrusion Detection Systems could be a fine way to pick up most
forms of the ARP cache poisoning and DNS spoofing. We have a client computer, a server and
the attacker and they have their IP values: Server IP: 192.168.1.2, Client IP: 192.168.1.4 and
Attacker IP: 192.168.1.3. After the basic configurations we execute the sqlinject.sh (-o [original
SQL query] –i [new SQL query] –s [MSSQL Server IP] –c [SQL Client IP]) script that creates
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an Ettercap filter that will identify a SQL string and replace it with a new one. The script compiled
the filter and run Ettercap with the filter loaded. Ettercap performs an ARP spoofing attack
against the specified IP addresses automatically as it is shown in Figure 1. After MITM attack
executing we have to use an encrypted connection and for that reason we have used the public
key cryptography such as RSA

Fig.1 Ettercap Sniffing and filtering td.query
For database encryption we have used a master key, a certificate and a symmetric key algorithm
such as 3-DES or AES. RSA has some disadvantages when we have large blocks of data to
transmit therefore RSA is best suited for use in conjunction with a secret-key cipher such as AES
or others [9]. This is a hybrid cryptosystem that can be used on different application scenarios.
There are so many companies in our country that operate on their business using Kontabiliteti
Alfa software. If the data of clients gets compromised then all the business integrity and
reputation gets a big negative impact.
There are so many cloud services that have become common during daily business operations.
Also there are many flaws, vulnerabilities and attack holes present as we already treat in this
paper. That is why we study in specific MITM attacks as the most common ones and also give
the right protection issues. We have to be careful especially to secure our internal machines.
If we have to apply a kind of encryption we already know how specific cryptographic algorithms
behave in certain cases and according to crypto literature we can choose the most efficient one.
In the future, we plan to propose an efficient encryption scheme when we use a cloud service
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Abstract. This paper presents some advantages of using social media and social networks as an
efficient way of Central Banks communication with target audience. The statistics given in this
paper presents some leading banks based on number of followers on Twitter in 2018, showing
that Indonesia's Central Bank has more Twitter followers than any other monetary authority,
beating out the Banco de Mexico, Federal Reserve, European Central Bank and Reserve Bank of
India. In this paper some prediction of number of Twitter followers in Central Bank
communication is also contributed, based on Weighted Least Squares method. An algorithm is
implemented in MATLAB, while weights are used to minimize the error between the predicted
and actual output sequence, presented with number of followers for each bank.
Keywords: Social networks, Central Bank, Weighted Least Squares method, Facebook/Twitter
accounts

Introduction
One of the main challenges for Central Banks is to appropriately, taking into account all the
obstacles that communicating with a wider public entails, react in a timely manner and in
accordance with the specific target groups, on topics that interest them, the state of the market
and the general interest of the public in relation the work of the Central Bank. As the global
economic recovery strengthens and Central Banks move to raise interest rates, they need to
improve their communication using social media to manage expectations [1]. Using official
social media channels, Central Banks are communicating with a wider public [2], as well as with
the target groups, using the interaction that social networks allow. Since communication is an
essential element of any policy of Central Banks, including public expectation management and
the impact that its communication has in financial markets, the content that Central Banks
publish and the manner in which they do it has never been more important, nor more followed
[3].
Another thing we can say with certainty is that a greater pro-activity on social networks will
gradually abolish the need for conventional telephone customer service centers [4]. Even today,
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a significant number of Central Banks following networks activity with great care, such as
Twitter or Facebook and consider the opinions of the followers. Objections of users will be
available to banks in real time, so the bank will proactively participate in the discussion and
influence the preservation of its reputation. In order to effectively use social media, Central Banks
need to understand the use of tools to achieve interaction with the target groups, as well as the
way in which they can use feedback received from them for the consideration and preparation
of an adequate response. Engaging in social media is certainly not an easy task for Central Banks
in the world. An even greater challenge is for them to build and maintain a successful presence
in the online environment without its own control. Central Bank is, by definition, a very
conservative institution which is prone to complete control. Precisely, the lack of control was a
major reason of the hostility Central Banks have towards social media. Nowadays, the most of
Central Banks provide followers on Twitter and/or Facebook, with a variety of content including
links to media releases, speeches, publications, adverts and other publicly available material [5].
A majority of Central Banks use Twitter to send alerts for information already disseminated
through the website, even as some of them are not very active in responding to public tweets [6].
YouTube is the third-most popular social media, usually used for consumer awareness and
education. One study from 2017 also highlighted that LinkedIn, Instagram, Flickr are also
catching the fancy of some for connecting with the youth. The European Central Bank (ECB)
wants to understand how social media users discuss monetary policy and banking supervision, as
well as other topics relevant to the ECB and like other public institutions, so bank management
analyses social media activity related to their tasks and monitor the use of European Central Bank
own social media channels [7].
In this paper some prediction of number of Twitter followers in Central Bank communication is
contributed, based on Weighted Least Squares method [8], in the MATLAB environment, using
weights to minimize the error between the predicted and actual output sequence, presented with
number of followers for each bank analyzed in this paper.
This paper is organized as follows. Section 2 describes some advantages of using social media
and social networks in Central Banks' communication which changed dramatically over the past
decades, while Section 3 introduces Weighted Least Squares algorithm, used to analyze and
predict number of Twitter followers in Central Banks' communication. Measured and predicted
number of Twitter followers using Weighted Least Squares are computed, illustrated and
discussed also in Section 3, for different values of relevant parameters. Finally, Section 4 presents
our conclusions

Central Banks in Social Networks
Post the global financial crisis, there has been a dramatic change in the use of Central Bank
communications as a Central Bank policy instrument. In the last ten years, there is a growing
trend of Central Banks' presence in social media. Some banks use their presence on social
networks to channel traffic to their main site, while others use their presence to spread useful and
informative content to different target groups in accessible way.
Central Banks communicate qualitative information to the financial market through statements,
minutes, speeches, and published reports, while the social networks channels are very important
communication tool that a Central Bank can use to avert a crisis, by providing investors with its
assessment of the risks and the measures it views as necessary to reduce those risks within the
economy [9].
Previous studies suggest that effective Central Bank communications can mitigate and potentially
prevent a financial crisis, and ineffective communications may exacerbate one [1].
Central Banks’ platform in social networks analysis presented in this paper is conducted in order
to determine trends in the use of social networks in communication of Central Banks with media
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and public. The expansion of social media in the last ten years shows that this area offers
enormous opportunities and that they will eventually get bigger. The whole world becomes
increasingly interdependent due to interactions that social networks provide. They represent a
powerful way to connect central banks with the public [10]. A new Central Banking journal study
shows that institutions around the world are adopting very different approaches in their
deployment of social media techniques.
The number of people following the top 10 monetary authorities on the social- media website
jumped 51 percent to just over 2 million in 2015, according to a survey by Central Banking
Publications. The Federal Reserve proved the most popular, with the number of followers to the
account of its Board of Governors climbing 62 percent to 304,000. Mexico’s central bank was
second with 301,000, followed by the European Central Bank and Bank Indonesia, in 2015 [11].
About 60 Central Banks operate at least one account through either Twitter or Facebook, the two
most popular, at least in the English-language speaking world – social media networks, more
than 20 use both Twitter and Facebook, but more than 30 Central Banks solely use Twitter, while
more than 10 use only Facebook [1].
Bank Indonesia has about 625,000 Twitter followers, the most of any Central Bank, as it is
presented in Table 1. Among its almost 12,000 tweets are updates on exchange rates and inflation,
prize giveaways and even a jaunty music video explaining how to spot fake bank notes.
The interest rate in Central Banks is rising on Twitter, as it is presented in Table 1, showing the
Twitter followers grew in last ten years [10]. Of the Central Banks that operate an account on
Twitter and/or Facebook [12], more than half are based in Europe and North America, around a
third are from South America and Asia, and the rest are split between Africa and Oceania [6].
Nigeria provides another useful example of the issues that can occur. The Central Bank of Nigeria
this year forced the closure of more than 100.000 (100 K) social networking accounts or
followers. The Central Bank of El Salvador uses Facebook predominantly to target students, and
releases “small educational capsules” about a range of economic and financial concepts, while
Twitter is used primarily for post information related to economic growth and its also useful tool
for two-way communication with the public. The South African Reserve Bank’s (Sarb) is one of
the most frequent tweeters in Africa, as highlighted in Table 1. However, tweeting in large
quantities does not necessarily guarantee a large audience. In terms of followers, the Bank of
Mexico leads the way with more than 300 K. The Central Bank of Colombia and the Federal
Reserve have similar followings [1].
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Table 1. Number of Twitter followers in Central Bank communication in 2012 and 2018
Central Bank

Public Twitter Account Twitter
followers 2012.
European Central Bank
@ecb
<300 K
WSJ Central Banks
@WSJCentralBanks
<60 K
Federal Reserve
@federalreserve
<300 K
Central Bank of India
@centralbank_in
<200 K
Central Bank of Kenya
@CBKKenya
<80 K
Danmarks National Bank
@nationalbanken
<2 K
Swiss National Bank
@SNB_BNS_en
<2 K
Central Bank if Nigeria
@cenbank
< 80 K
Central Bank of Indonesia
@bank_indonesia
< 300 K
Sveriges riskbank
@riskbanken
<6K
Deutsche Bundesbank
@bundesbank
<15 K
Latvijas Banka
@LatvijasBanka
<5 K
Ufficio Stampa della Banca d’Italia @UfficioStampaBI
<10 K
Finland Central Bank
@SuomenPankki
<5 K
Bank of Japan
@Bank_of_Japan_e
<15 K
South African Reserve Bank
@SAReserveBank
<15 K
Banco de Mexico
@Banxico
<300 K

Twitter
followers 2018.
430 K
95 K
465 K
320 K
130 K
5K
4K
142 K
640 K
10 K
25 K
8K
18 K
8K
22 K
32 K
595 K

Weighted Least Squares Method in Number of Twitter Followers
Prediction
Least squares method is used to compute the parameter vector θ which minimizes the square of
the error between the predicted value hθ(x) and the actual output y for all j values in the training
set [8]. All the j values in the training set could be given equal importance, but if some
observations are known to be more important than the other, we can use weighted least squares
method.
The predicted number of Twitter followers in Central Bank communication, according to Table
1, using a hypothesis hθ(x) is defined as:
n−1

h ( x) = 0 x0+  x1 +1 ... =  x =
 Tx
i i

(1)

i=0

where m presents the number of training set, in our case top 20 central banks [13], x is the input
sequence (the bank index), y is the output sequence (the number of followers for each bank), n is
the number of features/parameters, which is set to 2 for this example. The value of (xj, yj)
corresponds to the jth training set, where wj is the weight given to the jth training set. The objective
of method is to find the parameter vector θ which minimizes the square of the error between
the predicted value hθ(x) and the actual output y for all j values in the training set with weight w:j
[8]:

min  w j  h ( x j ) − y j 


j =0
m

2

(2)
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Using matrix algebra, it is obtained [14]:
m

w
j =0

j

 h ( x j )− y j  = ( X  − Y )T W ( X  − Y )
2

(3)

where W is the diagonal matrix of dimension [m x m]:

w1

0
W =


 0

0 

0
.


wm 

0
w2

0

(4)

X is is the input sequence matrix of dimension [m x n]

 x1
0
 2
0
X =x

 m
x0

x11 

x12  ,


x1m 

(5)

Y-is is the measured values matrix of dimension [m x 1]:

 y1 
 2
Y =y ,
 
 ym 
 

(6)

while θ is the parameter vector of dimension [n x 1]:

 
 =  0 .
1 

(7)
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The cost function J(θ) is defined as:

1

m

2
1
T
j
j

J ( ) =  w h ( x ) − y  = ( X  − Y ) W ( X − Y ) .
2 j =1
2
j

(8)

In order to find the value of θ which minimizes J(θ), we can differentiate J(θ) with respect to θ




J ( ) = 0  ( X TWX − X TWY ) = 0 .

(9)

According to (9), the weighted least squares solution is:

 = ( X T WX ) X T WY
−1

.

(10)

In this paper, an exponentially weighting function is used:

 ( x j − x )2
w j = exp −

2 2



.



(11)

An additional parameter τ controls the width of the weighting function, where higher value of τ
gives the wider weight function.
Measured and predicted number of Twitter followers using weighted least squares are computed
and illustrated in Fig. 1.
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Fig. 1. Predicted number of Twitter followers in Central Bank communication
It can be concluded that for smaller value of τ (τ=1) the predicted and measured values are almost
on top of each other, while higher value of τ (τ=15 or more) correspond to the no weighting case.
Locally weighted case gives better results, but user needs to have the training set handy to
compute the weighted function.
In this paper, number of re-tweets, impressions, engagements or clicks/total clicks, demographics
and other metrics that give additional insights into how Central Banks are resonating with their
audience, are not analyzed, but it could be a subject to our further research. After signing in with
personal account to apps.twitter.com and creating a Twitter application [15] to generate a
Consumer Key, Consumer Secret, Access Token and Access Token Secret it is possible to
analyze tweets in different ways in order to evaluate Twitter data to inform business decisions
[16]. Using Twitter’s built-in analytics tool could improve analysis given in this paper.

Conclusion
Weighted Least Squares is an efficient method that makes good use of small data sets. It also
shares the ability to provide different types of easily interpretable statistical intervals for
estimation, prediction, calibration and optimization. The implementation of social media and
social networks in Central Banks' communication has become a necessity considering the large
millennial population, and its growth prediction using Weighted Least Squares method presented
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in this paper, gives good results. Future research will include some analysis of number of retweets, impressions, engagements or clicks/total clicks, demographics and other metrics that give
additional insights into how Central Banks are resonating with their audience.
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Abstract. Companies are addressing the Cloud Computing issue more actively recently, as a part
of a move towards a more agile and flexible IT infrastructure since benefitting from an IT
infrastructure that is flexible, scalable, high-performance and up-to-date is no longer a luxury or
the exception to a rule. The issue they address is “Which is the best strategy?” Of course, this is
not a simple issue given that the cloud can impact an organization’s application picture across
several dimensions. When an organizations made the decision to consider cloud services for its
application or infrastructure deployment, it’s important to understand the fundamental
differences between the core categories of cloud services available since IT leaders and enterprise
architects should prepare an overarching cloud strategy. The cloud is a very broad concept
covering different types of online services, but when referring to cloud procurement, usually there
are three models to be taken into the consideration, such as Software as a Service (SaaS), Platform
as a Service (PaaS), and Infrastructure as a Service (IaaS). Another thing that needs to be
addressed is choosing the provider of the cloud platform as service. To do that the organization
needs to anticipate the storage, apps they use, performances they need, price, flexibility, etc.
Through this review study research we’re going to present shortly SaaS and PaaS as cloud service
models and will describe in more details a possible migration IaaS strategy.
Keywords: cloud strategies., IaaS., SaaS., PaaS., migration., cloud providers.

Introduction
Cloud computing is becoming a mainstream part of the IT world, with great impacts for many
businesses. Cloud is part of everyday life within many organizations, with a numerous offerings
even though there are still many companies that have not yet entrusted much of their corporate
IT to Cloud services, for different reasons such as privacy issues, technological concerns in terms
of not being able to map existing applications and services effectively to a Cloud environment,
and the fear that the construction and operation of a Cloud environment will be too complex.
What is Cloud computing? It is a model for enabling convenient, on demand network access to a
shared pool of configurable computing resources (e.g. networks, servers, storage, applications
and services) that can be rapidly provisioned and released with minimalmanagement effort or
service provider interaction [1]. When an organizations made the decision to consider cloud
services for its application or infrastructure deployment, it’s important to understand the
fundamental differences between the core categories of cloud services available since IT leaders
and enterprise architects should prepare an overarching cloud strategy. The cloud is a very broad
concept covering different types of online services, but when referring to cloud procurement,
usually there are three cloud service models/migration strategies to be taken into the consideration,
such as Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service
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(IaaS). Along with describing platform services for cloud migration and the providers, as a case
study we will present a migration strategy on infrastructure level – IaaS [2]

Fig.1. Cloud Platforms

Cloud Service Models
Cloud service models provides a level of abstraction that reduces the efforts required by the
service consumer to build and deploy systems. When considering to switching the business to the
cloud, whether it be for application or infrastructure deployment, it is very important to
understand the differences and advantages of the various cloud service [3].
➢ SaaS (Software as Service) is a complete application delivered as a service to the
service consumer. The service consumer has only to configure some applicationspecific parameters and manage users. The service provider handles the infrastructure,
the application logic, deployments, and everything pertaining to the delivery of the
product or service. Some very common SaaS applications are customer relationship
management (CRM), enterprise resource planning (ERP), payroll, accounting, and
other common business software. SaaS solutions are extremely common for non-corecompetency functionality.
➢ PaaS (Platform as a Service) platform on cloud can be defined as a computing platform
that allows the creation of web applications quickly and easily and without the
complexity of buying and maintaining the software and infrastructure underneath it.
PaaS is analogous to SaaS except that, rather than being software
delivered over the web, it is a platform for the creation of software, delivered over the web. PaaS
vendors provide everything necessary to rapidly create, test and deliver new online applications.
Such applications may be made available privately.
➢ IaaS (Infrastructure as a Service) IaaS is the whole infrastructure in cloud, including
hardware and software on cloud. The apps that will be built on that software will run
using cloud hardware. The IaaS is the basis or fundamental of Cloud computing,
Infrastructure as a Service (IaaS) is a way of delivering Cloud Computing infrastructure
– servers, storage, network and operating systems – as an on-demand service. Rather
than purchasing servers, software, datacenter space or network equipment, they are
provided by service provider.
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Migration Strategy for IaaS

The idea behind IaaS strategy is to move the entire physical server infrastructure off-site to a
secure data center that is managed by the service provider. To get the IaaS implementation, the
strategy must be built by defining what will be migrated because moving infrastructure to cloud
is a complex process. To conceptually describe the IaaS migration strategy, the 4- step workflow
diagram below will be used, Fig.2

Problem
analysis

Migration
planning

Migration
requirements

Execution
plan

Fig. 2 Migration Strategy
To give a clearer view of the migration strategy, it is divided in two phases: 1. Definition of prerequests for IaaS and 2. Performing IaaS migration

Definition of pre-request for IaaS
The migration to IaaS means that cloud consumers will directly use IT infrastructure (processing,
storage, networks, and other fundamental computing resources) provided by the IaaS cloud.
Virtualization is extensively used in IaaS cloud to integrate/decompose physical resources in an
ad-hoc manner to meet growing or shrinking resource demand from cloud consumers. The basic
strategy of virtualization is to set up independent virtual machines (VM) that are isolated from
both the underlying hardware and other VMs. This strategy is different from the multi-tenancy
model, which aims to transform the application software architecture so that multiple instances
(multiple cloud consumers) can run on a single application (i.e. the same logic machine). An
example of IaaS is Amazon's EC2. However, moving the infrastructure to cloud requires analysis
of some factors [6], such as:
- Skills. The migration process requires preparation of virtual machine images and their
deployment to a cloud service may involve new skills for the organization, thus this
must be considered in the plan.
- Security. The cloud service’s security features may be very different from those of the
in-house environment, thus the security risks and the measures applied to mitigate them
must be assessed carefully.
- Integration. Integration with other applications and services within the customer
organization, which may be bidirectional, may involve configuration changes, new
authentication methods, and other technical changes which can impact the
performances of the application or its dependent systems.
- Monitoring and Management. Since the apps that run in the cloud should be monitored
and managed, then it should be checked whether tools provided by the supplier are
good or new tools should be created
- Scalability. Since scalability is a common advantage of cloud services, applications
must be structured appropriately to take advantage of scalable cloud resources, and this
may require changes to the application code. The challenge of reprogramming an
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application to use multiple processors or multiple machines in parallel can be
significant.
Availability and Backup. In-house designs to support the availability of the
application may need significant adaptation to deal with the cloud service environment.
Backup processes for the application may need to be adapted to the environment of the
cloud service.

Performing IaaS migration strategy
We will describe this phase by expanding the fig.2 as shown in fig.3

Problem analysis
Not all workloads are suitable for IaaS thus it should be analyzed what should be migrated by
considering the cost, time, impact, etc. Generally, given the normal scale, an incremental
approach is taken. To make it easier it is wise to analyze the experience of companies that has
performed IaaS migration.
The analysis phase should include [7]:
- Migration goals: represent the main rationalization behind the cloud migration,
emphasizing business value of the migration in terms of primary benefits.
- Business process: amendment to adapt to cloud-based infrastructure.
- Policies: amendments of existing business and security policies due to new
dependencies with the cloud provider.
- Organizational strength and knowledge gap: before moving into the cloud it is
necessary to identify the key organizational strengths and knowledge gaps. Roles
involved in the migration should be clearly identified sand employees should have
adequate skills to execute the adoption actions for both applications and data.
- Application & data: in order to determine what should be migrated the applications
and data must be analyzed by using criteria’s such as number of integration points,
external systems, HW devices, application complexity and the data size.
- Migration and operational cost saving: it calculates the providers’ cost model,
software and hardware operation cost by comparing the cost with the in-house local
data center.
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Problem analysis
Analysis

Definition

Migration goals, cost,
benefits

Draw conclusion from
analysis

Migration requirements
Architecture

Testing tools, network

Migration planning
Risk analysis
Identification, best
practices

Planning option,
capabilities, skills, etc

Execution plan
Selection of a
provider

Documentation

Fig 3. Migration Phases

Migration planning
After analysis, the next important step is planning. It means that you should create the pain/gain
flow chart -gains versus costs (when possible using best-practices). The planning phase involves
the determination of the required capabilities for the migration in terms of technology, skills and
tools. This involves assessing the capabilities of IaaS providers i.e. tools available, the need to
bring in contract partners, building a migration project team by bringing together provider and
customer, defining milestones, metrics, and role distribution for the project team [6]. It includes
the risk analysis by understanding the risks associated with the cloud migration so that
appropriate control measures could be taken. As a very important point of a successful migration
strategy, risks management should involve [6]:

-

Cost/ Revenue: uncertainty in cloud utility billing model due to resources used by the
provider, over-provision and under-provision of applications and inaccurate usage
estimation.
Employee skill & roles: evaluate employees experience with cloud technology and the
roles for the adaption and maintenance with migrated entities.
CSP (Cloud Service Provider) Support: whether CSP support the relevant regulation
and specific industry standards.
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Application Data Adaption Actions: analyze unclear adaption actions such as
business logic algorithms and incompatible data format for the application and data.
Data Confidentiality: Leakage of user data for any unintended usage.
Isolation & Deletion: Isolation failure allows malicious to obtain control over other
storage area and incomplete disposal of data.
Identify & Access Management: Poor identity access management pose for
unauthorized access to the legitimate user resources.
Services interruption: Unavailability of cloud services pose interruption of critical
business services and slower performance than expected.
Transparency & Accountability: User critical as-set is stored in an environment
which is out of user control. Inadequate monitoring and auditing of user critical asset
pose any potential risk and lack of user trust to the CSP.
Loss of governance: Loss of control over collecting, processing, sharing, and storing
of data is a key concern for cloud adaption.
Recovery: Provide recovery from any kind of unintended disaster of system.
Security report: Send security report from CSP to costumer

Migration Requirements
This phase focuses on the business architecture and defines the functionality scope for the cloud
architecture. Testing and monitoring are aspects that need to be addressed at this stage. The
architecture concerns here are network, directory structures, the messaging topology and the
application topology based on the identified business functions. Generally, the client's
development methodology and processes as well the operations processes need to be adapted.

Execution plan
This phase includes decision making in terms how the IaaS migration will be integrated. The
technical work includes the following: mapping definition and a pre-testing step before the new
system is put into production. Despite some technical elements, the processes based on
experience (past projects and general best-practice) are considered for migration projects.
Production involves backup and documentation. Failover and other failure management need to
be considered here as part of the migration of a production system. There are four common
delivery options to IaaS cloud migration [5],
- Public clouds or Cloud hosting. This computing model carries many inherent
advantages in terms of cost and flexibility, but it also has some drawback in the areas
of governance and security. This model has gradually assumed the name of public
cloud to differentiate it from the other cloud models described below.
- Private clouds or Private Hosting. Many enterprises have looked at ways that they
can leverage at least some of the benefits of cloud computing while minimizing the
drawbacks by making use of only some aspects of cloud computing. These efforts have
led to a restricted model of cloud computing that is often designated as private cloud.
The term private cloud is disputed in some circles. Many argue that anything less than
a full cloud model is not cloud computing at all, but rather a simple extension of the
current enterprise data center.
- Community clouds or Dedicated Hosting. In addition to horizontal applications and
platforms that can be used by consumers, professionals and businesses across all
industries, there are also some cloud services that only target a restricted community
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of participants. For example, there is increasing talk about vertical solutions that
address the needs of companies operating in specific sectors, such as transportation,
hospitality or health-care. One area where there has been significant progress is the
development of a government cloud.
Hybrid clouds or Hybrid hosting. The categorization of cloud providers in the
previous section into private, partner and public is a great simplification. Not only is
there no clear boundary between the three delivery models but it is very likely that
customers will not confine themselves to any given approach. Instead you can expect
to see a wide variety of hybrid constellations.

Conclusion

Migrating the infrastructure to cloud is a complex process and should be planned carefully to
make it successfully accomplished. The starting point about migration should be “what is
migrated”, and “how this migration will be performed”. The four phase IaaS migration Strategy,
as described in Fig. 4 gives a successful roadmap to move the infrastructure to cloud. The first
three stages are a standard map of a project whereas regarding the type of provider is to be used,
final stage of the strategy, depends on requirements of the organization or company. Some prefer
public hosting due to the cost factor, but a very important point to be considered is the
privacy/security factor. Since the reason to migrating to IaaS cloud is to reduce cost, and increase
flexibility, we suggest that maybe Hybrid Hosting may be a good option. This is suggested after
analyzing the fact that data can be divided in two groups: sensitive and non-sensitive data. Hybrid
hosting enables sensitive data to migrate to physical servers (with properties of private cloud),
whereas non-sensitive data can migrate to virtual server (with properties as public cloud). This
solution is a kind of compromise as it won’t impact neither cost nor privacy/security.
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Abstract. This paper presents an algorithm for speed optimization in autonomous vehicles. The
simulation of tracking multiple objects is performed by "Computer Vision System Toolbox" in
MATLAB. The test car is equipped by Vision sensor, Radar sensor and inertial measurement unit
(IMU). The most dangerous object is defined as the vehicle / static obstacle that is in the lane and
is closest in front of the car. Once the most dangerous object is found, the relative speed between
this object and the car is calculated. The relative distance to the most dangerous object and the
relative speed are used to calculate the necessary deceleration. Also a terrain roughness is
evaluated. Based on this evaluation, the optimal speed is calculated. In this way the car can slow
before hitting an obstacle or a rough terrain on the road. The proposed algorithm should be tested
on a sample of different scenarios and could be implemented successfully as a software
component in real format.
Keywords: Autonomous vehicles, Speed optimization, MATLAB

Introduction

The autonomous driving is a technology of the future. In the human imagination it is connected
with autonomous vehicles (AV) or autonomous guided vehicles (AGV), which represent mobile
robots without human driver that can be navigated and controlled by control systems located in
the vehicle or remotely. The levels of automation for vehicles are standardized - from Level 0
(no automation) to Level 5 (full automation). Vehicles having automation level 3 and greater are
called Highly Automated Vehicles (HAVs). Many companies develop advanced driverassistance systems (ADAS), but their automation level at present is no higher than 3.
Statistically in 2014 there were registered 6.1 million car collisions in USA [1]. 94% of them are
caused by driver error [2]. In 31% of the cases the drivers were intoxicated and in 10% the driver
was distracted. As outlined in [3] "the autonomous vehicles have the potential to dramatically
reduce the contribution of driver error and
negligence as the cause of vehicle collisions". Furthermore the autonomous vehicles are able to
use the transit time more productively and to reduce the detrimental effects of driving stress [5].
The vehicle's speed is one crucial factor leading to death and injuries to traffic participants. For
this reason the car speed optimization is very important and could essentially contribute to the
traffic safety. A speed selection algorithm is presented in [6]. It generates a speed
recommendation, taking into account the speed limit for the concrete road, the current vehicle's
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speed, and the shock, measured by the amplitude of acceleration in the vertical direction of the
vehicle's main body. The factors, having essential influence on the vehicle's speed are 1) static
obstacles on the road, 2) traffic lights, 3) other participants in the traffic like pedestrians, cyclists,
other vehicles, and
4) the road roughness, which effects should have an amplitude less than allowable. The safe
autonomous driving system should cover four type of requirements [7]: i) ability to ensure timely
stop in front of obstacles, ii) ability to deal with emergencies,
iii) ability to impose task constraints like speed limits, and iii) ability to handle dynamic obstacles.
The optimal control of autonomous vehicles approaching a traffic light is considered in [8]. In
[9] is commented that the optimization of the speed profile can be performed either over station
or over time. In the first case an analytical parameterization of the path is required, which is
difficult for complicated paths. Simpler is the second type optimization over time.
The paper is focused on the speed optimization over time. The relative distance to the most
dangerous object and the relative speed are used for eventually generating the forward collision
warning. Also a terrain roughness is taken into account in the model formulation. It is assumed,
that the considered autonomous vehicle is equipped by a set of sensors. The data obtained by the
sensors are processed and corresponding optimization problem is solved every 50 milliseconds.
The speed is regulated by sending the correspondent commands to the throttle and steering
actuators, as well as to the breaking system.

Mathematical model and optimization problem formulation
Mathematical model
The proposed mathematical model is based on the idea, that the distance between the ego vehicle
and the lead vehicle should be optimal. Let the stopping distance of ego vehicle is denoted by d,
and the distance between the closest lead vehicle and the ego vehicle - by D. The stopping
distance is calculated in the same way like in [11]:
1
K
d = ln(1 + a V 2)
2Ka
Kt
Ka =



(CD )
2m

Kt = (0.01+ )g ,

(1)

(2)

(3)

ρ = atmospheric air density (= 1,225 kg/m3)
CD = drag factor
m = vehicle mass
g = gravitational acceleration (= 9.80665 m/s2)
μ = tire-road friction coefficient
There is a standard for jerk values corresponding to the road roughness. The sensor data are
processed in MATLAB and displacement data are found. On this base the road roughness is
evaluated (for example for an asphalt road or for pavement). In [11] the displacement data are
divided into 16 sets corresponding to different types of road surface. Then the roughness is
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converted to friction coefficient using a constant specific to the type of tires used. According the
theory of friction there are situations of skidding (100% skidding means that the wheel is locked
and the vehicle is moving), and of slipping (100% slipping means that the wheel is rotating and
the vehicle is not moving). In these situations there is a kinetic friction or sliding. The friction
coefficient of a tire obtains a peak value around 20% skidding (or slipping).

Optimization problem formulation
Let by convention the optimal distance D = 5d. Let the ego vehicle has speed V1 and acceleration
a1 at the current moment t. At the same moment the lead vehicle has speed V2 and acceleration
a2 , evaluated after processing the data, recorded by the sensors of ego vehicle. Let the relative
speed be V = V1 V2, and the relative acceleration be a = a1 a2. Let dr be the distance,
travelled by the ego vehicle during the reaction time tr, necessary for the actuator devices of ego
vehicle to undertake a reaction to the situation at the current moment t. Let a1r be the deceleration
of the ego vehicle, calculated for the moment t+tr, and amax be the maximal deceleration possible
for the braking system of the ego vehicle. Let the distance between the lead vehicle and the ego
vehicle at the moment t be denoted by Dt

dr = V .tr +

a1tr 2

1

.

(4)

2

The following optimization problem is formulated

min (Dt − dr − 5d)2

(5)

subject to:

3d < Dt − dr

(6)

2V.t + a.t2 < 2(Dt − dr)

(7)

|a1r| < |amax|.

(8)

The optimization problem (5-8) is solved to find the speed V1x, necessary to keep the optimal
distance D in case of scenario with ego and lead vehicle, especially when
V > 0. In case the scenario includes only the ego vehicle and a static obstacle on the road (or a
traffic light with red color), then the following equation system is solved, assuming that the
deceleration to stop the vehicle is uniform

The first equation is solved to find t, and the second equation is solved to find a1.
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Sensors equipment

The considered ego vehicle is equipped with a set of sensors, which outputs were recorded. The
sensors used for considerations in this paper are:
1. Vision sensor. It provides lists of observed objects with their classification and
information about lane boundaries. The object lists are reported 10 times per second.
Lane boundaries are reported 20 times per second.
2. Radar sensor. It provides lists of unclassified observed objects. The object lists are
reported 20 times per second.
3. Inertial measurement unit (IMU). It reports the speed and turn rate of the ego vehicle
20 times per second.
In [11] an ultrasonic sensor is used in combination with Arduino system and MATLAB. The
authors have chosen such sensor because it provides a good balance between the accuracy and
cost coefficients. Similar ultrasonic sensor is used in the obstacle detector for autonomous car
based on bats echolocation algorithms (see [12]).

Algorithm for speed optimization in autonomous driving regime
The proposed algorithm for speed optimization consists of the following steps:
Step 1. At the current moment t check the scenario: 1) ego and lead vehicle or 2) static obstacle
on the road / traffic light with red color.
Step 2. In case of scenario 1) Based on sensor data measure Dt, V2 and a2. Then solve the
optimization problem (5-8). In case of scenario 2) Measure Dt, then solve the equation system
(9-10).
Step 3. When the optimization problem (5-8) is solved, and the constraint (8) is violated, then
seek immediately a free lane to the left or to the right and go to the free lane. Otherwise the
distance Dt is too small and constraint (6) is also violated. There is a danger of collision.
Step 4. A time of 50 milliseconds is elapsed including the solution time for the optimization
problem (5-8) / equation system (9-10) and the reaction time tr. Let the current moment is denoted
by t. Go to Step 1.

MATLAB simulation
For the simulation the Driving Scenario Designer app is used (see [13]) in MATLAB R2018b.
Different possibilities for MATLAB simulations are available, integrating the Simulink, the
sensor fusion algorithm, ego vehicle dynamics, a driving scenario reader, and radar and vision
detection generators. For preventing accidents by identifying critical situations early and warning
the driver, it could be used automatic emergency braking with sensor fusion (see [14]). Also a
forward collision warning using sensor fusion can be tested (see [15]). The proposed algorithm
can be tested on a sample of different scenarios.
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Conclusion
An algorithm for speed optimization in autonomous vehicles is proposed. In case of scenario with
ego and lead vehicle, optimization problem is formulated. It should be solved every 50
milliseconds and the speed is regulated by sending the correspondent commands to the throttle
and steering actuators, as well as to the breaking system. In case the scenario includes only the
ego vehicle and a static obstacle on the road (or a traffic light with red color), an equation system
is solved. The proposed algorithm should be tested on a sample of different scenarios. In
comparison to the known speed optimization algorithms it is relatively simple and easy for
implementation. Another features of proposed algorithm are that it is efficient and effective. This
novel algorithm could be implemented successfully as a software component in real vehicles.
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Abstract. Euclid’s algorithm remains to be the most efficient method for finding the greatest
common divisor of two full numbers. This method for finding the greatest common division of
two positive integers has been analysed radically for ages. Almost all mathematical segments use
the GCD and the Euclid algorithm. If this algorithm is not applied, that means that the actual
segment is not investigated in depth. This research paper is going to present a program made with
Swift, as the most effective and modern programming language, which has improved the actual
existing application for finding GCD. By using the meaning of congruences this research paper
will make a modification in the note of Euclid’s algorithm by removing some not important steps,
but doing the modulation and simplification of every step. Here are discussed both classic and
modified methods, by putting appropriate codes and observe the duration of the calculation
through the computer.
Keywords: Algorithm, Euclid, GCD, modification, congruence.

Introduction
Nowadays we are living in the age of computer where all the sciences are connected with
mathematics. The mathematics itself is divided into algebra and geometry. Almost every part of
algebra is dependent from greatest common division (GCD) which uses Euclidean algorithm [3].
But not only algebra needs GCD, also sometimes the algorithm is used in geometry. Before using
this method you have to know how to divide. When there are no more digits to divide, the final
difference is the remainder. Mathematically, the greatest common divisor of two integers, is the
largest integer that divides both two integers. In the sections below we are going to discuss
about
GCD and its types, then the Euclidean algorithm will be explained in depth and in the end we are
going to present our method of calculating GCD.

The Greatest Common Divisor (GCD) - Euclid’s Algorithm
There are three main methods to find GCD [1]. The first one is the easy method of inspection
which is applied between two numbers a and b by finding the one number which divides both of
them and so on until the result is found. The other method is
prime factorization method. In this method the first step is to break each number into the prime
factorization and then define all the factors that they have in common and after that by
multiplying these together we find the GCD. And the las one is the method in which we were
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focused the most, it is the Euclidean algorithm method [2], which performs division first from
smaller then to the larger of two numbers, followed by the reminder, until the reminder is zero.
This algorithm has been studied since the Gaussian time and nowadays with the development of
new sciences the focus on this algorithm has grown [4]. In this research we are focused on the
Euclidean algorithm for finding the greatest common division by simplifying the Euclidean
algorithm with modulation. The GCD is described and defined in the mathematical way
Definition 1.1 The largest common division of integers a1 a2 an is called the largest natural
number that completes each of the given numbers.
The greatest common division of numbers a1 a2 an is symbolically marked with

(a1, a2, …, an).
Definition 1.2 Two full numbers a1 and a2 are called simple between each other or
mutually simple, if a1 a2

a n.

Theorem 1.1 (The subdivision algorithm) We have a given natural number . Each integer can
only be presented in the form:

a = bq + r (1)
Where and are integers and r = (1,2, 3,…, b − 1).
In the section below we are going to prove that the equation a = bq + r appears always in this
form. Where a is the first number of the algorithm for finding GCD,
and b is the second number. In this case is called the quotient while the remainder during divide
of the number
with
Proof:
We mark bq with the largest multiple of that does not exceed , then we will have:
bq ≤ a < (q + 1)b
Consequently,will be equal to one of the numbers:
bq, bq + 1,bq + 2,…, bq + (b − 1)
So, can appear in the form a = bq + r.
Let’s show that the appearance of the number
in the form a = bq + r is single. Suppose that
the number can also appear in the form
a = bq1 + r1
(2)
Where and are integers and r1 = (0,1, 2, . . , b − 1).
From (1) and (2) we have
bq + r = bq1 + r1
b(q − q1) = r − r1
Therefore q is multiple of , but since r − r1 | < b and q is multiple of then we must have r − r1 =
0 , r consequently q
In this way we provide the existence and uniqueness of the appearance of the number in the form
a = bq + r

Example 1.1 Let it be Now we have:
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−10 = 4 × (−3) + 2 0 < 2 < 4

There are several methods to find the GCD of two numbers, one of which is the Euclid algorithm.
Based on the Theorem 1.1, during division of the number and we have
a = bq1 + r2
0 ≤ r2 < b
where is the queue and 2 is the remaining partition of the number with
If r2 = 0 process is considered completed, if r2 ≠ 0 we divide with 2 and we have:

b = r2q2 + r3

0 ≤ r3 < r2

If r3 = 0 process is considered completed, if r3 ≠ 0 we divide 2: with 3 and we have
r2 = r3q3 + r4

0 ≤ r4 < r3 etc

It continues in this way until the residue becomes zero. The final reconciliation of this process
will be:
n−1
rnqn
In this way, from the above process, we draw the reconciliations:
a = bq1 + r2
0 ≤ r2 < b
b = r2q2 + r3
0 ≤ r3 < r2
r2 = r3q3 + r4
0 ≤ r4 < r3
……………………….………………………………….
rn−2 = rn−1qn−1 + rn
0 ≤ rn < rn−1
n−1
rnqn
Let us consider equalization (1). While taking in consideration given Theorem 1.1.1 and Theorem
1.1.2, it is easy to notice that the common divisor of numbers and matches with the common
divisor of numbers and 2, likewise they are common divisors of , numbers 2 and 3 , numbers 3−
and 4 numbers n-1 and , finally with the divisors of the number n
In addition we have
a , b) = (b, r2) = … = (rn−1, rn) = rn
So, n is the last remaining different from zero and basically this is the largest common divisor of
numbers and
Example 1.2 by using the Euclid’s algorithm, find the largest common divisor of numbers and
The last residue different from zero is 5. Therefore, the largest common divisor of numbers 520
and 125 is 5
Theorem 1.2 ([1], page 12). To find the largest common divisor of numbers

a1 a2

an we calculate the following:

(a1, a2) = d2, (d2, a3) = d3 , …, (dn−1, an) = dn, so (a1, a2, …, an) = dn
Example 1.3 Find the largest common divisor of numbers

95

0,14, 32,9
10,14) = 2, 2,32) = 2, 2,98) = 2 so 10,14, 32,98) = 2

New Proposal - Modifying the Euclidean algorithm
As this algorithm is one of the most discussed algorithms of mathematics it also has many
theoretical and practical applications. One of its approaches is a key element of the RSA
algorithm, a public-key encryption method used in e-commerce. The modification is based on
the use of remainder, where appropriate, which can reduce the number of iteration steps
substantially. There are modified Euclidean algorithms which extend it to find the result but with
lest steps to complete it. If we consider the following system of modular equations
x ≡ c1(m odb1), x ≡ c 2(m odb 2), …, x ≡ cn (m odbn)
Where and are integers, and , i = 1,2,...,n are pairwise relatively prime [5]. The result is used to
solve the system of linear modular equations in one variable
Definition 2.1. Let it be
and ∀a, b ∈ ℤ, we say that is
congruent with the module
then and only then if m |(a − b).
If is congruent with
based on the module, this fact symbolically is marked
a ≡ b (mod m)
By using the congruence we make a modification in the presentation of the Euclid’s algorithm
Let suppose that a , b ∈ N and a
b.

We calculate rk−2 ≡ rk(m odrk−1), where 0 ≤ rk < rk−1, since the residues are coming down,
then There is the moment when we take rk−1 ≡ 0(m odrk ).
The last remaining different from zero, so k is GCD of numbers

and
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Example 2.1: Calculate GCD (3768, 1701)
3768 ☰ 366 (mod 1701)
1701 ☰ 237 (mod 366)
366 ☰ 129 (mod 237)
237 ☰ 108 (mod 129)
129 ☰ 21 (mod 108)
108 ☰ 3 (mod 21)
21 ☰ 0 (mod 3)
So, GCD (3768, 1701) = 3
1 Test and Results
Pseudo-code: The next section will explain the code that enables the GCD calculation. As shown
below, we have three different functions for computation and reaching to the result, where in
Figure 1 there is a function without recursion, in the second with recursion, whereas the third
represents the function of the Euclid’s algorithm step by step
func gcdModified(a: Int, b: Int) -> Int {

var a = abs(a)
var b = abs(b)
repeat {

let x = a % b a = b
b=x

} while (b > 0)
return a

}
Fig. 1 - Function for GCD without recursion
From Fig. 1 we see that a function (method) is created, which returns the integer value and accepts
two parameters a and b, which are also integer value. Then two variables a and b are declared
which values take from the function parameters by attaching the absolute value that we use in
this case as: var a = abs(a).
Further, a loop that is repeated is the variable b to reach the value 0. Within the loop overwrite
the value of variables a and b, where in the first case the variable a receives the value of the
variable b, whereas the variable b is equal to the module of variables a of b. Once the loop is
initialized, the result is returned which will be stored in the variable a and at the end the function
returns the value of the result through the variable a.
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func gcdRecursion(a: Int, b: Int) -> Int {

if b == 0 {
return a
}
return gcdRecursion(a: b, b: a % b)
}
Fig. 2 - Function of GCD with recursion
Fig. 2 presents the calculation of GCD with recursive method, which also in its function contains
two variables a and b which are integer type and also the whole function returns integer value.
Then an if statement is created, in which condition we have the equation b with the zero value,
so this condition will only occur when b is the value 0. If this condition is valid then no additional
calculations are performed and the function ends by returning the variable a. But if the condition
is not met, then the function with different parameters or variables is rewritten by assigning the
parameter a to the parameter value b, while parameter b modulating a and b.
The function shown in Figure 3 as mentioned above is the introduction of the GCD result through
the Euclid’s algorithm, which also initially creates a method that returns the integer value and
also accepts two parameters a and b which are equal to the integer value. Furthermore, the
variables a and b are stated, which are taken from the function. The same loop is used as in the
above function which repeats until b gets the value 0. The loop contains a variable that gains the
value by dividing a with b and another variable r whose value is derived from the residue of a
and b.
Then the inscription of the variable a with the variable b, and the variable b with that r. The result
of the function is also stored in the variable a which is given once the function is executed.
func gcdEuclid(a: Int, b: Int) -> Int {

var a = abs(a)
var b = abs(b)
repeat {

let q: Int = a / b
let r: Int = a - (b * q)
a=b
b=r

} while (b > 0)
return a
}
Fig. 3 - Euclid’s Algorithm for calculating GCD
Table 1. Classical Euclid’s Algorithm and modified one for finding GCD.
GCD

Tens Input

Hundrends
Input

Thousands
Input

Longer Input

Classical

0.001507 sec

0.001485 sec

0.001376 sec

0.012106 sec

Modified

0.000218 sec

0.000420 sec

0.000389 sec

0.000781 sec

98

Table 1 presents the calculation time of GCD classical Euclidean algorithm and modified one.
According to the table we see that the modified algorithm is faster up to 15 times than the classical
one. In this example are used different inputs from the small values until the bigger ones. From
this experiment the classical method takes more time to execute the result, while the modified
one reminds almost the same, or increases just for 0.0004 sec
Programmed in Swift language with CoreFoundation and UIKit library.
Tested in Apple MacBook 2013 Early, with performance:
Processor: 2,4 GHz Intel Core i7
Memory: 8 GB 1600 MHz DDR3

Conclusion
The focus of this dissertation was on one of the most famous algorithms used to find the greatest
common divisor. It is our hope that this paper has been of interest to teachers of mathematics and
to students of mathematics, computer science and other sciences where the algorithm is applied.
The introduction to the Euclidean algorithm should be of interest as it is an easy and most usable
way to find the greatest common divisor.
Computer programme (in Swift) has been written to calculate the greatest common divisors of
two integers by the Euclidean algorithm. By using the congruences this research paper has made
a brief explanation of modified Euclid’s algorithm by removing some not important parts of it
but doing the modulation and simplification of every step.
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Abstract. Nowadays, fast and accurate access to data is very important. Usually data is managed
and processed through software applications. In recent years, the most preferred programming
model by most application developers is Object Oriented Programming (OOP) where data is
represented through objects. These data must be persistent and therefore needs to be stored, and
storage can be done on a variety of databases. The most common databases are Relational
Database Management Systems (RDBMS). While persistence of objects in RDBMS is limited
by object-relational mismatch which is the inconsistency of the direct interaction between two
components based on different approaches, OOP object on one side and RDBMS table data on
the other, Object-relational mapping (ORM) can be used as a solution. ORM maps the data stored
in database tables into the application objects. In other words, ORM persists data from application
environment to that of the database. In this paper, we use the Java Persistence API (JPA)
specification which provides the characteristics of the ORM technique for developing Java
applications. A comparison of three JPA providers was performed by implementing three JPA
applications in order to conclude which JPA provider has a better performance.
Keywords: Java, Persistence, JPA, EclipseLink, Hibernate, OpenJPA, Object, Relational,
Database, ORM, OOP

Introduction
In general, the existence of a software application is directly related to data. In recent years, the
most preferred programming model by most application developers is Object Oriented
Programming (OOP). In OOP, data is represented by objects [1]. When an object is created during
the execution of an application, its scope is limited by the application lifecycle. So the scope of
the object ends with the completion of the application that created the object. It is therefore
necessary for the objects be accessible beyond the process of their creation and to achieve such
an objective the objects need to be persistent [2].
Persistence of an object means preserving the state of the object so that we can later access it for
reading, processing and representation. Objects information can be stored in any database and, in
terms of storage, this can be accomplished by simply storing this information in an ordinary text
file. However as per the part of reading and processing this information from the file, the process
is rather difficult, based on the fact that there isn't any rule according to which the structure of
this information will be adapted from ordinary text files back to objects [3].
There exist different data models used for persistence purposes such as the less used data models
like hierarchical model (Hierarchical Data Model) and network model (Network Data Model)
and also the more popular ones where the most popular is the relational model (Relational
Model)[4][5]. The most widely used databases are Database Management Systems (DBMS)
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which offer reliability, higher performance, faster access, and concurrent transactions, while the
most common DBMS are the Relational Database Management Systems (RDBMS) [3].
Although RDBMS are very popular, the persistence of objects in RDBMS is limited by
something known as object-relational impedance mismatch. "Object- relational impedance
mismatch" is caused by the inconsistency of the direct interaction of two components based on
different approaches, object-oriented approach (object in OOP) on one side and relational
approach (table data in RDBMS) on the other side [6]. The most common method for solving
this mismatch is the use of Object-Relational Mapping (ORM) technique. The most common task
of an ORM is to map (transform) the data stored in the relational database tables into the
corresponding objects depending on the type of relation, and vice versa [7].
In this paper we will focus on the Java Persistence API (JPA) specification / standard that enables
software application developers using Java programming language to benefit from the properties
of the ORM technique while developing software applications using Java. More specifically, we
will focus on analyzing and comparing the performance of JPA standard providers/
implementations

Persistence in Java
Java Database Connectivity (JDBC)
One of the ways to achieve data persistence in Java is to use Java Database Connectivity (JDBC).
JDBC is a Java Application Programming Interface (API) that defines how an application
interacts with databases through which SQL statements can be executed. JDBC also provides
database transaction management[8].
Since different databases use different SQL dials, though JDBC is independent of the database,
its use should be made through the specific "driver" of the database. Figure 1 shows the
communication scheme of a Java application with a database via JDBC. Thus, using only JDBC,
most database actions such as returning data to objects and vice versa should be handled manually
by application developers. These include actions such as creating a database connection, creating
and retrieving data from the database etc.[8].

Fig. 1. Communication of Java application with database through JDBC
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Although as mentioned above, JDBC is database independent, SQL statements are specific to
each of the databases. Therefore, software developers should write SQL statements in the specific
database dialect in which data is stored[9].
Considering all the manual work that a software developer needs to do to persist data between
the Java application and the database, an easier solution to this issue is required. As a result, Java
Persistence API (JPA) has been developed which basically works above JDBC, and in terms of
data persistence, makes the software developers' job much easier by automating actions regarding
the persistence
2.1 Java Persistence API (JPA)
The Java Persistence API (JPA) is a Java specification that enables persistence of data between
Java objects and tables in a relational database. JPA has been developed as part of Enterprise
Java Beans (EJB) 3.0 specification which is part of Java EE 5 platform. The JPA provides a
support to the ORM which determines how Java objects can be mapped into relational database
tables. The JPA can be used both in Java Standard Edition (Java SE) environments and in Java
Enterprise Edition (Java EE) environments [10].
JPA is not a product but it's just a group of interfaces that can be used to persist data. However,
the JPA as a specification cannot be used for persistence therefore it is necessary to implement
it. To benefit from the JPA functionality we need a JPA provider. There are different persistent
providers who implement the JPA specification. JPA Most used providers are EclipseLink,
Hibernate and OpenJPA[11].
To develop a JPA application first we need an entity class (entity) that maps a database table.
Figure 2 shows a plain old Java Object - POJO[12] class used as an entity to map the physician
database table

Fig. 2. Mapping of Physician entity to physician table
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In Figure 2 we can also see different annotations like @Entity, @Table, @Id, @GeneratedValue,
@Column, @ManyToOne, @OneToMany and @JoinColumn which serve to specify what each
of the annotated elements represents in the object- relational mapping[13].
Another element that is necessary for the development of a JPA application is the persistence
configuration file "persistence.xml", which specifies the name of the persistence unit, the
persistence provider, the entity class names, database URL, database driver, user and password.
This file needs be placed in the META-INF folder of the main application folder[14].
The last but not the least step of persistence of data in this context, is the management of the
persistence unit defined in persistence.xml, thus enabling performing of actions (transactions)
with the database. This is enabled by using an EntityManager that manages the persistence unit
along with the entities specified in that unit. An instance of EntityManager is created through the
createEntityManager method of an instance of EntityManagerFactory. To create an
EntityManagerFactory instance we call the createEntityManagerFactory method of the
Persistence class where the name of the persistent unit defined in the "persistence.xml" file is
sent as a parameter. EntityManager, EntityManagerFactory and Persistence along with the above
mentioned annotations are part of the Java javax.persistence package[14].
The JPA uses JDBC to communicate with the database, but in order to be database independent,
Java Persistence Query Language was created, which is an independent language specific to
JPA[15]. The JPQL syntax is very similar to that of SQL. The main difference between SQL and
JPQL lies in the fact that SQL is used with database tables, while JPQL is used with Java classes
and objects [16].

Objectives
While there are many JPA providers, only the following providers are analyzed:
EclipseLink, Hibernate and OpenJPA.
The objectives of this paper are as follows:
•
•
•

Objective 1: Implementing three JPA applications that will enable performance testing
for three JPA providers selected for comparison
Objective 2: Achieving a conclusion about which JPA provider performs better in
executing specific categories of selected functions
Objective 3: Achieving a conclusion about which JPA provider has the best overall
performance

Implementation and testing
For every JPA provider selected for analysis, a JPA application has been implemented. All JPA
applications were implemented and tested in the same environment. The implementations were
based on the same database schema that is presented in Figure 3 and each table was mapped to
the respective entity
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Fig. 3. Database Schema
A JPA Controller was created for each entity. A JPA Controller is an entity wrapper class that
enables the communication with the database so that basic functions such as retrieving, creation,
editing, and destruction of data can be performed with from and to the database[17]. These JPA
Controllers are customized in order to support functions such as: Saving, Updating, Deleting,
Searching and Counting.
Twenty-one experiments were conducted with some of the functions by eliminating functions
that have similar complexity while these functions were divided in three categories
•
DML Functions (Inserts, Updates, Deletes) – Seven (7) functions
•
QUERY Functions (Selects) – Eight (8) functions
•
Agregate COUNT Functions (Counts) – Six (6) functions
Performance analysis and comparison were conducted in terms of completion speed of the
functions mentioned above. Each experiment was repeated ten times and the average of the
results of the last five measurements was calculated. In this way, for the first five repetitions we
avoided the effect of the absence of the MySQL Query Cache which preserves the text and the
result of a repeated query [18]. The experiments were be developed according to the algorithm
shown in Figure 4:
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Fig. 4. Experiment algorithm

Discussion and Conclusion
The main objective of this paper was the implementation of three JPA applications which enabled
the performance testing of three JPA providers selected for comparison. By achieving the first
objective, it was also possible to achieve two other objectives that were the conclusion of which
JPA provider has better performance in the execution of the specific functions selected for testing
and also coming to a conclusion about which JPA provider has the best overall performance.
If we analyze the results presented in Figure 5, we notice that different JPA providers have better
performance in different functions. On the category of DML functions, we can see that OpenJPA
is in the first place with the fastest performance, followed by EclipseLink in second place, while
Hibernate is in the third place. On the category of QUERY functions we notice that Hibernate
has the fastest performance in the first place, then EclipseLink in second place, and OpenJPA is
in third place. Also on the category of COUNT Aggregate Functions, we can see that Hibernate
is in the first place with the fastest performance, EclipseLink in second place with the second
fastest performance, while with the third fastest performance is OpenJPA in third place. In this
way, based on performance in specific categories, we have Hibernate with better performance in
two separate categories, OpenJPA in one category, while EclipseLink in none of the categories,
listing Hibernate first, OpenJPA second, and EclipseLink third

Fig. 5. Experiment results tables (in microseconds)
However, if the results are analyzed in general and given the fact that we have three JPA providers
and we can have three types of performance, then the overall performance can be analyzed by
evaluating the JPA providers according to the rankings for each function. The best performer of
a specific function will be scored with three (3) points, the second best with two (2) points and
the third best with one
(1) point. Then based on the data presented in Figure 5 we have this rating based on the points:
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EclipseLink:

Six times the first place (6 x 3 = 18), 13 times the second place (13 x 2 = 26) and
twice the third place (2 x 1 = 2), we have the total of 18 + 26 + 2 = 46 points.
Hibernate:

Ten times the first place (10 x 3 = 30), four times the second place (4 x 2 = 8) and seven
times the second place (7 x 1 = 7), we have the total of 30+8+7 = 45 points.
OpenJPA:

Seven times the first place (7 x 3 = 21), three times the second place (3 x 2 = 6) and 11
times the third place (11 x 1 = 11), we have the total of 21+6+11 = 38 points.
Based on the above estimation we conclude that in terms of overall performance, the
best performer is EclipseLink with 46 points, the second for a slight difference (0.02%)
is Hibernate with 45 points and the third is OpenJPA with 38 points (with about
17.39% less points than EclipseLink).

Future Work
In this paper we used general configurations for JPA providers selected for analyzing and the
experiments have been developed with a relatively small database. Data was randomly generated,
since for experiments on a larger database usually need larger amount of time, where it happens
that the execution of a function can last for hours and sometimes even days.As the orientation of
a future research we may have the use of same JPA providers with the an optimal configuration
that is recommended by each provider, based on a larger database with real-time data, and in
applications developed in Java EE environments.
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Abstract. Protecting confidentiality of data is a serious challenge since attacks can be internal or
external; another challenge is the constant change of technol- ogy where with its change we can
see the gaps in most algorithms or certificates that are used for the encryption of data.
Demand for securing data in efficient and reliable way is always increasing and we can say that
cryptography is vital in fulfilling those demands. Nowadays, we have many algorithms for
encryption and decryption such as AES, DES, RSA, etc. Most of these algorithms result in certain
issues such as lack of stability and poor performances when searching for data.
This paper focuses on data encryption within the database, by proposing spe- cific algorithms for
generating keys for encryption and decryption. By imple- menting and applying the proposed
methods, we improve the security, perfor- mance and reliability in the usage of data.
Keywords: Encryption, Decryption, Asymmetric, Symmetric, RSA, AES, DES, Certificate,
Cryptography, Cryptosystems.

Introduction

Any business that wishes to remain competitive in the e-commerce must have a com- prehensive
security platform in communication with partners and suppliers [1]. The biggest challenge today
is data protection, but in order to have a truly secured data cryptographic methods must be
applied.
Cryptography is the science related to the encryption and decryption of data using several
mathematical methods. Cryptography offers the following:
•
The authentication of the user
•
The integrity of data
•
The non- repudiation of data
•
The secrecy of data
Cryptography enables us to send encrypted data safely in network, so the message can’t be read
by anyone other than the authorized person, while Cryptanalysis is con- cerned with the
analyzation and decryption of this data [2] [3]. Cryptanalysis refers to
the ciphertext with the intention of finding vulnerabilities and the discovery of the key, while the
science concerned with Cryptography and Cryptanalysis is called Cryptology [4]. So, it is
impossible to encrypt or decrypt without sufficient knowledge in both fields. These cryptographic
methods allow us to have confidentiality and integrity
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Related Work
With the rapid spread of information technology and the use of the Internet, the demand for trading
exchange through electronic means has increased and the exchange of eco- nomic data has
become unavoidable, but on the other hand, the risk of this data getting abused has also increased.
The demands for the encryption of database management systems increases as at- tacks on data
become more complex. The financial sector and e-commerce, which re- quire safe transfers of
data or data encryption during each bank transactions, are among the most affected, according to
many sources and statistics [5]. The data shows that in the last 6 to 9 months, banks have been
increasing their security and the security of the data that were sent to the firms of FinTech through
their applications [6].
Today it is almost impossible to imagine leading a business without having recorded sensitive data,
such as client names, credit card numbers, bank account numbers, pass- words, e-mail addresses
or other Personal Identification Information (PII) in databases like SQL Server. If a business must
fulfil data security regulations like PCI-DSS, HIPAA / HITECH, GLBA / FFIEC or GDPR, this
data must be coded in order to protect the clients and to prevent the loss of this data [7].
A new module was added to SQL equipped with Transparent Data Encryption (TDE) and
Encryption Key Management (EKM). SQL Server allows for the creation of data with
hierarchical and a central management. In this hierarchy, asymmetric and sym- metric keys can
be saved outside of SQL Server, in an Extensible Key Management module (EKM) [8].
Even though the RSA algorithm is very secure, it is rarely used in smart cards, due to its long
computing time. RSA with an asymmetrical algorithm is relatively slow and for this reason is
improper for the encryption of large messages [9], [10].
To protect this economic data from abusers we believe that encryption methods must be applied,
so in case of the acquiring of data, it will be encrypted.

Research Methodology
The methodology is mainly based on secondary literature review, including scientific material
such as various researches, published articles and books from prominent au- thors in the field of
security. As a research for the realization of these most unified and efficient methods, we analyzed
and compared different existing classical and modern encryption algorithms.
Research has been done on theoretical mathematical concepts, cryptology concepts and SQL
Server’s encryption hierarchy through the use of scientific material.The methodology used in this
case study is based in the experimentation method through testing the proposed hypothesis, then
the results were analyzed and in the basis of the data obtained through this experiment the
hypothesis’ conclusion for the im- provement of security, performance and reliability of the data
was reached
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Experiment
In this case study, two algorithms for the generation of sets used in the creation of the key and
index for indexing of the tables were proposed.
The first proposed algorithm is a function of this form:
= 6𝑡 + 1, t ∈ N

(1)

Where based on the features of simple numbers we can form sets for the generation of keys. We
name this algorithm AV (Ajni-Valdet). The generated values from the Algo- rithm AV are saved
in an individual table in the database, where from these values we generate keys for the encryption
and decryption of data.
The index will be derived from the value of (n) and based on the second algorithm we will
generate the values of the indexes for each level, where the id of the index will be binary.
We name the algorithm RIG (Rigon) and is a function of this form:
i_id = n – 2
For the protection of these values, we create two tables. In the first table we save the values e, d,
p, q, n, generated from the algorithm AV, while in the second table we save the indexes for
indexing generated from the algorithm RIG.
The keys and id-s are separated in levels and depending on the level of encryption we want, we
take the key for encryption and decryption, and the appropriate id for the indexing of tables
generated from the algorithms. In the table below, we show the sche- matic format of exchange in
the levels of the generation of the keys and id-s:
Table 1. The generation of keys and the exchange of indexes in levels.

i_id
ClusteredIndex1000111
......

Set_Id
Level 1
Level n

we encrypt the first level, then the encryption and decryption are done in this manner:
Table 2. The Private Key, the first level of the encrypted text

The encryption of the first level with the set (5, 11)
(e_id, n)
The Public Key
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Table 3. The Public Key, the decrypted text of the first level

Decryption of the level
(d_id, n)

First level
The Private Key

The algorithms and methods proposed above for the generation of indexes and keys for
encryption and decryption holds weight for all the indexed table levels based in the SQL Server

RSA Algorithm process
Below through a diagram we show the process of the RSA algorithm and the exchange of indexes.
The database’s administrator chooses the security level, index id, keys and other data are taken
from the table for creating keys. All processes are checked in the beginning and all changes in
security level and index length between the new indexes are joined from an existing joint

Fig. 1. Block Diagram - Hierarchy of the encryption process - decryption and exchange of indexes.
All this implementation is made possible through the Extensible Key Management module
(EKM) which holds symmetric and asymmetric keys by placing them in two unique tables inside
the database. This module type and the implementation of the pro- posed algorithms is done only
trough the only in the 2008-2016 version of SQL.
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The result of testing the Algorithm
We have concluded that the process of decryption through the proposed methods of encryption
and decryption of data with the use of indexing is more efficient than the normal methods of RSA
in SQL Server.
The test was performed on
•
A laptop containing a processor Intel® Core™ i3-2328M Processor and Memory 4
GB
•
Operative System - Windows 10 Pro
•
Tools - SQL Server 2014 Management Studio
•
Database - SQL Server 2014 version 12.0.2269
•
Key length is 2048 bit.
Below in the graphic table, we have shown the results of the test

Time in which the query was executed in
(ms)
250
200
150
100
50
0

Without
encrytion

Decryption with
Decryption
indexing
without indexing

Fig. 2. Comparison and execution of the query before and after encryption and decryption
Therefore, since indexing in an efficient manner increases performance by at least 22%, it is very
important that indexing be done in each table and so with this experiment, we prove the
hypothesis and the result is positive

Conclusion
The reason for choosing encryption and the exchange of indexes is that cryptography is concerned
with the addressing of data, while indexing represents the physical order- ing of data in a table
.We analyzed in this paper the technologies and possibilities of encryptions of data offered by
Microsoft SQL Server. For data encryption, we have proposed a new algo- rithm called AV for
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the generation of keys. Keys are separated into levels, where each level has its own key and index,
where indexing is done based on the other algorithm called RIG.
It is concluded that the process of decryption with the use of the proposed methods for the
encryption and decryption of data, indexing, is more efficient than the normal methods of
encryption and decryption of the RSA algorithm found in SQL

Recommendations
We recommend that during the encryption of data in the database we must be careful what type
of security we choose, because if we choose digital certificates, digital sig- natures or other
similar methods we haven’t encrypted the data, but only secured the channel where the data is
transferred since these methods are used to verify the identity of the user, but don’t encrypt the
data.
It should be mentioned that it’s the key that must be kept secret and not the method we have used
for the encrypting of data and also that we should encrypt data in different levels and so that we
may have more than one level of security. If all these are applied that we can say that with the
implementation of the methods and algorithms proposed here, we can conclude improvements in
terms of performance, security and reliability of data.
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Abstract. According to a vision for eHealth that was launched in 2016 by the Swedish
Government, Sweden will be leading the way in using the potential of digitalization and
eHealth to help people achieve a good and equal health. To achieve this vision, we argue
that initiatives in eHealth need to augment the traditional health perspective. This implies a
more preventive approach that transforms the health concept to a continuous participative
process over the life course. A stronger emphasis is needed to develop high quality mobile
and web based systems in order to empower people to pursue a healthy lifestyle. A topic of
particular significance is how mobile applications may utilize the theoretical principles for
behavior change. In this context, it is relevant to analyze how nudges can be implemented in
order to promote preferred behavioral patterns.
Keywords: eHealth, mobile health, nudging, preventive paradigm

Future Welfare Challenges and a Vision for eHealth
Due to the changing demographics in Europe, one of the challenges in the future will be
financing high quality welfare. The aging population is a product of a longer life expectancy
as well as fewer children who are born per family. As an aging population is associated with
higher costs for health care, and a shorter amount of the life span is devoted to labor, these
changes increase the load of the demographic dependency ratio and will consequently pose
challenges for welfare. [1] In order to ensure equal and efficient health care coverage over
the country, Sweden is currently putting a lot of effort in to eHealth. What is more, eHealth
is also seen as a facilitator to increase patient participation and influence [2]. In Sweden, the
term eHealth is commonly described in line with the definition by the National Board of
Health and Wellbeing:
“By health, we mean physical, mental and social well-being. E-health is about using

digital tools and sharing information digitally to achieve and maintain a good level of
health.” [3]
In 2016, the Swedish Government and the Swedish Association of Local Authorities and
Regions (SALAR), launched a vision for eHealth:

“In 2025, Sweden will be best in the world at using the opportunities offered by
digitization and eHealth to make it easier for people to achieve good and equal health
and welfare, and to develop and strengthen their own resources for increased
independence and participation in the life of society.” [4]
To fulfill this vision and to build a solid foundation for further eHealth initiatives, an eHealth
action plan was also launched for the years 2017-2019. The plan focuses mainly on three strategic
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areas: regulations, a more standardized use of terminology and standardization from a technical
perspective. [5]
The eHealth organizational structure on national level is also introduced in the action plan [5]. A
challenge in the implementation of new systems, standards or processes is that the Swedish
county councils are self-governed and have their own political organization. In addition, there is
also a range of private health care providers.
What is more, the action plan emphasizes the need for more cooperation and exchange of
information between caregivers, and from caregiver to patient [5]. This care-oriented side of the
eHealth development is undeniably a crucial part of the work that is needed to realize the eHealth
vision. However, as the vision also implies individual empowerment and a holistic and
participatory perspective of eHealth, we argue that it is equally important to undertake actions
that address the preventive and proactive approach. [6, 7] This can be done for example by
emphasizing the systems and solutions that are commonly used by the public. Mobile and web
based solutions may need more attention to understand how to empower people to pursue a
healthy lifestyle and how information environments online facilitate health decisions in the
society.

To Achieve Good Level of Health
The endeavor to “achieve and maintain a good level of health” must be a continuous process over
the life course. Some of the largest challenges to health care today are no longer challenges of
biomedical nature, but rather connected to lifestyle, health related behaviors and choices [8]. The
preventive and proactive perspective of eHealth empowers the individuals to be aware of their
health status and, at the same time, it also implies that individuals have responsibility to lead
healthy lives [6]. Consequently, this approach comprises numerous decisions that an individual
makes in order to adjust one’s behavior and lifestyle. Health supporting technologies and mobile
health devices play an important role as they can provide information and support for rational
decisions. In this context, it is also relevant to explore how nudges can be implemented in a digital
context in order to promote preferred behavioral patterns. Nudging is a theoretical concept [9,
10] that describes purposeful design elements within a specific environment, with the aim to alter
people’s choices in predictable ways without enforcement. In this work, we use the concept of
technology mediated nudging, to emphasize the need for convergence between the digital context
and actual real-life choices and behavior

Mobile Health - a Paradigm Shift in the Consumption of Health
The rapid development of mobile systems is transforming how health is consumed, delivered and
monitored, with opportunities for more personalized services as well as more effective public
health monitoring systems [11]. The potential of this area is emphasized by both the United
Nations and the WHO [11] and is often termed mHealth or mobile health. mHealth is described
as a sub area for eHealth, where health work is supported by mobile and wireless technologies
[11].
The development of mobile health applications, wearables and self tracking trends can be seen
as a part of a greater paradigm shift in the consumption of health [6].
Mobile health technologies involve the opportunities to empower patients with tools for
measurement, previously only available in health care settings [12]. And also access to
information in real time and real life settings. This may involve a re- distribution of power
between the health professional and the individual patient [6]. Smartphones have changed our
daily habits and are now a necessity for many people. Communication, travel, entertainment,
education, finance and many other aspects of life are now managed through this technology, and
most people spend several hours a day interacting with their mobile phones [12]. The rapid
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change, in which we have adapted to smartphones and changed our habits and lifestyles around
this small device, reveals some of its persuasive nature. Hence, there is a fair amount of interest
in how mobile devices can facilitate behavior change to support people towards a healthier
lifestyle. For example by encouraging users to increase their amount of physical activity [13],
support smoke cessation [14], weight management [15] and support adherence to medical
treatments such as vaccination [16, 17]. But still, many challenges remains as security, regulatory
[12], adoption and adherence strategies need more evidence [16]. More research is also needed
to understand how mobile- based interventions can be better grounded in theory [13]. A topic of
particular significance is how mobile applications may utilize the theoretical principles for
behavior change. In this context, it is relevant to analyze how nudges can be implemented in a
digital context to promote preferred behavioral patterns.

Nudging
Nudging is a concept developed by Thaler and Sunstein [10] within the area of behavioral
economics. A nudge is described as a purposeful design element within a specific choice
architecture (environment), which may alter people’s choices in predictable ways without
enforcement. The approach has been used for example in politics, economy, and policymaking
and to promote desirable, more sustainable or healthy choices. A few examples are shifting to
smaller plates, placing vegetables first in restaurants, or using default options when we want
people to choose more wisely [10]. In public health, nudges have shown some promising results
and they seem to be more efficient in changing health behaviors than the traditional approach of
providing information and expect rational decisions [18].
Nudges are based on the notion that human decision-making is often biased, nonrational and depending on the context. What is more, many behaviors are routine based or
automatic, and done using a minimum of cognitive effort [8]. Many examples of non-rational
behavior are also expressed in health-related behaviors, or to be more precise, risk behaviors.
Smoking, choosing unhealthy food or avoiding exercise are examples of choices or behaviors
that most people engage in even though we are aware of the risks. These choices provide often a
short-term benefit, or are convenient, in contrast to the long-term health risks they pose. With
this being said, a somewhat paternalistic approach may be motivated to facilitate more healthy
choices [9, 10]. Thaler and Sunstein [10] further argue that there is no such thing as a neutral
design, and it is better to maximize the outcome to facilitate better choices, than leave it for
random, or even worse, help people make unhealthy choices. The philosophical idea
underpinning this approach is called libertarian paternalism. The idea of libertarian paternalism
is that people may need help in making the best decisions, and good design should facilitate good
choices. This without using coercion or force, or
taking other options out of the equation [9]; i.e. by placing fruit in close reach in a cafeteria,
people might choose the healthier option, but they should be free to choose other options if they
prefer, hence the idea of liberalism.
Nudges have been successfully implemented in a number of areas to guide behavior and choices
[8, 10]. Since an increasing amount of choices today are taking place in digital environments, the
design of information in digital interfaces is becoming increasingly important to understand
people's choices, hence digital nudging is proposed as an important area of research [19, 20]. It
is expected to become increasingly important within information systems research and design,
as the progression of knowledge within the behavioral and cognitive sciences are needed in the
design of interfaces [20]. This is particularly relevant in the eHealth domain.
Some examples of digital nudging is how information is framed, providing feedback, or setting
default options. Previous studies have contributed to causal evidence to the effect on user
behavior when manipulating some of these aspects in online environments [21]. In the health
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area, mobile devices that provide feedback to the user on sleep or physical activity are some
examples mentioned in the literature. However, more research is requested, to understand the
theoretical basis of nudges in digital interfaces, and how these can inform the design of persuasive
systems [20].

Challenges and Need for Future Research
Some of the challenges with guiding decisions in digital contexts, are the ethical concerns. Today,
many decisions online are affected by personalized environments such as social media, which
may in practice “re-inforce poor judgement” and tend to be based on social norms rather than
ethical choices [22]. As mobile devices are increasingly used to access information, these
interfaces are increasingly important to understand decision making at the moment it takes place
[22] - the ubiquitous nature of these devices means that they can inform users at the time and
place of almost every decision we make. What is more, how we are affected (nudged) by many
environments online is mostly opaque and increasingly dependent on algorithmic selection. This
is also important to relate to health decisions, and is an area that may need more research to
understand the impact on public health.
When discussing the ethics of nudges, it is important to keep the philosophical ideas of libertarian
paternalism in mind, and also Thaler and Sunstein's [10] guidelines that nudges should be
transparent, easy to avoid (without too much effort or cost), and also implemented to support the
individual to make good decisions for oneself. Herein lies the founding idea of libertarian
paternalism (ibid). However, the idea of libertarian paternalism is in itself criticized, and if these
disparate philosophical streams are truly compatible [23]. Also, how to unify this with the idea
of individual empowerment in the context of mobile health decisions leave room for further
discussions.
If nudges are used to support healthy behavior, it is hence important to clarify - who is being
nudged by whom, is the user aware of being nudged, what is the intended outcome [10], and in
the context of health -is the strategies and outcome in
line with medical evidence? An interesting example is mobile health applications and
devices that support exercise. Fitbit is one example mentioned in the literature [20], Other
examples could be to support smoke cessation, dietary behavior, or adherence to medical
treatments.
In these cases, one may assume that the individual user have taken an autonomous decision to
download or buy the specific technology, presumably with the goal to be more healthy, and
hopefully with awareness of the persuasive nature of these technologies. The intended outcome
(to increase exercise for example) is in line with medical evidence, even though the strategy (how
mobile applications best support this goal) needs more research. In this case, nudging can support
mobile health as both an explanatory framework, and also as a guiding process in the design of
persuasive applications developed to support behavior change. Given the case described above,
these devices can be seen as examples of ethically sound nudges.
The boundaries of nudging are another challenging area, as this approach is moving in to the
digital sphere. As traditional nudging is described in the physical environment, and digital
nudging is mostly associated with decisions within the digital context [19, 20], more research is
needed to clarify the mechanisms for how the digital context can be transferred to a physical
behavior. Health supporting technologies and mobile health devices would in this example fall
somewhere between traditional and digital nudging. Weinmann, Schneider and wom Brocke [20]
propose to apply the concept of digital nudging also when it include offline behavior. But since
this dimension may face new and different challenges than only directing activities in a digital
interface, we have chosen to use the concept of technology mediated nudging, to emphasize the
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movement and convergence between the digital and offline contexts when striving to support
health behaviors.
To conclude, Sweden as well as many other countries are currently going through demographic
changes which will put more strain on welfare in general and on health care in particular. To face
these challenges, the Swedish Government and SALAR are focusing on eHealth, which is
expressed in the Swedish Vision for eHealth 2025. We argue that initiatives and governmental
strategies in eHealth could benefit from incorporating a public health perspective. This would
also involve focusing more on the systems used by the public. Mobile and web based solutions
may need more attention to understand how to empower people to pursue a healthy lifestyle, thus
understand how information environments online facilitates health decisions in today's society.
In this context, we propose taking a closer look into how nudges can be implemented in order to
promote preferred behavioral patterns. Nudging has been extensively used in policy making and
in physical environments to promote better or healthier decisions. More research is needed to
understand how nudges can be implemented in digital contexts. Some challenges when
implementing nudges to facilitate behavior change, are the ethical implications, as well as the
boundaries of the context or “choice architecture” when nudging is transferred between online
and offline contexts. The mobile health domain is here of particular interest. We propose that
more research is needed in this area.
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Digital image processing is an area that finds many applications in three-dimensional graphics.
One of the subjects considered in image processing is detection of moving objects.
In this paper, we have analyzed the performance of an algorithm that detects a moving object.
The performance relates to the speed of moving object during a pre-determined time interval.
The methodology supports Matlab integrated with built-in functions. Specifically, as input of the
simulation model is a video material containing moving objects. The model reads a video file
presenting moving objects; after the model is executed in Matlab, the output emits moving objects
associated to selections moving accordingly with moving objects.
The performance analysis consists on tracking the people/objects from the colored markers as
accurately as possible. This simulation serve for further research that lead to the generation of a
practical product of detecting movable objects.

Keywords: object, individual, performance, algorithm

Introduction
The field of study of computer vision is a space of space that offers considerable challenges in
the digital image processing and digital processing of video for research purposes and the
development of concrete applications such as: biometric processing, applications in civil and
military security cameras, etc.
Numerous studies and research have been conducted in recent years in this field of study in
general and in object tracking in particular. Object tracking itself explores a series of discussions
and debates about simulation models and related simulation simulations used and the advantages
and disadvantages associated with each model and simulation software in particular.The
approach of fuzzy logic modeling is widely applied to such patterns and a series of simulations
have been developed for research purposes in connection with the further fading of such
techniques. The Matlab program is a closed- source modeling and simulation softaware that
enables many simulation spaces that preserve inter alia the field of study of digital signal
processing in general and its derivatives in particular.
In our study, we introduced effects on the performance of an improved algorithmic model that
detects the movement of an object in a video file. The modified algorithm consists in creating a
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model based on fuzzy logic methods to reduce the time it takes for the Matlab program's ability
to track the moving object in the video.
Concretely, in our simulation model we have taken into account a video file that has a duration
of 62 seconds which represents an environment that has in its content people moving.
The performance of an object tracking is calculated at the time of separation between the sealing
sequences of objects and the time the color marker needs to go after the object in question. The
smaller it is this time, the more continuous and qualitative the tracking of the object in question.
In this sense, the standard algorithm requires more time than the improved algorithm according
to the fuzzy approach; this means that the object's moving object is slower in pursuit of the object
and requires a lot of time to go after it and this is an anomaly especially for objects that are at
high speeds.

Fig. 1. View the results of object tracking in the video file used in our simulation model

As a performance element, statistical methods that are modeled and developed through Matlab
are given which give a quantitative sense of the trend and the transfer of the time values necessary
for the marker to follow the object in motion.
Finally, part of this research also includes the issues of the recommendations and limits that this
fuzzy modification of object tracking modifies.

Methodology
The methodology used in this research consists of data sampling and statistical treatment of data.
Specifically, in our simulation model is used a video file that contains backgrounds of objects and
persons in motion. This video file has a duration of 62 seconds. The essence of improved
algorithm performance consists in interfering with a cycle of this algorithm and adding two
additional variables that lead to the growth of the algorithm complex, but which itself improve
the performance in question.
The application of this interference, in the minimization of time, is the color marking shown in
Figure 1, to follow the moving object in question.
The smaller the time it takes for trackers to track the object in motion, the higher the performance
of the simulation model.
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In our analysis of the performance, 120 samples were taken under the effect of the statistical
analysis; these samples consist of the recent moments of the unit of time; moreover, for each of
the samples is measured the necessary time each marker needs to track the object in motion for
that moment; the unit of this time is taken into consideration in millisecond units. Where the
analysis process is applied as in the case of a standard algorithm approached by fuzzy concepts
as well as in the improved algorithm case.
Further, for the calculation of performance, statistical analyzes were taken by creating simulated
trend-lines through Matlab R2017a. The applied trendline algorithm is "smoothing spline",
reflecting the resulting data of this trend-line both in the case of standard and improved method.
The "smoothing" parameter used is the default value of 0.9999977182557248 which is
approximately 1. Also, part of the simulation results and the spline smoothing statistic is also the
activation of the residual concept presentation option.

Results
The simulation model results are shown in the following two figures. Figure 2 shows the trend
line through the "smooth spline" of the standard algorithm performance. As can be seen, values
in milliseconds do not exceed 3.2 ms while in figure 3 it is noted that the value of the tracking
time of the moving object does not exceed 2.5 milliseconds. Also parallel to the curve fitting
through spox spots are also shown residual plots results.
Additional data on statistical simulation results are shown below:
a)

Standard algorithm:
Smoothing spline:
f(x) = piecewise polynomial computed from p where x is normalized by mean 63.5 and
std 36.52
Smoothing parameter p = 0.99999772
Goodness of fit:

SSE: 0.5591
R-squared 0.764
Adjusted R-square: 0.4108
RMSE: 0.1057
b)

Improved algorithm:
Smoothing spline:
f(x) = piecewise polynomial computed from p where x is normalized by mean 63.5 and
std 36.52
Smoothing parameter p = 0.99999772
Goodness of fit:
SSE: 0.3249
R-squared 0.7341
Adjusted R-square: 0.336
RMSE: 0.8057
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Fig. 2. Results of statistical simulation for the standard algorithm

Fig. 3. Results of statistical simulation for improved algorithm

Conclusions
In this paper, we discussed the object tracking issue under the simulation optics by the fuzzy logic
approach by considering improving the performance of this algorithm.
The process of this study consisted in obtaining 120 sample sequences from a video file that has
backgrounds in the background.
The purpose of this study consisted in the performance analysis in the sense of tracking more and
more of the object moving into the video file thus leading to the linearity and quality of the
algorithm.
Improvement of the simulation model performance is also reflected in the statistical analysis by
the smooth spline method and therefore the expected results.
As is also the case with simulation results, the time difference value for the improved algorithm
is smaller than in the case of a standard algorithm,
Finally, part of the search is the fact of further limitations and suggestions that include the
simulation model in question. These limits consist in the further reduction of the time required to
track the objects in motion that leads to higher performance quality and this is more noticeable
when the objects in motion are at relatively high speeds.
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Abstract. Nowadays, a great number of researchers are concerned about aerial targets since they
are involved in many aspects of everyday life, such as military issues, including aircrafts and
missiles, or Unmanned Aerial Vehicles (UAVs) flying over city centers or airport areas. The
design of an efficient Automatic Target Recognition (ATR) system has been an attractive problem
and for this reason many researchers rely on experiments to extract the necessary data for the ATR
system. In this paper, a new method for extracting the radar cross-section (RCS) data has been
proposed, which uses the Boundary Element Method (BEM) to efficiently compute the RCS
values of different objects at any point of the coordinate system in a short period of time, without
need of any experiment. Multiple RCS values in the presence of noise are used for the training
and the evaluation of two ATR systems, based on the nearest neighbor classification rule or a
multilayer Neural Network.
Keywords: Automatic target recognition (ATR), bistatic radar, radar cross- section (RCS),
classification, machine learning, neural networks.

Introduction
ATR systems are used to detect and recognize both ground and aerial objects as well as humans
and animals. Recently, several organizations have shown an increasing interest in a precise
detection and classification of aerial targets due to their great number of applications in our lives.
Some of them include, the identification of UAVs or drones, cruise missiles, and aircrafts, such
as F-22 and F-35 which gain the attention of many researchers. For this reason, there have been
copious efforts of attempting to design a reliable, low cost, fast and accurate ATR system for
aerial targets.
Among the most important recent advances in ATR systems for aerial targets, aircraft
identification based on Inverse Synthetic Aperture Radar (ISAR), and Convolutional Neural
Networks (CNNs) are used to achieve reliable identification rates. In [1], a simulator of a proper
ISAR has been used to create images with complex values and is used to train and evaluate a
CNN in detecting aerial targets.
An ATR system using synthetic aperture radar (SAR) images has been presented in [2], which
relies on the hierarchical fusion of global and local features in a sparse representation-based
classiﬁcation (SRC) module. In a similar approach, an ATR system processes ISAR images using
a statistical model and SRC to achieve a high classification accuracy, that exceeds the rates
obtained by the well-known SVM classiﬁer [3].
In [4], another type of ATR system uses information from passive bistatic radar signals. More
specifically, three different ATR systems are implemented using the radar images. The bistatic
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complex radar cross-section (BS-CRCS) and the bistatic radar cross-section (BS-RCS) values
compose the features vector for different classification schemes, which are based on random trees
or subspace methods. These data are collected from real experiments that took place in an
anechoic electromagnetic chamber and Orly airport in France.
In this paper, different ATR systems are evaluated in four case studies by processing the bistatic
radar cross-section (BS-RCS) information, received in different ground stations and the
classification rates are reported. All the BS-RCS data are estimated using the Boundary Element
Method (BEM) and the PITHIA software, which is a simulator that gives us the ability to
efficiently compute the RCS at any point of the coordinate system. The simulator provides
enough data for accurate evaluation of the proposed ATR system. In the classification process,
the k-nearest-neighbor rule or an Artificial Neural Network (ANN) was used.

Target detection from bistatic radar cross-section data
In bistatic radars, the transmitter and the receiver(s) are separated at distances comparable to the
expected target-transmitter distance. The modeling and development of such systems require
complex geometry and several studies for the estimation of bistatic range relations using the
Blake’s methodology and the ovals of Cassini have already been presented. Moreover, unlike
monostatic radars, the doppler effect is more complicated and a complete new framework of the
bistatic target doppler effect is created known as “bistatic bisector”.
In this paper we consider an ATR system for a sphere and a spheroid as object targets because of
their axisymmetric geometry, which significantly reduces the computational cost and the
computational time for the estimation of the BS-RCS values. This method can be used for
arbitrary target geometries, such as UAVs, missiles or aircrafts which are not presented in this
work. The proposed ATR configuration processes multiple BS- RCS values, which provide
accurate information about the class of the targets in short periods of time. For this reason, we
consider a passive radar (illuminator of opportunity transmitter) and three receivers as it is shown
in figure 1

R1

R2

R3

Fig. 1. The geometry of the bistatic radar including the transmitter, three receivers and the
target: a=20km, b=60km and L=4km
The transmitter is placed at point R1. The angle between the ground and the propagation of
electromagnetic plane wave is 2.86 degrees. For each receiver
𝑅1, 𝑅2, 𝑅3, we compute the BS-RCS, which is used for the classification of the targets.
Furthermore, we consider 21 different points for each moving target in order to have a satisfactory

126

number of BS-RCS data in the training process. All the objects studied in this work are perfectly
conducting and the radial scattering amplitude is zero. For each of the targets and for each point
the BS-RCS is computed at the frequencies: 90, 250, 800, and 1300 MHz

Simulation
The feature vectors used for the classification process of our ATR system, consist of BS-RCS
values. As it is shown in [4], the BS-RCS is expressed as
𝜎 = 𝑙𝑖𝑚 4𝜋𝑟2 |𝐸(𝑟)|2 = 𝑙𝑖𝑚 4𝜋𝑟2 |𝐻𝑅(𝑟)|2
𝑟→∞
|𝐸(0)|2
𝑟→∞ |𝐻𝑇(0)|2

(1)

where r is the distance between the target and the receiver,|𝐸𝑅(𝑟)|the magnitude of the scattered
electric field at the receiver, and|𝐸𝑇(0)|the magnitude of the incident electric field at the target.
Similarly, |𝐻(𝑟)|is the magnitude of the scattered magnetic field at the receiver, and|𝐻𝑇(0)|the
magnitude of the incident magnetic field at the target.
As it is shown in [5], the magnetic field can be expressed as a function of the radial, horizontal
and vertical scattering amplitudes:𝑟, 𝑔𝜑, 𝑔𝜃. Assuming that |𝐻(0)| = 1, the BS-RCS is
=

4𝜋

(|𝑔 |2 + |𝑔 |2 + |𝑔 |2)

𝑘2

𝑟

𝜑

(2)
𝜃

Using the Boundary Element Method, it is feasible to compute the scattering amplitudes and to
derive from eq.2 the actual BS-RCS values. More specifically, a discretization of the surface of
the object is carried out by the PITHIA software. The PITHIA exploits the BEM method and
computes the scattering amplitudes at different target positions taking into account that due to the
electromagnetic scattering, the radial scattering amplitude is equal to zero. The computational
procedure for the estimation of the scattering amplitudes is described in detail elsewhere [5].

ATR system implementation
In this paper, four different case studies regarding the design of the ATR system are presented,
including the training and evaluation procedure of two classifiers used to recognize the presence
of two or three different targets from the BS-RCS values acquired at three receivers. The influence
of the additive Gaussian noise in the original BS-RCS values is studied by the estimation of the
ATR classification accuracy both in noisy and noise-free data.
Regarding the first classifier a new training algorithm is proposed, which is based on incremental
learning. Initially, all class centroids (one centroid per target class), are located at random
positions of the features space. Sequentially, a randomly selected training vector 𝑥𝑖 is classified
to the nearest centroid 𝑐𝑗. The centroids location is updated using the new membership vector 𝑥𝑖.
In this part of the training algorithm, the knowledge about the nature (class) of the training data
is ignored. The centroids have been estimated but the corresponding class information is missing.
In the next stage, each centroid is assigned to a class and the classification error of the training
data is estimated. Sequentially, each centroid is assigned to a different class and the classification
error in the training data for all possible combinations of centroid- class is computed. The target
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class assignments, where the minimum classification error is met, is assumed as the best class
centroid.
In the proposed method, we have the ability to evaluate if our data are assigned to the right class
and if the classification accuracy is satisfactory we can conclude if the distance measure is
suitable for the ATR system.
Input: Number of clusters k, set of points: 𝑥1, 𝑥2,..., 𝑥𝑛
For the points 𝑥1, 𝑥2,..., 𝑥𝑛, place centroids 𝑐1, 𝑐2,..., 𝑐𝑘 at random places in the
neighbor of points
Repeat{ Select: 𝑥𝑖 randomly
Find: the nearest centroid 𝑐𝑞 = 𝑎𝑟𝑔𝑚𝑖𝑛𝑐𝑗 (𝑥𝑖, 𝑐𝑗)
Assign: point 𝑥𝑖 to cluster q
For each cluster j=1,…,k:
New centroid: 𝑐𝑗= mean value of 𝑥𝑖 assigned to cluster j
} Stop when all the data are used
Each centroid is assigned to the class according to the minimum
classification error criterion.
In the ATR evaluation process, every unknown to the training process vector x, is classified to a
target class using the nearest centroid rule. In the proposed training algorithm, except the wellknown Euclidean distance, a weighted Euclidean distance with coefficients of significance: 𝑘1,
𝑘2, 𝑘3 is used. More specifically, the coefficients are estimated from the first and the second order
statistical features, described with the equation:
𝑘 = 1⁄(𝑚𝑖𝑠𝑖)2 , 𝑖 = 1,2,3

(3)

where 𝑚𝑖 is the mean BS-RCS value of the 𝑖𝑡ℎreceiver and 𝑠𝑖 is the corresponding variance. These
specific coefficients of significance are used to normalize the BS-RCS values.
The second classifier relies on ANNs. The ANN is used to perform non-linear classification of
the input vector, which consists of the BS-RCS values of the three receivers, and contains one
hidden layer, with ten neurons and two outputs in the output layer. The non-linear function is the
sigmoid function and as training method, the scaled conjugate gradient backpropagation has been
used. 70% of the data are used for training, 15% for validation and 15% for testing.

Classification results – Case studies
In four case studies, the classification accuracy of the ATR system is estimated. In the first study
we consider two different object targets with the same volume that we are going to classify in
noise-free environment: a perfectly conducting sphere with radius r=0.76m and a perfectly
conducting spheroid with a=0.5m and b=1.75m. For the nearest neighbor classifier, two distance
measures have been used: Euclidean, and weighted Euclidean distance. Taking into account the
stochastic behavior of the training process, multiple estimations of the centroid classes are
performed for both distance functions. The experimental results show that the proposed weighted
Euclidean distance gives at all frequencies perfect classification accuracy. In the second case
study, the BS-RCS data are distorted by additive Gaussian noise with mean value 0 and variance
1. In the third case study, an additional object with the same volume is used: a spheroid with
a=0.25 m and b=7.02 m, which makes the noise-free, three-class classification task more difficult
since the two spheroids are very similar objects. Lower accuracy is observed compared to the
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previous study, as expected. In the fourth case, the same type of additive Gaussian noise is
applied.

Table 1. Percent Classification accuracy of the proposed ATR system
Frequency (MHz)
90
Case study I – Two Targets – noise free
Euclidean Distance
100.0
Weighted Euclidean
100.0

250

800

1300

50.0
100.0

90.5
100.0

71.0
100.0

78.5
97.6

76.0
90.5

76.0
97.6

Case study III - Three Targets – noise free
Weighted Euclidean
75.0
63.5
ANN
100.0
98.2

63.5
98.9

57.0
100.0

Case study IV - Three Targets – noisy data
ANN
90.5
77.8

76.2

81.0

Case study II - Two Targets – noisy data
Weighted Euclidean
97.5
ANN
100.0
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Abstract. In this Millennium the improvement of ICT (Information and Communications
Technology) strongly helps to provide better quality of healthcare, wired and wireless
communications technologies, real-time data processing, interactive interfaces. In a hospital
health care monitoring system it is necessary to constantly monitor the patient’s physiological
parameters. For example a patients parameters such as blood pressure (BP) and heart rate of the
woman and heart rate and movements of fetal to control their health condition. This paper
presents a monitoring system that has the capability to monitor physiological parameters from
multiple patient bodies. Wireless BSN technology is emerging as a significant element of next
generation healthcare services. In this paper we elaborate a mobile physiological monitoring
system, which is able to continuously monitor the patient’s heart beat, blood pressure and other
critical parameters in the hospital.
Keywords: ICT, WSN , Network , Wireless Bsn,Sensors ,eHealthcare.

Introduction
We are witnessing one of the greatest technological shifts in every area of life, especially in daily
life activities and healthcare delivery. Health monitoring systems have rapidly evolved during
the past two decades and have the potential to change the way healthcare is currently delivered.
Smart monitoring systems automate patient monitoring tasks and thereby improve the patient
workflow management. Vital signs monitoring systems are rapidly becoming the core of today’s
healthcare deliveries. The paradigm has shifted from traditional and manual recording to
computer based electronic records and further to handheld devices as versatile and innovative
healthcare monitoring systems. Advanced information technology and communication devices
enable healthcare providers to facilitate complex medical problems, minimize errors and reduce
the overall healthcare costs.[15,12]

State of the art eHealth care System
Recent research is highly focused on the area of remote/mobile and wireless patient monitoring
using body sensors, wireless devices and/or wearable systems. Patient monitoring systems are
playing a critical role in decision support, early diagnosis and knowledge-based support to the
healthcare professionals. Such systems have been established as expanding areas of research
using their advanced features and capabilities to turn ‘data’ into ‘useful information. Although
the technology is becoming more sophisticated and advanced, still there are some concerns with
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quality of medical data, security of patient medical information, stability of complex monitoring
systems, acceptability by the medical staff, usability, comfort and the frequency of false alarms
being generated. However, a number of studies have been conducted in the last two decades to
address these concerns. For instance, Imhoff and Kuhls [2] have identified that up to 90% of all
alarms in critical care monitoring, are false positives. Others researchers have proposed further
measures to reduce these false alarms, which include; modifying the range of parameters. [11,19]

Fig 1: health monitoring systems

The position Infrastructure of patient monitoring within ICT in healthcare
Electronic Health (e-Health) has been with us for many years and has been defined as the use of
Information and Communication Technology (ICT) in the healthcare sector. With the emergence
of mobile communications and advanced networking technologies, a specific field within eHealth, namely Mobile Health (m-Health), has emerged.[16] Mobile patient monitoring is one of
the m-Health ser- vices for the continuous or periodic measurement and analysis of a mobile
patient’s bio signals. [5]The delivery of health care services, where distance is a critical fac- tor,
by health care professionals using ICT for the exchange ofvalid information for diagnosis,
treatment and prevention ofdisease and injuries, research and evaluation, and for the continuing
education of health care providers, all in the interest of advancing the health of individuals and
their communities.[1,6] E-health is an emerging field in the intersection of medical informatics,
public health and business, referring to health services and information delivered or enhanced
through the Internet and related technologies. In a broader sense, the term characterizes not only
a technical development, but also a state-of-mind, a way of thinking, an attitude, and a
commitment for networked, global thinking, to improve health care locally, regionally, and
worldwide by using information and communication technology.
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Fig2 :eHealth ecosystem []
The Personal Health Monitor (PHM) system [9,10] is designed for patients who have a suspected
cardiovascular disease and need to be monitored around the clock. The PHM system proposes
use of off-the-shelf sensor systems which incorporate a built-in sensor front end. This approach
allows a PHM system user to use their own mobile phone running Microsoft Windows and to
buy or rent the required sensors. The patient downloads the PHM application onto the mobile
phone and uses it like any other mobile application.
Health Smart Homes (HSH) and Healthcare Monitoring Systems(HMS) are an integration of
ubiquitous computing and communication technologies. These systems have emerged as a
promising solution to provide e-health services that match the context and real needs of subjects.
In this realm, several studies and solutions have been proposed to address diverse aspects of these
systems. In general, these solutions share common goals and properties. Their main objective is
to provide a smart environment where the system monitors and evaluates the health conditions
of subjects and pro- vides them with timely e-health services. These solutions include three main
components: sensing, communication, and the processing system. Most existing pervasive health
systems have the ability to interact with different categories of subjects (e.g. patients, elderly, and
disabled) using one or more types of sensors.
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Sensors are responsible for data acquisition and are either stationary sensors deployed in domestic
settings or wearable sensors carried by the subject. Both of these two catgoeries of sensors collect
the subject's contextual information in a constant or periodic way. Sensors relay data through, for
instance, an access point or a base station to a home server or portable de- vices via available
network technologies. Home servers and/or portable devices act as gateways. A gateway is a
common element used in HSH and is usually seen as the network coordinator that provides
remote access control and acts as the bridge between the local area network (LAN) and the wide
area network (WAN) such as the Internet, cellular or fixed telephony networks. [7,13]

Fig 3 Network communications eHealth care system

A gateway is a key component for HSH and HMS systems. Its main functionalities include
network interconnection, network management, and application management. Gateways are
responsible for the coordination between heterogeneous sensors and their connection to the Wide
Area Network (WAN). Wi-Fi technology (IEEE 802.11): Wireless fidelity (Wi-Fi) is a popular
wireless communication and data transfer technology. It is based on the IEEE 802.11 series of
standards used for wireless communications in a local area network (LAN). Bluetooth technology
(IEEE 802.15.1): Bluetooth (BT) is designed for short-range wireless communications. BT is an
open wireless communication technology based on the IEEE 802.15.1 standard. It is used for
connecting a variety of devices for data and voice transmissions in WPAN. The correct selection
and integration of communication technologies is still an open issue and needs to be addressed
in the context of health smart home applications. Basically, energy consumption, reliability,
interoperability, low cost, communication rate and distance are the main required aspects in the
overall ecosystem for health monitoring, healthcare, and welfare services
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Systems and Healthcare Applications
In recent decades, many systems and applications have been developed for monitoring the
elderly and patients in smart environments. There is no single classification for these applications,
which generally aim to identify the subject's context and provide appropriate services. These
applications share the objective of compensating for cognitive decline, by enhancing the subject's
quality of life and state of health. [14,17]

Fig 4 Application for EHealth
We can see from Table 1 that most of the BASN application reviews, for example [4,5] have
utilized inertial sensors that can measure acceleration, tilt, rotation, vibration and various degrees
of motions. This is because most applications of BASN such as rehabilitations, activity
monitoring, and posture detection. Require inertial sensors. Most of the applications, reviews in
this paper such as [10] have not implemented the network layer operations of data
aggregation/routing as most of these applications use single hope architecture of BASN (i.e. All
the sensor nodes are directly connected to the sink device)

Conclusion Ongoing challenges and open issues
The goal of improved health outcomes within the Triple Aim means the improvement of the
population’s overall health. A central question within this goal is: What can be done differently
to improve the health of a patient? This may be achieved in a variety of ways that go beyond
clinical services. For example, improved health outcomes can be achieved by better education of
patients or greater investment by patients in their own health Meta-Analysis Providing healthcare
and monitoring services in smart spaces is a huge domain, spanning several concepts and raising
multiple challenges and issues. The essential goal of these systems is to collect highly relevant
contextual data, to provide evaluations, diagnosis, treatments, quick decisions, and relevant
services. A lot of issues and challenges still exist. But improvements in software applications,
hardware, and network communications need to happen before they can be resolved. Based on
previous surveys, we discuss in this section the most important issues and challenges facing, One
important issue is the consideration of human factors such as human acceptability of a given
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system and the degree to which human interactions are supported by the proposed system, In
HMS, security requirements are the same as those of traditional networks, such as availability,
confidentiality, integrity, access control, and authentication. [16,20]
Data transmission A common challenge in the development of monitoring systems, especially in
WBAN applications, is the selection method for transferring sensor data to back-end servers for
processing and analysis. Energy consumption is another important issue of sensor network
applications especially in BSN. The life cycle of HMS can be negatively affected by the limited
battery life of sensors. Battery replacement and charging in most existing BAN systems is
inefficient and cumbersome for monitored subjects especially in architectures with several
sensors. Availability Compared to traditional infrastructures, the number and complexity of
sensors and employed methods in HMS is significantly higher. In addition, the heterogeneity of
data sources, as previously discussed, adds a greater level of complexity that must be considered
to ensure data, regardless of its source, is reliable. Existing sensors are still limited in terms of
hardware and software capabilities and, thus, are subject to failure at any time
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Abstract. Complexity of information systems are increasing day by day. The security of
information systems that are connected to public networks can be compromised by unauthorized,
and usually anonymous, attempts to access them. By using public networks businesses and other
institutions are exposed to numerous risks. This leads to more and more vulnerabilities in
Information Systems. This situation calls for test methods that are devised from the attacker’s
perspective to ensure that test conditions are as realistic as possible.
In this paper we will
describe complete stages of Vulnerability Assessment and Penetration Testing on some systems
and proactive action taken to resolve that vulnerability and stop possible attack. Also we will
describe prevalent Vulnerability assessment techniques and some security tools for one web
applications, including procedures which are used in real life for testing the security.
In this paper we will explain the real analyzing of tests with all the procedures for one web
applications, including all the attached stages which are used in real life for testing the security
of web applications.
Keywords: Security, Vulnerability Assessment, Penetration Testing, Web Applications

Introduction to Penetration Testing
By using public networks businesses and public authorities are exposed to numerous risks. Public
and private entities are often unable to grasp the full extent of today’s complex communication
structures and frequently have little or no control over them. Enterprises and public authorities
connect to the internet, thereby yielding some of their responsibility (e.g. availability of external
servers and networks), but also exposing themselves to new threats which need to be tackled
appropriately [1].
Penetration Testing or Pen Test is the process of trying to gain access to resources without the
knowledge of the username, password, and other normal access tools. Penetration testing is a
comprehensive method to test the complete, integrated, operational, and trusted computing base
that consists of hardware, software and people [2]. The process involves an active analysis of the
system for any potential vulnerabilities, including poor or improper system configuration,
hardware and software flaws, and operational weaknesses in the process or technical
countermeasures [3]. If the focus is on computer resources, then examples of successful deception
would be theft or destruction of confidential documents, prices, databases, and other protected
information. The main thing that distinguishes a Penetration Tester from an attacker is the
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authorization. Penetration Tester will have permission from the owner of those IT resources that
are being tested and will be responsible for providing a report.
Computingsystem professionals use penetration testing to address problems inherent in
vulnerability assessment, focusing on high-severity vulnerabilities. Penetration testing is a valued
assurance assessment tool that benefits both business and its operations [4].

Why Penetration Testing?
Despite the fact that cyber attacks have increased dramatically, many companies or organizations
still do not monitor the security of their infrastructure actively so they remain a prey for the
perpetrators or hackers. Once connected to the Internet, company systems can be controlled,
scanned or even attacked.
The purpose of the penetration test is to recognize the level of security and increase the security
of the computing resources being tested. So one of the first steps to prevent cyber attacks is
exactly the Penetration Test.

Benefits of Penetration Testing
Penetration testing allows testers to view the client system through the eyes of malicious hackers
[5]. Such a process can bring a large number of discoveries and provide the client with the time
needed to repair the system before the attack actually occurs. In addition, penetration testing can
help organizations and companies to prove the effectiveness or ineffectiveness of security
measures being implemented, demonstrating explicit security vulnerabilities in the system. More
importantly, this test provides evidence to alert the management of the need to take security of
information more seriously [6].
Penetration testing evaluates the effectiveness of existing security products and provides the
supporting arguments for future investment or upgrade of security technologies. It provides a
“proof of issue” and a solid case for proposal of investment to senior management [7].

Vulnerability Assessment and Penetration Test – How to conduct a
test?
Vulnerability Assessment and Penetration Testing is a total 9 step process that is shown in Figure
1.
First of all, the tester must set the scope of the assignment (black / gray / white box). After
deciding the scope, the tester gets information about the operating system, network, and IP
address in reconnaissance step. After that, he uses various vulnerability assessment techniques
on the testing object to find vulnerabilities. Then the tester analyzes the weaknesses found and
makes the plan for the penetration testing. The tester uses this plan to penetrate the victim's
system. After penetrating the system, the tester increases the privilege in the system. In the results
analysis step, the tester analyzes all results and draws up recommendations to solve the system's
vulnerabilities.
All these activities are documented and sent to the management to take the appropriate actions.
After all these steps, the victim's system and its program get affected and altered. In the cleanup
step the system is restored to the previous state as it was before the start of the process [8].
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Figure 1 – Vulnerability Assessment and Penetration Testing life cycle

The results of the test are thoroughly investigated during the test analysis phase. These results
are provided to the organization so it must be comprehensive and systematic. Preparation of a
mitigation plan is important in penetration testing [9].

Penetration testing methodologies
Since most of the network or system penetration tests share some of the main phases, many
security professionals have introduced different methodologies to conduct a penetration test
ranging from simple ones to more sophisticated and formal processes.
In general, the pen test involves three main stages that imitate the steps that would be used by
real hackers to carry out an attack. The three respective phases are: pre-attack, attack, and postattack. The pre-attack phase attemps to investigate or explore the target. The attack phase
involves the actual compromise of the target. Lastly, the post-attack phase which is unique to the
penetration testing team, attempts to return any modified system(s) to the previous stage before
the test begins [6].
A basic method of penetration testing methodology consists of the 3 following steps shown in
Figure 2.

Figure 2 – Basic methodology of penetration testing

Reconnaissance
Also known as the Information Gathering step, this is the process of searching available
information that is used in a penetration test. Depending on the scope of a pen test, reconnaissance
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activities can be ranged from ping sweeps to discover IP addresses on the network, obtaining
useful information from company employees, rummaging through company’s dumpsters to find
receipts of telecommunications services, to thieving, lying of people, interference in phone calls
and the network. The search for information is limited by the willingness and ethical behavior
agreed between the client and the penetration test team [6].
Enumeration
This is the process where information is gained directly from the target system, apps, and
networks with the help of tools and techniques in order to build the company's environmental
picture. Network enumeration creates a view of the network configuration being tested, while the
host enumeration identifies the services available on various devices like firewalls, routers, and
web servers, and reveals their functions along with the opening ports that can be used to infiltrate
the system. This process identifies and lists the potential weaknesses [6].
Exploitation
The exploitation phase uses different automated tools, techniques and manual steps specifically
executed to compromise the system through identified vulnerabilities or other open channels. The
ultimate goal of this process is to provide administrative access to the system [6].
A formal method of penetration testing built around these 3 steps, usually involves more subactivities, as shown in Figure 3.

Figure 3 – Formal methodology of penetration testing

Planning is the first step that affects the test result. Bootstrapping is the activity that starts the
process again to see if there are new weaknesses. The most important step is Reporting, where a
good report should consist of clear descriptions of problems together with their potential impacts,
security level assessment, along with the number of practical recommendations for customers to
reduce or eliminate in general such weaknesses.

Penetration testing techniques
Black box testing
In this technique, the tester does not have any prior knowledge of network architecture or network
testing systems. Usually black box testing is performed from the external network into the
internal network. The tester should use his expertise and skills to carry out this test.
Grey box testing
In this technique, the tester has some partial knowledge of the test network. The tester doesn’t
have the full knowledge of the network architecture, but he knows some basic information about
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network testing and system configuration. Gray box testing is the combination of two other
techniques. This can be done from the internal or external network.
White box testing
The tester has full knowledge of network configuration and configuration of the network system.
Usually this test is performed from the internal network. White box testing requires a deep
understanding of the network or system and gives the best results.

Web Application Penetration Test
Web Application Penetration Test is the process that tests a website or a web application using
manual or automatic penetration tests to identify any vulnerabilities, security weaknesses, or
threats. Testing involves the use or implementation of any known attack in the application. The
tester fabricates attacks and environment from the hacker’s perspective, as using SQL Injection
testings.
Web applications technicaly expose themselves to attackers due to their very nature of being
publicly accessed and processing data elements from within HTTP requests[10].
The key goal of web penetration testing is to identify security vulnerabilities throughout the web
application and its components (source code, database, and back-end network). It also helps
prioritize identified weaknesses, and ways to avoid them. So, the biggest weakness that exists,
will show up at the beginning of the report.

Web Vulnerabilities
A web vulnerability is a weakness or misconfiguration in a website or web application code that
allows the attacker to gain control over the site and possibly the host server. Most vulnerabilities
are exploited through automated tools such as vulnerability scanners or botnets. Cybercriminals
create specialized tools for search on the internet of certain platforms, looking for common and
published weaknesses. Once found, these vulnerabilities are then exploited to steal data,
distribute malicious content, or inject damage and spam content on the weak site.

Case Study – Web Application Penetration Testing
Process of Web Penetration Testing
After we have received the program and we are registered, in this case with the Acunetix program
we begin the process of testing the target webpage. On the left side of the menu, we choose
Targets that contains the list of pages tested earlier and the possibility to add new targets. We
click the Add Target button and initially we write the URL of the webpage, then choose the type
of Scan, whose options are shown in Figure 4.
We continue with the type of Report we want to see in the end (Affected Items, Developer,
Executive Summary, Quick). Click the Create Scan button and so we have started the scanning
or testing of the specified page.
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Figure 4 – Acunetix Interface 1

Figure 5 – Acunetix Interface 2
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Figure 6 – Acunetix Interface 3

The penetration testing process does not have a fixed duration. Depending on the content of the
site it may take several minutes or several hours. During the process, you can view the requests
sent to the server and the average time of the responses being received.
The Vulnerabilities and Site Structure buttons show the real-time list of weaknesses as soon as
they are discovered, as well as the structure or form they have on the website.
The Events button contains additional information about the time of when scanning started.Target
Information provides data such as the name of the website, the type of server that hosts the site,
the operating system, and whether the webpage is responsive.
Latest alerts shows the number of weaknesses for High, Medium, Low and Informational levels.
Already in deep scan, Figure 6 shows that testing has sent over 100,000 requests and has found
7 High vulnerabilities, 1 Medium, 1 Low, and over 200 Informational weaknesses, where the
latter do not pose any significant risk.
Once the scanning is complete, click the Generate Report button and the program will prepare
the report which we can download in PDF format. Even if during the process we have clicked
the Stop Scan button, we still have the opportunity to generate a report that will show all the
weaknesses found until that moment. However, this method is not recommended because we may
lose valuable information.

Summary of the tested Targets
With the permission of their owners, for this case study several websites were tested for
vulnerabilities through NetSparker and Acunetix programs. By finding these weaknesses, we will
be aware of whether the site is at risk from attackers, for access to sensitive information or
blocking it.
The report consists of weaknesses found in these websites, the potential risk they contain, and
suggestions to reduce and eliminate those problems in order to prevent potential attacks. Finally,
the report will be submitted to site owners and developers to continue the process of improving
vulnerabilities and security holes in those websites, thus protecting the risk of hacking. Because
of security and confidentiality between the tester and the client, the names of the tested webpages
will not be shown but will be marked with numbers:
1.
Target 1
2.
Target 2
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3.

Target 3

Vulnerabilities
Target 1:

Figure 7 – Target 1 test results

Vulnerability: Cookie Not Marked as Secure – High Risk
Description:
This information can help an attacker gain a greater understanding of the systems in use and
potentially develop further attacks targeted at the specific version of PHP.
Impact:
This cookie will be transmitted over a HTTP connection, therefore if this cookie is important
(such as a session cookie), an attacker might intercept it and hijack a victim's session. If the
attacker can carry out a man-in-the-middle attack, he/she can force the victim to make an HTTP
request to steal the cookie.
Remedy:
1. See the remedy for solution.
2. Mark all cookies used within the application as secure. If the cookie is not related to
authentication or does not carry any personal information, you do not have to mark it as secure.
3. Mark all cookies used within the application as secure.
Vulnerability: Version Disclosure (PHP) – Low Risk
Description:
We have identified a cookie not marked as secure, and transmitted over HTTPS. This means the
cookie could potentially be stolen by an attacker who can successfully intercept and decrypt the
traffic, or following a successful man-in-the-middle attack.
This cookie will be transmitted over a HTTP connection, therefore if this cookie is important
(such as a session cookie), an attacker might intercept it and hijack a victim's session. If the
attacker can carry out a man-in-the-middle attack, he/she can force the victim to make an HTTP
request to steal the cookie.
Impact:
An attacker might use the disclosed information to harvest specific security vulnerabilities for
the version identified.
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Remedy:
Configure your web server to prevent information leakage from the SERVER header of its HTTP
response.
Vulnerability: Insecure Transportation Security Protocol Supported – Low Risk
Description:
Netsparker detected that insecure transportation security protocol (TLS 1.0) is supported by your
web server.
TLS 1.0 has several flaws. An attacker can cause connection failures and they can trigger the use
of TLS 1.0 to exploit vulnerabilities like BEAST (Browser Exploit against SSL/TLS).
Websites using TLS 1.0 will be considered non-compliant by PCI after 30 June 2018.
Impact:
Attackers can perform man-in-the-middle attacks and observe the encryption traffic between your
website and its visitors.
Remedy:
Configure your web server to disallow using weak ciphers. You need to restart the web server to
enable changes.
- For Apache, adjust the SSLProtocol directive provided by the mod_ssl module. This directive
can be set either at the server level or in a virtual host configuration.
SSLProtocol +TLSv1.1 +TLSv1.2
- For Nginx, locate any use of the directive ssl_protocols in the nginx.conf file and remove
TLSv1.
ssl_protocols TLSv1.1 TLSv1.2;
- For Microsoft IIS, you should make some changes on the system registry.
1. Click on Start and then Run, type regedt32 or regedit, and then click OK.
2. In Registry Editor, locate the following registry key or create if it does not exist:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHAN
NEL\Protocols\TLS 1.0\
3. Locate a key named Server or create if it doesn't exist.
4. Under the Server key, locate a DWORD value named Enabled or create if it doesn't
exist and set its value to "0".
Target 2:
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Figure 8 –Target 2 test results

Vulnerability: Insecure Transportation Security Protocol Supported – Low Risk
Description:
Netsparker detected that insecure transportation security protocol (TLS 1.0) is supported by your
web server.
TLS 1.0 has several flaws. An attacker can cause connection failures and they can trigger the use
of TLS 1.0 to exploit vulnerabilities like BEAST (Browser Exploit Against SSL/TLS).
Websites using TLS 1.0 will be considered non-compliant by PCI after 30 June 2018.
Impact:
Attackers can perform man-in-the-middle attacks and observe the encryption traffic between your
website and its visitors.
Remedy:
Configure your web server to disallow using weak ciphers. You need to restart the web server to
enable changes.
- For Apache, adjust the SSLProtocol directive provided by the mod_ssl module. This directive
can be set either at the server level or in a virtual host configuration.
SSLProtocol +TLSv1.1 +TLSv1.2
- For Nginx, locate any use of the directive ssl_protocols in the nginx.conf file and remove
TLSv1.
Ssl_protocols TLSv1.1 TLSv1.2;
- For Microsoft IIS, you should make some changes on the system registry.
1. Click on Start and then Run, type regedt32 or regedit, and then click OK.
2. In Registry Editor, locate the following registry key or create if it does not exist:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHAN
NEL\Protocols\TLS 1.0\
3. Locate a key named Server or create if it doesn't exist.
4. Under the Server key, locate a DWORD value named Enabled or create if it doesn't
exist and set its value to "0".

Target 3:
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Figure 9 – Target 3 test results

Vulnerability: Out-Of-Date Version (jQuery) – Medium Risk

Description:
Netsparker identified the target web site is using jQuery and detected that it is out of date.
Impact:
Since this is an old version of the software, it may be vulnerable to attacks.
Remedy:
Please upgrade your installation of jQuery to the latest stable version.
Exploit
https://bugs.jquery.com/ticket/11290
Vulnerability: [Possible] Source Code Disclosure – Medium Risk
Description:
Netsparker identified a possible source code disclosure (Generic).
An attacker can obtain server-side source code of the web application, which can contain
sensitive data - such as database connection strings, usernames and passwords - along with the
technical and business logic of the application.
Impact:
Depending on the source code, database connection strings, username and passwords, the internal
workings and business logic of the application might be revealed. With such information, an
attacker can mount the following types of attacks:
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- Access the database or other data resources. Depending on the privileges of the
account obtained from the source code, it may be possible to read, update or delete arbitrary data
from the database.
- Gain access to password protected administrative mechanisms such as dashboards,
management consoles and admin panels, hence gaining full control of the application.
- Develop further attacks by investigating the source code for input validation errors
and logic vulnerabilities.
Remedy:
1. Confirm exactly what aspects of the source code are actually disclosed; due to the limitations
of these types of vulnerability, it might not be possible to confirm this in all instances. Confirm
this is not an intended functionality.
2. If it is a file required by the application, change its permissions to prevent public users from
accessing it. If it is not, then remove it from the web server.
3. Ensure that the server has all the current security patches applied.
4. Remove all temporary and backup files from the web server.
Required Skills for Successful Exploitation
This is dependent on the information obtained from the source code. Uncovering these forms of
vulnerabilities does not require high levels of skills.
However, a highly skilled attacker could leverage this form of vulnerability to obtain account
information from databases or administrative panels, ultimately leading to the control of the
application or even the host the application resides on.
Vulnerability: Internal Server Error – Low Risk
Description:
Netsparker identified an internal server error.
The server responded with an HTTP status 500, indicating there is a server-side error. Reasons
may vary, and the behavior should be analyzed carefully. If Netsparker is able to find a security
issue in the same resource, it will report this as a separate vulnerability.
Impact:
The impact may vary depending on the condition. Generally this indicates poor coding practices,
not enough error checking, sanitization and whitelisting.
However, there might be a bigger issue, such as SQL injection. If that's the case, Netsparker will
check for other possible issues and report them separately.
Remedy:
Analyze this issue and review the application code in order to handle unexpected errors; this
should be a generic practice, which does not disclose further information upon an error.
All errors should be handled server-side only.
Vulnerability: Version Disclosure (ASP.NET) – Low Risk
Description:
Netsparker identified a version disclosure (ASP.NET) in target web server's HTTP response.
This information can help an attacker gain a greater understanding of the systems in use and
potentially develop further attacks targeted at the specific version of ASP.NET.
Impact:
An attacker might use the disclosed information to harvest specific security vulnerabilities for
the version identified.
Remedy:
Apply the following changes to your web.config file to prevent information leakage by using
custom error pages and removing X-AspNet-Version from
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HTTP responses.
<System.Web>
<httpRuntime enableVersionHeader="false" />
<customErrors mode="On" defaultRedirect="~/error/GeneralError.aspx">
<error statusCode="403" redirect="~/error/Forbidden.aspx" />
<error statusCode="404" redirect="~/error/PageNotFound.aspx" />
<error statusCode="500" redirect="~/error/InternalError.aspx" />
</customErrors>
</System.Web>
Vulnerability: ViewState is not Encrypted – Low Risk
Description:
Netsparker detected that ViewState encryption is disabled.
Impact:
An attacker can study the application's state management logic for possible vulnerabilities; if
your application stores application-critical information in the
ViewState, it will also be revealed.
Remedy:
ASP.NET provides encryption for ViewState parameters.
For page based protection, place the following directive at the top of affected page.
<%@Page ViewStateEncryptionMode="Always" %>
You can also set this option for the whole application by using web.config files. Apply the
following configuration for your application's web.config file.
<System.Web>
<pages viewStateEncryptionMode="Always">
</System.Web>
Vulnerability: Missing X-Frame-Options Header – Low Risk
Description:Netsparker detected a missing X-Frame-Options header which means that this
website could be at risk of a clickjacking attack.
The X-Frame-Options HTTP header field indicates a policy that specifies whether the browser
should render the transmitted resource within a frame or an iframe. Servers can declare this policy
in the header of their HTTP responses to prevent clickjacking attacks, which ensures that their
content is not embedded into other pages or frames.
Impact:
Clickjacking is when an attacker uses multiple transparent or opaque layers to trick a user into
clicking on a button or link on another page when they were intending to click on the top-level
page. Thus, the attacker is "hijacking" clicks meant for their page and routing them to other
another page, most likely owned by another application, domain, or both.
Using a similar technique, keystrokes can also be hijacked. With a carefully crafted combination
of stylesheets, iframes, and text boxes, a user can be led to believe they are typing in the password
to their email or bank account but are instead typing into an invisible frame controlled by the
attacker.
Remedy:
- Sending the proper X-Frame-Options in HTTP response headers that instruct the browser to not
allow framing from other domains.
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- Employing defensive code in the UI to ensure that the current frame is the most top level
window.
Vulnerability: Windows Short Filename – Low Risk
Description:
Netsparker identified a Windows short file/folder name disclosure.
The vulnerability is caused by the tilde character (~) with the old DOS 8.3 name convention in
an HTTP request. It allows a remote attacker to disclose file and folder names that is not supposed
to be accessible.
Impact:
Attackers could find important files that are normally not accessible from the outside and gain
intelligence about the application infrastructure. This may cause the leakage of files containing
sensitive information such as credentials, configuration files and maintenance scripts.
Remedy:
In order to disable short names creation, add a registry key named
NtfsDisable8dot3NameCreation
to HKLM\SYSTEM\CurrentControlSet\Control\FileSystem and set its value to "1".
Vulnerability: [Possible] Cross Site Request Forgery in Login Form – Low Risk
Description:
Netsparker identified a possible Cross-Site Request Forgery in login form.
In a login CSRF attack, the attacker forges a login request to an honest site using the attacker’s
user name and password at that site. If the forgery succeeds, the honest server responds with a
Set-Cookie header that instructs the browser to mutate its state by storing a session cookie,
logging the user into the honest site as the attacker. This session cookie is used to bind subsequent
requests to the user’s session and hence to the attacker’s authentication credentials. The attacker
can later log into the site with his legitimate credentials and view private information like activity
history that has been saved in the account.
Impact:
Attackers could find important files that are normally not accessible from the outside and gain
intelligence about the application infrastructure. This may cause the leakage of files containing
sensitive information such as credentials, configuration files and maintenance scripts.
Remedy:
In order to disable short names creation, add a registry key named
NtfsDisable8dot3NameCreation
to HKLM\SYSTEM\CurrentControlSet\Control\FileSystem and set its value to "1".
Vulnerability:[Possible] Phishing by Navigating Browser Tabs – Low Risk
Description:
Opened windows through normal hrefs with target="_blank" can modify window.opener.location
and replace the parent webpage with something else, even on a different origin.
While this doesn't allow script execution, it does allow phishing attacks that silently replace the
parent tab.
Impact:
If the links lack of rel="noopener noreferrer" attribute, third party site can change the URL of
source tab using window.opener.location.assign and trick the user as if he is still in a trusted page
and lead him to enter his secret information or credentials to this malicious copy.
Remedy:
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To prevent pages from abusing window.opener, use rel=noopener. This ensures window.opener
is null in Chrome 49 and Opera 36. For older browsers and in Firefox, you could use
rel=noreferrer which also disables the Referer HTTP header.
<a href="..." target="_blank" rel="noopener noreferrer">...</a>

Conclusions
Securing a computer, system, network or an app is the responsibility of everyone who is part of
its configuration and those who use it. Starting with system architects, developers, testers, and
product quality assurance team, and the project management team [11]. So, not only Cyber
Security team have to deal with the risk that hackers bring. Organizations and companies should
provide to teach their employees the basic rules of online protection, and the steps to be followed
to prevent possible attack. Continuous system or application testing and tightening of protection
mechanisms with updates saves the company's damage to unimaginable values. The timely
improvement of technological equipment or their replacement with new equipment is a very
important step in maintaining safety in general.
Outside the companies, all of us owning personal technology devices such as smartphones,
computers, laptops, or any other smart device (TV, fridge, speaker) are also at risk of being
intercepted and attacked. Nowadays it is known that there are many applications that have access
to our data as soon as they are installed on the device. They can be used to record the movements
and everything we do when we have a smartphone with us. The most commonly stolen
information are the phone numbers and the location of the device.
Although a simple citizen may not have the privacy and data that risk large sums of money or
confidential documents, privacy and personal confidentiality are the rights of everyone.
Internet protection begins with the awareness and recognition of the equipment or programs we
face every day. Following are some recommendations on how to be safer in the cyber space.

References
1.

2.
3.
4.

5.

6.
7.

Study A Penetration Testing Model, Federal Office for Information Security(BSI),
Retrieved October 14, 2018, from
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Studies/Penetratio
n/penetration_pdf.pdf;jsessionid=859F1AF817C8C95991A5B91C4AB5ADD6.1_cid360?
__blob=publicationFile&v=1
McGraw, G. (2006). Software Security: Building Security In, Adison Wesley Professional.
Mohanty, D. “Demystifying Penetration Testing HackingSpirits,”
An Overview of Penetration Testing, Aileen G. Bacudio, Xiaohong Yuan, Bei-Tseng Bill
Chu, Monique Jones, International Journal of Network Security & Its (IJNSA), Vol.3,
No.6, November 2011
Engebretson, P. (2011). The Basics of Hacking and Penetration Testing: Ethical Hacking
and Penetration Testing Made Easy. Retrieved from:
http://AUT.eblib.com.au/patron/FullRecord.aspx?p=730200
Ch. Phong “A Study of Penetration Tools and Approaches” MA Thesis, 2014
iVolution Security Technologies, “Benefits of Penetration Testing,”
www.ivolutionsecurity.com/pen_testing/benefits.php

151

J.N. Goel “Vulnerability Assessment & Penetration Testing as a Cyber Defence
Technology” Conference Paper, 2015
9. Saindane, M. “Penetration Testing – A Systematic Approach,”
http://www.infosecwriters.com/text_resources/pdf/PenTest_MSaindane.pdf, Accessed on
October 14, 2018.
10. Melbourne, J., & Jorm, D. (2010c). Penetration Testing for Web Applications (Part Three).
Retrieved October 14, 2018, from https://www.symantec.com/connect/articles/penetrationtesting-web- applications-part-three
11. SANS Inst. “Security Testing of web applications: Best Practices and Tools” GIAC paper,
2004
8.

152

Implementation of Management Information Systems in
Healthcare, their potential and impact
Romina Agaçi
Department of Computer Science
University of Vlora “Ismail Qemali”, Albania
omina.agaci@univlora.edu.al

Abstract. Information technology and knowledge management are the most important parts that
affect the functionality of different healthcare systems. There are various software tools that offer
their help in managing medical records and improving health systems. These systems aim to
collect medical data, thus providing a support to planning, management, integration and decisionmaking in environments and health organizations. Various types of such systems manage the
daily tasks and patient information. In this article we will present the functionality of healthcare
management information systems (HMIS), the main types of systems, and we will focus on the
importance and role that these systems play. This will be reflected more clearly by examining the
impact of applying an example program (free-open source), seeing realistically how such a tool
improves healthcare performance.
Keywords: Information Technology, Healthcare Management Information Systems (HMIS),
Health Organizations

Introduction
A health system incorporates all organizations, institutions and resources whose primary
purposes are to promote, restore, maintain and improve health. Information systems support local
and global health interferences. Health Information Systems compound various data to create
information about health care, health impact, allocation and use of services and health status.
Health Management Information Systems (HMIS) have a fundamental role in reinforcement of
health systems. HMIS can be implemented as a management support system to enhance the health
system by providing continual information support to decision making process. HMIS is a data
collection system concretely designed to support planning, management and decision making in
health facilities and organizations. HMIS refer to such systems that are used to process and
manage data, information and knowledge in healthcare environments [1]. HMIS aim to produce
regularly useful health data and use that information for management decisions. The information
produced by HMIS is convenient, at the right time, effective, comprehensive and reliable.
HMIS involve these typical management functions: Patient/Client management, Health Unit
management and Health System management. Table 1 shows the necessary information at
different levels of management [2].
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Table 1. Various Health Management Levels
Patient/Client Health Unit Health System management management
management
Previous medical, Patient load, Bed Morbidity, mortality surgical, obstetric,
Occupancy Coverage of essential history Service coverage, drop services
Signs, symptoms,
outs
Births, deaths
Treatment, Human, financial, Health behavior vaccination history
logistic, physical Health resources
Investigation resources findings Quality of
care
Disease
prevalence,
incidence, epidemic
in catchment area

Health management needs routine information. Types of information collected or generated by
HMIS are: information on health resources, information on health service performance and
information on diseases, health conditions.

HMIS Components
HMIS as an Information System
As fundamental role of Information System (IS) in organizations, it can be considered: support
for operations at the operational level; support for management decision making at the tactical
level and; support for strategic advantage, at the strategic level [3]. A health information system
is made up of three main parts: inputs, processes and outputs. Every system integrates different
inputs and through some sort of processes they produce outputs.

Fig. 1. HMIS components as a general IS
Following Facilitator’s Guide [4] we have grouped the main components as follows. Inputs:Health information system resources. These comprise legislative, regulatory and planning
frameworks that guide the system works. Resources involve personnel, financing and logistics
support, information and communication technology (ICT) and coordinating mechanisms.
Processes:-Indicators. Indicator is a variable that describes a given situation and enable
measurement of changes in health results over time. It transforms unelaborated information into
a form that is more suitable for decision-making. Indicators are useful to understand the
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performance of the health system and status of the health resources. They help to identify
progress or problems in the delivery of health services in order to achieve the convenient solution
and to plan interventions. -Data sources are linked to indicators. The data for the numerator and
denominator of indicators we can get from registers, tally sheets or population statistics.
-Data management means methods for collecting, storing, flowing, processing, analyzing and
distributing data.
Outputs:-Information products point the value of the data, such as dashboards, reports and
alerts. Data must be transformed into information that will become the base for evidence and
knowledge to frame health actions.
-Prevalence and use. The value of health information can be elevated by making it easily
attainable to decision makers and by ensuring inducement for information use. They used in
decision making when delivering care and treatment, planning and managing health programs
and developing health policies and strategies.

Multiple Systems of HMIS
A Health Information System is made up of multiple systems. These systems are designed to
collect specific data from different parts of the clinic. Data, such as treatment costs are collected
in billing. Data, such as patient demographics and chief complaint are collected at reception.
Data, such as patient vitals are collected in triage. Clinical data, including patient complaints,
allergy information, diagnosis, and treatment are collected in the examination room. Data, such
as medications filled are collected in the pharmacy. Data used for inventory management, such
as quantity received, dispensed are collected in the store room.

Fig. 2. HMIS Subsystems
Fig. 2 shows HMIS Components: Electronic Medical Record (EMR) System, Logistics
Management Information System, (LMIS), Laboratory Information System (LIS) and Pharmacy
Information System (PIS).
According to WHO (2006) [5], an EMR System is defined as an electronic record system within
a medical practice or community health centre which includes clinical information entered by the
healthcare professional at the point of care. These systems have the potential to ensure impressive
benefits to physicians, clinic practices, and health care organization and to improve the quality
of patient care and patient safety. A Logistics MIS is a system of records and reports used to
aggregate, analyze, validate and display data (from all levels of the logistics system) that can be
used to make logistics decisions and manage the supply chain [6]. A Laboratory Information
System is computer software that processes, stores and manages data from all stages of medical
processes and tests. LIS is used to coordinate varieties of inpatient and outpatient medical testing,
including chemistry, hematology, microbiology and immunology [7]. An LIS tracks and stores
clinical detail about a patient during a lab visits and keeps the information stored in its database
for future reference.
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A Pharmacy Information System is a system that has many different functions in order to
maintain the furnishing and organization of drugs. It can be a separate system for pharmacy usage
only, or it can be coordinated with an inpatient hospital computer physician order entry (CPOE)
system [7]. A PIS paired with a CPOE allows for an easier transfer of information. A PIS is used
to reduce medication errors, increase patient safety, report drug usage, and track costs.

Improving Healthcare Performance
Prevention and treatment interventions of diseases such as multi-drug resistant tuberculosis,
HIV/AIDS, and malaria require effectual information management. To help countries (affected
by these diseases) manage their information we need to find a way to improve management tools
and to reduce unnecessary and duplicate attempts.
As a solution to this problem the Open
Medical Record System 1 (OpenMRS®) was created in 2004. It is as an open source platform for
developing countries. OpenMRS [8] is based on the principle that information should be stored
in a way which makes it easy to sum up and analyze. At its core is a concept dictionary which
stores all diagnosis, procedures, drugs, tests, and other general questions and potential answers.
OpenMRS estimates patient care as the basis of everything we do and the main purpose is to
improve healthcare.
We have just selected this tool to see more specifically the potential and the impact that an
HMIS has in healthcare. It is simple to understand its user interface and how it works. Before
logging in you must select the location for that session. Locations are: inpatient ward, isolation
ward, laboratory, outpatient clinic, registration desk and pharmacy.
If you choose, for example, the pharmacy module you could see what features it offers (in Fig.
3).

Fig. 3. Pharmacy Location
Find Patient Record module allows you to search for a patient by its name. After you have
selected a patient you find, you can view its diagnoses, vitals, recent visits, family, conditions,
allergies, etc. You can also perform general actions such as: start visit, add past visit, merge
visits, chart search, schedule appointment, request appointment, delete person, etc. You can
search a patient by its name and see checkin, last seen and type of visit through Active Visits
module. Fig. 4 shows how to register a patient using Register a patient module.

1

https://openmrs.org
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Fig. 4. Register a patient module
Capture Vitals module allows you to fill vital information such as: height, weight,
BMI, temperature, pulse, respiratory rate, blood pressure and blood oxygen saturation.
Appointment scheduling module enables you to manage service types, manage provider
schedules and manage appointments, daily appointments and appointment requests. Reports
module generates automatic reports for specific patient. Data Management module allows you
to merge patient electronic records. Configure Metadata module enables you to manage concepts,
encounters, forms, locations, mappings, patients and visits. System Administration module
includes: manage modules, manage apps, manage scheduler, system information, chart search,
OpenMRS Atlas, manage global properties, manage accounts, style guide and advanced
administration.

Conclusions
In this article we depicted how HMIS works and how it enhances the performance of healthcare.
HMIS promises to increase legibility, reduce medical errors, shrink costs and boost the overall
quality of healthcare [9]. We used an open source platform (OpenMRS) to demonstrate the
potential and the impact of an HMIS. OpenMRS has brought improvements in healthcare
performance and this is reflected by the wide prevalence around the world including South
Africa, United States, India, Kenya, Uganda, Tanzania, Haiti, China, Pakistan, the Philippines,
and many other places.
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